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Chapter 1. Introduction

The Device Manager can be used for remote monitoring and central management of
our industrial routers, data concentrators (M2M Router, M2M Industrial Router, M2M

Router PRO4), DCUs, and smart metering modems (WM-Ex family, WM-i device).

A remote device management platform with continuous monitoring of devices, analytic

capabilities, mass firmware updates, reconfiguration.

The software allows you to check the service KPIs of the devices (QoS, life signals),
intervene and control the operation, running maintenance tasks on your devices.
It's a cost-effective way of continuous, online monitoring of your connected devices in

remote locations.

By receiving info on the device's availability, the monitoring of life signals, and operation
characteristics of onsite devices - owing to the analytics data derived from them - it
continuously checks the operation values (signal strength of the cellular network,

communication health, device performance).

With the usage of the application - as a service provider or maintenance company - you
can manage the installation of new firmware releases for groups or devices, and

distribute a basic configuration for a bunch of devices.

The Microsoft® Windows®-based application allows installing or replacing the firmware
running on the device. In addition, you can install or replace certifications (CSR, CA

certifications, etc.) for your devices.

You can configure the usage of the encrypted TLS protocol communication between

the M2M device and the Device Manager® software.

You can also remotely control your devices (rebooting them or executing other tasks on

the device).



The application enables the grouping, arrangement and management of devices in
groups according to on-site installation or according to other logic. In this way, you can

manage the installation of new firmware releases and the maintenance of devices

individually or even per installation site.



Chapter 2. Setup and Configuration

2.1. Prerequisites

Max. 10.000 pieces of metering modems can be managed by a single Device Manager

instance.

The usage of the Device Manager server application requires the following conditions:

Hardware environment:

Physical or virtual environment supported

8 Core CPU

8 GB RAM (minimum) —16 GB RAM (preferred), depending from amount of devices
1Gbit LAN connection

500 GB storage capacity (depends of the amount of devices)

Software environment:

Windows Server 2019 or newer - Linux or Mac OS not supported

MS SQL Express Edition 2019 (minimum) — MS SQL Standard 2019 or newer
(preferred) - Other types of databases are not supported (Oracle, MongoDB,
MySaql)

MS SQL Server Management Studio — for creating accounts and database and

managing the database (eg.: backup or restore)

2.2. System elements

The Device Manager consists of three main software elements:

DataBrokerDaemon.exe — communication platform between the database and
the data collector service
DeviceManagerDaemon.exe — collecting the data from the remote metering

modems

DataBrokerDaemon

The device manager's data broker’'s main task is maintaining the database connection

with the SQL server.



It provides a REST API interface to the Device Manager Daemon and the Device
Manager Client applications.
In addition, it has a data synchronization feature, to keep all the running Uls

synchronized with the database.

DeviceManagerDaemon

This is the device management service and business logic. It communicates with the
Data Broker via a REST API, and with the M2M devices through WM Systems' proprietary
device management protocol. The communication flows in a TCP socket, which can
optionally be secured with an industry-standard TLSV1.2 transport layer security solution,

based on mbedTLS (on the device side) and OpenSSL (on the server side).

2.3. Startup

2.3.1 Install and configure the SQL Server

If you need to install an SQL server, please visit the following website and select the
preferred SQL product:
https://www.microsoft.com/en-us/sql-server/sgl-server-downloads

If you already have an SQL server installation, create a new database eg. DM7.3, and
create the database user account with owner rights on that DM7.1 database. When you
start the data broker for the first time, it will create all necessary tables and fields in the

database. You don't need to create them manually.

1. Create the root folder on the destination system’ partition. eg. C:\DMv7.3

(® DM Configurater - m} x

2. Unzip the Device Manager compressSed | omssuterserns [oueusmsserosmon; sissio:

Config file: | = New Config

i Database Network
SOftwa re paCkage into the fO|der' SeverAddress | | Lstenngeddess | |
T L
—— T
Password: L e [Enable proxy

New password

2.3.2. Configure the DataBrokerDaemon

1. Execute the DMConfigurator.exe file from

the package.

2. Select the Data Broker Settings ta.b




3. Browse the DataBrokerDaemon.config template file from the DM folder and

press the Open button.

(® DM Configurator — O >
Diata Broker settings  Device Manager Daemon / GUI settings
Config file: | Mew Config
) Open X
4N » ThisPC » Local Disk(C) » DMwT.3 » w | @ Search DWIv7.3 el
Organize « New folder s> [ 0
DeviceManag & MName Date modified Type Size
DM 1_Alliande Bmp File folder
D72 DisasterRecovery File folder
DMwT.2_Alliande FW File folder
SOL Server Man: Logs File folder
Logshrchive File folder
= This PC OpenSSL File folder
[ Desktop TLS File folder
|5 Documents tmp File folder
4 Downloads ul File folder
J, Music ¥ DataBrokerDaemon AML Configuratio.. 3 KB
=/ Pictures
ﬂ Videos
i Local Disk (C)
v
File name: | DataBrokerDaemon V| DataBroker N

4. Set the SQL server parameters on the left marked part, and fill listening interface
parameters on the right marked part. The Listening address is the server where
the DM services are running. In the following sample, as you can see, and SQL

server and the Data Broker service, which are deployed on the same server.

(® DM Configurator — O >
Data Broker settings  Device Manager Daemon / GUI settings
Config file: |C:\DMv?&\DataEererDaemDn.cunﬁg | | | Mew Config
Database Metwork
Server Address: ||192.168.30.202 || |Listening address: 19216830202 |
Fort: | | Listening port: |ggg |
Database: |DM?_3 | Proxy server:
Username: |DI"-.-'1 | Prowy port: | |
Password: |"""-"" | @ []Enable proxy
Mew password
Save




5. When settings are done, press the Save button.

6. After the modifications, execute the data broker with administrator privileges in

console mode by using the following command in the command line:

c:\\DMv7.3>DataBrokerDaemon.exe /con

7. If the parameters are fine, you will see this windows and message:

B Administrator: C\Windows'\System32\cmd.exe - DataBrokerDaemon.exe /con - O X

Launched in Console mode

20246764 ece5el1ed ! inf
[Enter] ¢ quit
48784 Bee50184 i SetThreadMame l16dc=TDataBrokerDaemon.WT
28246704 660568116 SQL server connected
28248784 86858118 " info Creating rerDB
46784 968508118 info SetThreadName 8d24= g rMaintenanceTmr
48704 96050118 " info

sUseCache:true
LMode: fals

sglite3Libr
"Tsglite3LibraryDynami ,LibraryName:"c: sglite3-s64.d11
28248784 86858118 " info mormot . orm . eExternal (@
dbo.Data {"T5glDBOleDBMSSQL2 [ i H 5QL281
baseNameSafte:"DM7_3",U ' ,0b dMSsSQL™, Dbms ame : s ndingAbilities
ce:4896, LoggedSqlh hemaName : "dbo
ingAsNull:true,DateTimeFir rovide
ableDirect:true,DB:{"TSgqlDatabase(B1lbc

8. Now Data Broker is connected to the database server with the given credentials
and create/modify the database structure automatically. At the first usage the

database table structure creation will need more time.

IMPORTANT!

If you want to change the Device Manager Data Broker settings, stop and close the
application. If you finished with the modification, execute the application with
administrator privileges. In other cases, the application will overwrite the modified

settings with the last good known/working settings!




2.3.4. Configure the DeviceManagerDaemon

1. Execute the DMConfigurator.exe file. Then
DM will be started and the following

window will appear.

2. Select the Device Manager Daemon / GUI

Settings tab.

(® DM Configurator

Data Broker smmgl Device Manager Daemon / GU| settings l

Config file: |

Data Broker Network

Server Address: |:| Listening address:
Systempassword: | |8 Prowy sener

New passweord Prosy port:

|4

[CJEnable proxy

TLS Settings

Certificate & Private Key | Bundled PEM Certificate & Private Key

Server Certificate:

Server Private Key:

Client Private Key:

CA Trust chain:

|
|
Client Certificate: |
|
|
|

. CRL:
3. Browse the DataBrokerDaemon.config S -
template file from the program folder and Check Crokey itch || Smue
press the Open button.
(®» DM Configurator — O >
Data Broker settings Device Manager Daemon / GUI settings
Config file: |
() Open *
1 » ThisPC » Local Disk (C) » DMwT.3 » w |0 Search DMWT.3 el
Organize * New folder =~ [ 0
DeviceManag # * Name Date modified Type Size
DMv7.1_Alliande Bmp 1/23/202 File folder
DMvT.3 DisasterRecovery 31472024 1437 File folder
DMvT.3_Alliande FW 1/ File folder
S0L Server Man: Logs 1/ File folder
LogsArchive 2724/ File folder
£ This PC OpenssL File folder
I Desktop LS File folder
|5 Documents tmp 3/ File folder
{ Downloads vl i File folder
J.] Music %] DeviceManagerDaemon 7/ XML Coenfiguratio... 3KB
=/ Pictures
B videos
. Local Disk ()
w
File name: | DeviceManagerDaemon v| Device Manager Daemon ~

4. Set Data Broker parameters (Data Broker

server IP, and Listening port).

Data Braker

Server Address: |192.1 £8.30.202 |

Port: |aas |




5. Set Network parameters (Listening address and Listening port) for devices on

the field at the server side.

Metwork
Listening address: | 192.168.30.202 |

Listening port: |5?5DE, |

6. Set the system password for client applications

Systemn password: [tDRghMNCKILTg7pRC:| (@

Note, if system password is not same in the Device Manager Daemon and the
Client applications config file, then Client app will be not able to connect to the

system.

7. Locate and set the certificate files (with *.pem file extension) from the program

directory.

TLS Settings

| Certificate & Private Key | Bundled PEM Certificate & Private Key

Server Certificate: |C:\D M7 N TLS\dm-server.cert. pem | | | /\\\\
Server Private Key: |C:\D W73\ TLS dm-server.key.pem | /\\ \
Client Certificate: | CADMV7.3\TLS\dm-server.cert.pem | (N
Client Private Key: |C:\D M7 I TLS \dm-server.key.pem | /\\\\
CA Trust chain: |C:\DMV?J\TLS\dm.cacert.pem |
CRL: | |

[ Verify Peer Depth: EI

When the configuration is done, press the Save button,

8. After modifications, execute the DeviceManagerDaemon with administrator
credentials in console mode with the following command in command line:

c:\\DMv7.3> DeviceManagerDaemon.exe /con

With this option you can check the connection between the Data Broker and the
Device Manager Daemon.

If you receive error messages with red color, please check the settings again.



If parameter settings were correct, you will see a window like this:

BE¥ Administrator: C:\Windows\System32\cmd.exe - DeviceManagerDaemon.exe /con - O X

.TRestHttpClientSocket(01e8acf708e0) GET roo

t.TRestHttpClientSocket(

t.TRestHttpClien

9. Now DeviceManagerDaemon is connected to the Data Broker server and the

system can receive data from devices.

IMPORTANT! If you want to change DeviceManagerDaemon settings, first stop
the service. If you finished the modification start the service again.
In other case, the service will overwrite the modified settings with the last good

known/working settings!

2.3.5 Set the applications as services
1. If you want to create a service, then open the command line and execute the

following commands with administrator privileges:

DataBrokerDaemon.exe /install = this will install the Data Broker as service

DeviceManagerDaemon.exe /install > this will install the Device Manager

Daemon as service

2. Before starting services, make sure that the previously started console

windows are all closed.




3. Start the service from the services list (Windows+R button = enter:

services.msc and push <ENTER> key.)

2.3.6 Network preparations

Open the appropriate ports on the Device Manager Server for the correct
communication, such as:
- Server port for the incoming endpoint device communication (for routers,
modems).
- Data Broker port for the client application communication.

- Enable the outgoing communication on your firewall from the server to the

devices.



Chapter 3. Support

3.1. Technical Support

If you have any questions concerning the usage of the device, contact us through your

personal and dedicated salesman.

Online product support can be required here at our website:

https://www.m2mserver.com/en/support/

The documentation and software release for this product can be accessed via the
following link:

https://www.m2mserver.com/en/product/device-manager/

3.2. GPL license
The Device Manager software is not a [awx x

free product. WM has the application’s wm Product tame: pevice Manager

Version: v7.3.40530.8

copyrights. The software is ruled by the

Copyright: The Device Manager software has been developed by WM Systems LLC. @ 2023

. . The product uses the Synopse mORMot Framework component’s source code, which
GPL ||Cens|ng terms Svnﬂpse is also licensed under GPL 3.0 licensing terms.

This version of the Device Manager is protected by a contract and assigned Software License Agreement

The product uses the Synopse mORMOt ‘(Agreementjbetween WM Systems LLc (8 Villa, Budapest, H-1222, Hungary) - as Licensor.
Framework component’s source code,
which is also licensed under GPL 3.0

licensing terms.



https://www.m2mserver.com/en/support/
https://www.m2mserver.com/en/product/device-manager/

Chapter 4. Legal notice

©2024. WM Systems LLC.

The content of this documentation (all information, pictures, tests, descriptions, guides,
logos) is under copyright protection. Copying, using, distributing and publishing is only

permitted with the consent of WM Systems LLC., with clear indication of the source.

The pictures in the user guide are only for illustration purposes.

WM Systems LLC. does not acknowledge or accept responsibility for any mistakes in the
information contained in the user guide.

The published information in this document is subject to change without notice.

All data contained in the user guide is for information purposes only. For further

information, please, contact our colleagues.

Warning! Any errors occurring during the program update process may result in failure

of the device.



