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Chapter 1. Introduction

The Device Manager can be used for remote monitoring and central management of
our industrial routers, data concentrators (M2M Router, M2M Industrial Router 2 and
M2M Router PRO4 product families) and smart metering modems (WM-Ex families, and

WM-i data loggers).
In this part we will care about only the WM-EXS metering modemes.

Our NMT (Network Management Tool) is a remote device management platform which
provides continuous monitoring of devices, analytic capabilities, mass firmware

updates, reconfiguration.

The software allows you to check the service KPIs of the devices (QoS, life signals),
intervene and control the operation, running maintenance tasks on your devices.
It's a cost-effective way of continuous, online monitoring of your connected modems in

remote locations.

By receiving info on the device's availability, the monitoring of life signals, and operation
characteristics of onsite devices - owing to the analytics data derived from them - it
continuously checks the operation values (signal strength of the cellular network,

communication health, device performance).

With the usage of the application - as a service provider or maintenance company - you
can manage the installation of new firmware releases for groups or devices, or distribute

a basic configuration for a bunch of devices.

The Windows®-based application allows installing or replacing the firmware running on
the device. In addition, you can install or replace certifications (CSR, CA certifications,
etc.) for your devices.

You can configure the usage of the encrypted TLS protocol communication between

the smart metering modem device and the Device Manager® software.

You can also remotely control your devices (rebooting them or executing other tasks on

the device).



The application enables the grouping, arrangement and management of devices in
groups according to on-site installation or according to other logic. In this way, you can

manage the installation of new firmware releases and the maintenance of devices

individually or even per installation site.



Chapter 2. Setup and Configuration

2.1 Prerequisites
Approximately 10,000 endpoint devices can be managed by a Device Manager.

Here we describe the software usage with our smart metering modems such as:
e WM-EIS (for Honeywell/Elster AS meters)
e WM-EISI (for Itron ACE and SL meters)
e WM-EISL (for Landis+Gyr E350/E450/E550 meters)
e WM-EIS ISKRA (for Iskra MT830, MT831 meters)
e WM-EIS SAPHIR
e WM-E2S (for Itron ACE and SL meters)
e WM-E2SL (for Landis+Gyr meters E350/E450/E650 meters)
e WM-E2S PME-PMI
e WM-E3S/AMI22 / AM322 (for Honeywell AS meters)
e E57C WM LTE (for Landys+Gyr E570 meters)
e WM-ES8S (for universal usage)

e Industrial Universal Modem (for universal usage)

The usage of the Device Manager client application requires the following conditions.

Hardware environment:
e Physical or virtual environment supported
e 4 CoreCPU
¢ 8GB RAM
e 1Gbit LAN connection
e 500MB free disk space

Software:
e Windows 10 or Windows 11, 64-bit family

e Other operating systems are not supported

2.2 System elements
The Device Manager consists of one main software element:

e Device Manager Ul - for monitoring and controlling the devices.



Device Manager Ul

This is the device management user interface-, and business logic. It communicates

with the Data Broker via a REST API, and with the modem devices through WM Systems'

proprietary device management protocol.

The communication flows in a TCP socket, which can optionally be secured with

industry-standard TLS V1.2 transport layer security solution, based on mbedTLS (on the

device side) and OpenSSL (on the server side).

2.3 Installation

1. Create the root folder on the destination system’ partition. eg. C:\DMv7.3

2. Unzip the Device Manager compressed software package into the folder.

3. Execute the DMConfigurator.exe file. The DM
will be starting and the following window

appears.

4. Select the Device Manager Daemon / GUI

Settings tab.

5. Browse the DeviceManagerX64.config
template file from the program folder and

press the right Open button.

() DM Configurator

Data Broker gmmgi Device Manager Daemon / GUI settings l

Config file: |

Data Broker Network:

Server Address: |:| Listening address:

stempasswors | |[@] || Prowysenen

New password Proxy port

TLS Settings

Certificate & Private Key | Bundled PEM Certificate & Priv:

- [m] *

[ Enable proxy

ate Key

Server Certificate:

Server Private Key:

Client Private Key:

CA Trust chain:

|
|
Client Certificate: [
|
|
CRL: [

[ Verify Peer

Check Cert+PKey Match Save

@ DM Cenfigurator -

Data Broker settings Device Manager Daemon / GUI settings

Config file: |




@ Open *
L » ThisPC » Local Disk (C:) » DWWT.3 » v O Search DMVT.3 yel
Organize * New folder - I @
DeviceManac # ™ Mame Date medified Type Size
DMw7.1_Alliande Bmp File folder
DMW7.3 DisasterRecovery File folder
DMwv7.3_Alliande 3 File folder
S0L Server Mani Logs File folder
LogsArchive File folder
[ This PC OpenSSL File folder
[ Desktop TLS File folder
|= Documents tmp File folder
‘ Downloads ul File folder
J.’ Music ¥_] DeviceManagerx64 XML Cenfiguratio... 31KB
&= Pictures
B Videos
‘i, Local Disk (C:)
v
File name: | DeviceManagerX64 v‘ ’ Device Manager GUI w
| Open | Cancel

password for the Device Manager Daemon.

Set the parameters of the Data Broker and also set the

Set the external target IP address (Listening address)

of the devices and the communication port (Listening

Data Broker

Server Address: |192.163.3D.202|

Port: |sas

System password: [tDRghNCKILTg7pRZ| @

Network

Listening address: | 10.202.172.109
57610

Listening port:

Port).
8. Locate and set all certificate files (with *.pem file extension) from the directory.
TLS Settings
| Certificate & Private Key | Bundled PEM Certificate & Private Key

Server Certificate:

Server Private Key:
Client Certificate:

Client Private Key:
CA Trust chain:

CRL:

| CADMT. NTLS\dm-server.cert.pem

| CADMwT I\ TLS\dm-server.key.pem

| CADMw? N\ TLS\drm-server.cert.pem

| CADMYT N TLS\dm-server.key.pem

| CADMVT3\TLS\dm.cacert.pem

[ Verify Peer

After saving the modifications of the config file, please execute the file

DeviceManagerX64.exe again.

9. Now this will let to connect the database server through the Data Broker. The

Device Manager® software will then be started soon.



£ Device Manager - o x
w5 WL

WM Systems Device Manager - Login

Legin

Looe Login required

Login name: The device manager must be authenticated before accessing its
services, You need user name and password in order to login. If
B you don't have these information, please contact your system
assward: administrator.

Method: DM authentication ~

Please wait while the program is loading databases and initializng
its services...

v7.3.40530.8 Copyright © WM Systems LLC 2023

10. You have to Login by the following credentials:

1.

- Login name: Admin - Password: synopse

(The login data are case-sensitive!)

Press the Login button to enter into the system.
Normally the authentication method is a local DM authentication, but you can also
choose between local and LDAP authentication (if it is already set on the AD

server, and previously set in the DM).

Important!
Consequently, only those services, views, and data are visible to the user who is
currently logged in and has access/permission to. These can be limited by

configuring the user rights.

Note, that in case of using Active Directory, the current rights and access levels of

those Active Directory users are specified by user groups in the Device Manager.



2.4 TLS protocol communication

The TLS v1.2 protocol communication feature can be activated between the modem and
the Device Manager from the DM software side (by choosing TLS mode or legacy
communication).

It used mMmbedTLS library on the modem side, and OpenSSL library on the Device
Manager side.

The TLS solution can use a mutual authentication method as an option to identify the

two parties involved in a communication.

The modem firmware includes a factory default key and a certificate. Until you have your
own custom certificate from Device Manager, the WM-EXS modem will authenticate

itself with this embedded certificate.

Only a factory default setting is implemented on the modem, so the device does not
check whether the certificate presented of a connected party is signed by a trusted
party. Any TLS connection to the modem can be established with any certificate, even if

its self-signed.



Chapter 3. System configuration

3.1 System setup
After login to the system, first choose System setup tab. Each part of the screen listed

here with the relevant fields.
The Device Manager application has some default parameters of operation, but it must

be checked before using the DM. If it is necessary settings should be modified.

[@ Device Manager = a X
. . ) i
WM Systems Device Manager - Login  Session active: 00:14:53 G wu i}
Engish Y FE oo
H
| Login  System messages Alerts Device monitoring Device management Device config Group config User config  System setup
|~ Remote SNMP {manager) Server settings Data Broker Manage
| SMMP level: Owi Quvze Qw3 Server name: Device Manager from WMSystems LLC Address: Documentation
Host: Server IP address: 127.0.0.1 4 LD

| | —— _— Alarm aggregation options:

User name: psterin D?rt 57604  listening... » Paort: 888 [_|Enable aggregation
| = mm.:lems. — Supervisor
Password: Listening port of 57605 listening... 0 Part: 57600 | Check

Web Service:

Privacy pass: Proxy Settings Miscellaneous

Trap mode: © Generic Cydic reading: 500 sec 0 = no cydic reading Zone limit:
() Granuiar 18 force poling all (unowned) devices Comm; 16 Update; 16
(_) variable bindings Read tmeout: 15 sec Limit the num!:er of devices per
zone processing upgrade
[CJEnable trap sending sec
Connect timeout: 5 Modem upgrade path: fvar ffn
() TS verify Peer Certificate Verify depth: o Jmp/fw
Security (AES 256) Chunk: 32 Blodk: 256

Encrypted Random IV

authenticated | save keys Enable Active Directory X
DM Service Management:
Q) Default security key Time format: | Local time ~
() specific security key (32 char): Max. paralel threads: 32 N

External alarm server

Quick Login O Notused

] () 03 Event Viewer ¥, Register
[_| Remember login name and password - a
(_'SysLog Server:

: Common store of packages Automatic data maintenance Server:
| &7y Keep data of the last: 6 months Port:
| Timezone data Console window Remote LogView Server
~ "] Open console on startup [CEnable remote logging
Open  Close Server:
Part: Start | Stop
0 Exec / 0 Queued vi.3.50121.5 Copyright © WM Systems LLC 2024

Remote SNMP (manager)

The Device Manager uses an SNMP Manager to collect data of connecting devices (e.g.
modems). It sends the following SNMP traps to the SNMP server and the devices are
sending their events:

- 13.6.1.6.31151-Cold Start

- 13.6.1.6.31152 - Warm Start

- 13.6.1.6.311.53 - Ethernet link down

- 13.6.1.6.31154 - Ethernet link up

- 1.3.6.1.6.3.1.1.5.5 - Authentication failure (unauthorized login attempt or wrong

password)




The SNMP trap contain: system uptime, snmpTrapOID, device database ID, MEID (IMEI),

[P, event name.

SNMP level: you can configure the SNMP protocol type (V1, V2C  remote su manager)

SNMP level: @41 Ovx Ovs
or v3) Host:
Host: The SNMP server IP address. For the SNMP Agent you
have to define the following authentication data also. Privacypassi [esssssss
User name: Login to the SNMP host o gz|
Password: Password to the SNMP host :;l:pdgdg

Privacy pass: Required when the v3 SNMP level is selected.

The authentication is possible by any of the SNMP-enabled

users and the privacy pass specified here. Of course, this setting must be the same as it

is at the SNMP Manager side.

Trap mode: depending on the manager's capabilities, the program can send traps with

the so-called variable bindings providing detailed information about the event and the

relevant node.

You can allow here the trap sending, and select the usage of:

e generic: Sending the standard traps only (coldStart, warmStart, linkDown, linkUp,
authentication failure) without further details. This setting is for compatibility reasons
to provide a solution for the SNMP manager if it can only handle the standard traps.

e granular mode: Sending the so-called granular trap with the unique object identifier
of the device allows the SNMP manager to distinguish them from each other. The
meaning of these IDs is stored in the DM-generated Management Information Base
(MIB) file.

e variable bindings: Sending detailed information to the SNMP manager about the
related object or device. Data is encoded within the SNMP trap itself using the

technique of “variable bindings”.

In case of failure, changed settings can be revoked by the Undo button. [ Aoy settngs |

When you want to save the settings, press the Apply settings button. | %7 Undo |




Server settings

Server settings

The server uses API for presenting the collected

SEMVEr Name: |Device Manager from WMSystems

and evaluated data for the operators. Here you can Server IP address: 1
. . Listening p?rt 57610 | listening... ,
configure these settings. to modems: 57610 |

Listening port of - listening. .. [ ]
Web Service: W :

Proxy Settings

Server name: Unique server name. This parameter Cydereadng: [0 Jsec 0 =nocydereadng
[ force poliing all {unowned) devices
does not affect the Device Manager operation. Read fmeout: et
Connect timeout: EI sec
[CJ LS verify Peer Certificate Verify depth: D

Server IP address: |IP address of the Device

Manager server, where the devices can send their

data.

Listening port to modems: listening port of the data collection service (to receive the
incoming messages).
Listening port of web service: is a future option. In this version of Device Manager, this

feature is currently not working!

Proxy settings button: you can disable the proxy here, or you can configure manual

where the HTTP proxy server name and its Port number - necessary to be defined.

Cyclic reading (sec): you can define a periodic reading of the devices. The Device
Manager can cyclically poll devices when configured to do so. We don't offer to
configure smaller periodic than 600 seconds.

- The zero value equals no polling.

- The default value is “0” because the server does not initiate any communication, the

devices do it.

Force polling all (unowned) devices: In normal case this feature is disabled. If you want
to request the DM to check device vital signhals with the Data Broker, then allow this
option and the DM will be getting last known vital information of modems, current

configuration and encryption files of the listed devices within minutes.

Read timeout (sec): configurable timeout for reading the devices. The read timeout of

communication with devices should be fitted to the worst node of the network.



Connect timeout (sec): here you can define the connection timeout for devices.

Security (AES 256)

Encrypted: you can allow the data encryption here

Random IV: random vector tag for the authentication process — you can enable it for a
higher level of security

Authenticated: you can allow the authentication by selecting the Save keys button:

e Default security key: you can choose the default key

e Specific security key (32 char): you can specify a special security key here.

Quick Login

Remember login name and password: to save your login credentials. There is no need

. kel
to type username and password at the login screen. Dat;dam '
Address:
|192.168.0.56 |
Automatic data maintenance Porty |88
Supervisaor
. . . Port: 858 Check
You can define data retention length here (value in months).
Miscellaneous
Zaone limit:
Data broker Comm: |EI | Update: |D |

Limit the number of devices per

Address: Data Broker |IP address (data connector between the Zone processing Upgrade
Modem upgrade path; fvarffw
|J"varff'.w |

Port: port number of the Data Broker. Chunk: [32 | Block: [512 |

DM server and the remote clients).

Supervisor port. supervision port number. Not used in this

. . . Enable Active Directory
appllcatlon version. Time format: |Local time ~
You can Check the accessibility of the configured supervisor Max. parallel threads:

service.

Miscellaneous

Zone limit: Restricts the number of simultaneous .y
ecurity (AES 256)

uploads to modems in the same zone. Thus reduces EEnarypted  [Random 1v
Authenticated Save keys

the load of the network. Recall that users can initiate ® Defalt security key
() Spedific security key (32 char):

Quick Login
d eVi ces | Nnt h e networ k Remember login name and password

upload upgrade packages in the Device Manager

screen to a large number of devices, and even to all

Automatic data maintenance

Keep data of the last: IZI months



e Comm: the client can communicate with this number of devices at a time when
reading or sending data to the devices

e Update: the client can update with this number of devices at a time

Modem upgrade path: where the modem upgrade files (firmware) are stored
temporarily on the device. The default directory path is: ftmp/fw

Enable Active Directory: you can enable or disable the Active Directory service for the
Device Manager here.

Time format: can be chosen from Local time or UTC.

Max. parallel threads: how many threads can be simultaneously executed as maximum

by the system.

External alarm server

The client can send device alarm messages to the event log from  External alarm server
() Not used
the operating system or the external syslog server. Here you can

(®) 05 Event Viewer

configure these by the following parameter options: O syslog Server:
Server:

e Not used oot I3
e OS Event Viewer
e SyslLog Server: this feature currently not works

e Server: Syslog server |IP address

e Port: Syslog server port number

Remote LogView Server

Remote LogView Server

Enable remote logging - you can enable or disable the feature
Enable remote logging

(for debugging only) Server:
Server: |P of the LogView server Forts Start |[Stop

Port: port number of the LogView logging server

3.2 User settings
The DM features are available only for authenticated users who have permissions. The

user-level and group-level configuration can be achieved in the User config tab.

In this screen, you can see the existing users and groups. By selecting one, you can

modify its data.



_] New

Oryou can create a new by pressing the | button at the right of the screen.

() Device Manager = O X
: . o e
WM Systems Device Manager - Login  Session active: 00:14:59 { changes! ) s b= wu 1
English RAE=T= |
Login  System messages {395) Alerts Device monitoring Device management Device config  Group config  User config  System setup
= = Manage
Main data Optional user data Alarm access Password Policy
w . L] New
§ Full name: Department: Configuration alarms |_|Require at least one uppercase letter
= — Delete
Login name: Comment: Device alarms [_JRequire at least one lowercase letter peee
u c ritv alars ]
& Ee=ik Security alarms |_IRequire at least ane number
% Email: System messages [_J Require at least one symbol character
5 Change password —
i User loginHogout |_I Minimum password length: 8
Access level: Operator
Language: English
Device group access
Main group: &
Group 2: *
SMMP user Write permission Group 3: * Undo
Session imeout: | 0:15:00 Select all alarms Save Password Policy
Qo
=
jin Full Name Login Name Domain Name Access Level SNMP  Language Device Group Alarms Department Last Login
1 Admin Admin Administrator English = Config,Device,... 2025-03-05 12:39:03
2 Supervisor Supervisor Manager English * 2024-11-29 12:57:19
3 User User Operatar English Test devices Device,Securit, .. 2024-11-29 12:27:03
4 DeviceManager 5ys...  System Administrator Config,Device,... 2025-03-08 12:39:13
Device count: 70 0 Exec/0Queued  Events: 395 v7.3412102 ~ Copyright © WM Systems LLC 2024

-

If you want to edit existing parameters, press the button. This solution prevents

accidental modification.

Main data

Full name: User name Main data
. . Il : Admil
Login name: Name for login access Fulname o
Login name: Admin
Password: Authenticating for login name A ,
= assword. SRR RFRRRRRERRRRR RN
o
; Change password
5
If you want to change the password, select the user Accesslevel: Aeminstrator
Language: English
and press the button.
SMMP user \Write permission

Here you can enable the Active Directory

Session timeout:

authentication also. ﬂ

Access level:



e Disabled - with this access level, you can disable the selected user. The selected user

will be not able to access the DM.

e Administrator - full access to all services including user config, system setup, SNMP

e Manager - device configuration only on top of the system messages and monitoring

e Operator — can only visit the system messages and the device monitoring screens

Language: user interface language.

Session timeout: automatic logout can be also defined.

Optional user data

Department: office, company department of the user
Comment: free text
Email: email address of the user (the DM is not able to

send email to the user!)

Device group access

Main group: choose a defined device group for the user
(branch of devices)
Group 2: you can choose an additional device group for

the user account (not obligatory to use)

Optional user data
Department:

Commernt:

Email:

Device group access
Main group:
Group 2:

Group 3:

Group 3: you can choose an additional device group for the user account (it is not

obligatory to use)

Alarm access

You can select the alarm notification types for the user account.

Alarm access

[] configuration alarms

With the Select all alarms button you can turn on every alarm groups  [lpevice slarms

at once.

[ security alarms
|:| System messages

[Juzer logindogout

Select all alarms



Password Pol iCV Password Policy

Require at least one uppercase letter

Here you can define requirements and obligatories for the

Require at least one lowercase letter

Require at least one number
password usage. _
Require at least one symbaol character

Minimum password length: &

3.3 AD User settings
If you want to use LDAP authentication, you can set the parameters in the User groups
tab.

= Manage
Main data Optional user data Alarm access Password Policy
. L New
Group Name: DM_ADMINS Department: Configuration alarms |__|Require at least one uppercase letter
Domain name: WM Comment: Device alarms [CJRequire at least one lowercase letter & Delete
g Security alarms [C) Require at least one number
o _
& System messages |_|Require at least one symbal character
i -
3 User loginJogout |_| Minimum password length: 8
Access level: Administrator ~
Language: English ~
Device group access
Main group: * ~
Group 2: * ~
— e .
|_JSNMP user || Wirite permission AD auth. Group 3: = ~ ' Undo
Session imeout: | 0:00:00 = Select all alarms Save Password Policy
A2,
=
D Group Mame Login Mame Domain Mame Access Level SMMP  Language Device Group Alarms Department Last Login
I DM_ADMINS DM_ADMINS WM Administrator = Config,Device,... 2024-02-24 07:54:18

1. Create an Active Directory group in Device Manager. Press New button, and

set the Group Name, Domain name, Access level and select the AD auth.

option.

2. Set the Alarm access for this user group.

3. When all settings are done, press the Apply button.

4. Createthe same AD group in the Active Directory, and assign the related users
to it.



DM_ADMINS Properties ? X
Object Security Attribute Editor
General Members Member Of Maniaged By

DM_ADMINS

o
Group name {pre-Windows 2000): [ EIRERIINS |
Description: | |
E-mail: | |

(Group scope Group type

Domain local (@) Security

(@) Global () Distribution

() Uniiversal
Motes:

Cancel Aoply Help

DM_ADMINS Properties ? X
Chbject Security Attribute Editor
General Members Member Of Managed By
Members:
Name Active Directory Domain Services Folder
2, DM USER wm local/Users
L DMUSER1  wmlocal/wm
L DMUSER2  wmlocal/wm
L DMUSER3  wmlocal/wm
 ¥Zokzn Téth ~ wm local/wm/OperationOU

Add...

Remove

Cancel Apply Help

On the DM login screen, change the Method to LDAP and | ==

set the Domain.

Loginname:  tothz

Password: ssssssseses

Method: LDAR/AD authenticatior

Domain: WM

Enter the domain user name and password and press the Login button.

If all settings correct, then you can login into the DM with the AD user.



Chapter 4. Device settings

4.1 Device group configuration
At the Group config tab, the device groups can be checked and modified.

Choose a Group name and see the marked devices below.

If you want to add more devices for an existing group, just check the new device(s).

The Assign all button will mark all the devices for a selected group.

| ] New | button to create

A new device group can be also defined here. Press the

a new group and fill in the Name field (mandatory) and the description (optional).

Press the Apply button for save the settings.

2 Device Manager = O X
WM Systems Device Manager - Login  Session active: 00:14:59 — wDU
niglish M= ¢ =T us
Login  System messages (466) Alerts (3683) Device monitoring Device management Device config  Group config  User config  System setup
Manage
Group
i _— ] New
Mame: Test devices Description:
& Delete
D Group Mame Description
ssign selctd
2 NEHASZNALD —
3 INET_CDMA Automatically created on CSV import Assign all
4 MMA
5 EXPORT Automatically created on CSV impart Unassign selctd
11 BACKLP
12 Test devices
15 WME
16 WMEZ wme2 csoport
18 Ugyfel
21 GG_WM_Administrator
22 BACKLP PRO3
Filter
IMEL: IP: Description:
IMEI iz Description
() 53529107955388 192.168.30.227 TELEKOM_GW
[ s6760052161330 10.202.151.94 EASY BACKLP PRODUCTION - BACKUP_DAN
8 5352910253601 172.31.84.119 TEST DEVICE 11
n 53529102744415 10.217.102.242 TEST DEVICE 06
B 53529102738553 10.217.102,225 TEST DEVICE 07
@ 53520102743788 10.217.102.244 TEST DEVICE 04
@ 53529102753721 10.217.102,155 TEST DEVICE 10
B 53520102743482 10.217.102,245 TEST DEVICE 01
n 51622075254058 10.217.98.81 TEST DEVICE 12
@ 53529102728020 10.217.102,224 TEST DEVICE 02
@ 53529102733304 10.217.102.246 TEST DEVICE 03
n 53529102753531 10.217.98. 106 TEST DEVICE 05
B 53529102756682 10.217.102.227 TEST DEVICE 09
@ 55001090702302 10.202.189.31 TEST DEVICE 13 LE910C1-EU - BEOOTTF
@ 5352910252445 10.217.98.67 TEST DEVICE 123
8 53529102755247 10.217.102,226 TEST DEVICE 08
|:| 68110060090261 10.255.233.196 EDM imported device (184) HW_ID:BE0114A WMR_SN:019131500823000023
(] s5735830704062 10.255.225.224 EASY BACKLP PRODUCTION - BACKUP_ILLES
() 6700706001231 10.255.226.226 Misi
Device count: 63 0 Exec/0Queued Events: 466 v7.3.40530.8 Copyright © WM Systemns LLC 2023

After the group creation, you can select even more devices for a group. You can see the

managed devices of Device Manager at the bottom side of the screen. The selected



devices will be automatically assigned to the designated group. Creating groups makes

it easier to use and manage devices with DM.

4.2 Device config overview
At the Device config tab, you can check the current settings of a device. This screen is

available only for these access levels: Administrators, Managers.

You can filter the list results if you want or select a device. Filters:
= Group = device group filtering

* Modem =2 modem firmware version filtering

= OS - device firmware version filtering

= HW - device hardware version filtering

= Zone - currently not used here

= WDT - currently not used here

» Status - device status filtering

= Smart search = the filled characters will be searched in entire the database

) Device Manager = [m] *
) . . .
‘WM Systems Device Manager - Login  Session active: 00:15:00 s wu i}
English ¥ S8 ooaom
Login  Systemmessages Alerts  Device monitoring  Device management  Device config Group config  User config  System setup
Operations
Device status  GSM  Management TLS Certificates &PKI  SMI AMM  Watchdog
] mew
Device information ;. & Delete
j C3V export
X X X j Import
RSSi: -68dBm Serial No. of the Modem Chip: =
1] Download cfg
Generation: 4G Operating System Revision ID: WM-E2S E2S_EFL BL B2.60 J Upload config
. . “4 Upload srv ot
Access Technology: E-UTRAN Firmware version: V2.5.60 =
Last refresh: 2025-03-07 09:23:47 GSM module and firmware version: LE910-EU1 20.00.416
Device Enabled: Network Operator: 21601
Description: IMEL: 356611075499578
Wow BIG. Very BIG!
o B e Icc: 8936200003150893591
1P add X «7 Undo
SCCIESS: 10.255.228.202 No automatic IP update
Management port: 9001
Fal
=
Group: * »  Modem: * v 05 * W HW: = ~ FZone: = ~  WDT: Status: = | Smart search: search condition
8 status P MEID { IMET Description B RsS1/CSQ | RSRP ECIO | Diag Uptime Last refresh Modem version | C
B online 10.255.231.175  356611075523286  This is something big 1 61dBm | I 0 0 NfA 12:36:16 2025-03-07 10:29:46  LE910-EUL 2...
B online 10.255.231.178  353529102550438  This is something big 2 -63dBm | I 0 0 NfA 12:36:36 2025-03-07 10:30:03  LE910-EU V2
b 33% 10.255.228.202  356611075439578  Wow BIG. Very BIG! 68dBm | I 0 0 NfA 12:79:58 2025-03-07 10:23:47  LE910-EU12...
B online 10.255.228.221  354525710034941  This is something big 3 90 dBm | 0 0 NfA 12:29:47 2025-03-07 10:23:43  MES10C1EL..
B online 10.255.231.169  356611076823495  This is something big 4 -65dBm | I 0 0 NfA 12:79:45 2025-03-07 10:24:01  LE910-EUL 2...
B online 10.255.228.231  356611077635450  'This is something big 5 -63dBm | I 0 0 NfA 00:23:00 2025-03-07 10:27:56  LE910-EUL 2.
B online 10.255.230.86 358514680501846  This is something big & -67dBm | I 0 0 NfA 12:32:21 2025-03-07 10:26:40  LE91031EA ...
B online 10.255.228.228  356611077635153  This is something big 7' -63dBm | I 0 0 NfA 00:17:43 2025-03-07 10:22:24  LE910-EUL 2.
B online 10.255.228.224  862997066393392  'This is something big 8" 61dBm | I 0 0 NfA 12:30:46 2025-03-07 10:25:11  EC200A ECZ...
B online 10.255.230.153  866750054285693 61dBm | I 0 0 NfA 12:30:25 2025-03-07 10:24:55  EGI15M EGS...
e S e e R P S i —omon e cocoemoe o | —omemveeo

Device count: 11 - ~ DExec/0Queued v7.3.50121.5 Copyright © WM Systems LLC 2024




On this screen, you can see all devices listed with their current known Status — such as
Online, Offline, Disabled, Never Plugged in, Connecting, etc.
If you see percentage there, that means the device information is currently under

updating.

You can check the device- and network properties (IP address, IMEI/MEID), and their
availability by analyzing the Last Refresh information (date/time of last known status)

with the Uptime (when the device was rebooted/started).

If you want to refresh the vital signals of a device manually, click on the device from the
listed ones and push right click on and choose Read Device Status option there. Soon,
the last known information of the device will be requested and soon refreshed on the

screen. This can take up half a minute for a device.

The cellular network performance indexes are also available at RSSI / €CSQ (signal
strength), RSRP*, ECIO*.

*Note, that these are not valid status values for smart metering modemes.

The Modem version, OS version (date of the build), HW version (PCB identifier),

FWSTM32 (Microcontroller firmware version) are also available here.

When you've selected a device from the list, click the right mouse button to the element,
and the following right submenu will appear, where you can choose from available

features to perform an interaction on the device.

# Ping... Alt+P
. . . ©) Read Device Status Alt+5
Ping: you can ping the selected device from the |
#11 Read Device Configuration Alt+R
GULI. 4 Write Device Configuration Alt+W
£ Reboot Shift+Alt+R
. Halt Shift+Alt+H
Read Device Status: the GUI attempts to connect o
. . — Device Related Lo Alt+L
directly to the device to read the status of the - _ g
B;; Device Related Alerts Alt+ 4
modem. L
0 Web Administration Interface Alt+l
BN 55H Connection Alt+C
Read Device Configuration: the GU| attempts to | "= >kip TL> Certificate Verification  Alt+K
connect directly to the device to read the current |¢ Edit Configuration sl

Metwark information L

configuration of the modem.



Write Device Configuration: the GU| attempts to connect directly to the device to write
the device configuration from the DM. Before you want to modify the configuration of
the WM-EXS modem, try to read out its settings.

Modify the configuration, then write the new configuration to the device.

Then read out the configuration again.

The configuration will be updated in the database.

Reboot: with this, you can reboot the device (reboot the OS only).

Halt: with this, you can reboot the modem with a full power cycle.

Device Related log: here the screen will be redirected to the System messages with

filtering the selected device events.

Device Related Alerts: here the screen will be redirected to the Alerts with filtering the

selected device alerts.

Web Administration Interface: it will open the device web admin interface of the
selected device in your internet browser. This function depends on the modem
firmware.

If the firmware does not contain a web server (ex.: if the modem is fully secured), then

this function will not work.

SSH Connection: the application will open the putty.exe program from the DM
directory and attempt to connect to the device directly with SSH protocol. Use the right
login name and password for the selected device. If you try with the wrong password,

then the modem will block the SSH communication for 1 minute.

Skip TLS Certificate Verification: the application will not checking the verification of

the TLS certificate if you choose this option.

Edit configuration: enter to configuration editing mode.



Network information: here you M Card
A Ping.. Alt+P IMS:
network information of the selected @ Read Device Status Altes Network
device cEI,J Read Device Configuration Alt+R Operator:
j Write Device Configuration Alt+WW MCC-MMNC:
% Reboot Shift+Alt+R RF Band:
{0 Hak Shift+Alt+H Cell ID: 0-0
= Device Related Log Alt+L CREG: 0
B Device Related Alerts AltA TAC: 000000000
= - . 50 -61
0 Web Administration Interface Alt+l
. RSSO
B 55H Connection Alt+C
. - N RSRP: 0
wep Skip TLS Certificate Verification Alt+ K
RSRC: O
g o . .
& Edit Configuration Alt+E RSSMR: 0
Metwork information ECIC: 0

4.3 Add new device
This feature is available for these access levels: Administrators, Managers.

| _] Mew

Here, at Device config tab, you can add a new device with the | button.

Select the device type: WM-Ex Modem device. Device Manager X

0 Select device type

What kind of device you are adding?

| 4G / CDMA Router device

= WM-Ex Modem Device

© @ WM Systems LLC - 2020

Then you have to enter the IMEI/MEID

Device Manager

identifier of the cellular module of the o IME|
* 4
mOdem_ Please enter the new device's IMEI/MEID (15/14 characters):
jooooooooo00000|

Cancel
Fill the IP address of the device. If the IP |pevice Manager
address was not configured here, it is not a _

Io IP address

prOblem’ because the deVice WI” = Please enter the new device's IP:
communicate with the DM, and will send the [27.00.
current IP address and it will be stored in the
database. Cancel




Fill the DM management port number
which is already configured on the endpoint
device's side (at the modem side). The Device
Manager will connect to the modem through

this port.

Then Choose the communication security
level: TLS (encrypted by TLS protocol) or Non-
TLS (standard transparent communication

without encryption).

IMPORTANT!

Device Manager

,e Management Part

Please enter the new device's Management Port:

|E

Cancel

i Device Manager

0 Choose communication security

TLS is the most secure communication channel while
Mon-TLS option gives basic security

o TLS

= MNon-TLS

Any modification is possible only after pressing the Apply button. If you have to make

some changes, enter to editor mode (press thel:

After selecting a device from the list, use the configuration [ operations

command buttons from the right sidebar.

= New: add new devices

» Delete: this will delete the current / selected device(s) from

the device list

= CSV export: export the device list with configuration data into

CSV file

0

| button) and make the modifications.

1 Mew

& Delete

_=| C5V export
_=| Import

%1} Download cfg
; Upload config

¥4 Upload srv ont

* Import. import devices with configuration into the database

from CSV or XML or EDN file

» Download cfg: download the current configuration from the device into the

database - if the device is online.

» Upload config: directly upload a configuration to the device if the device is online

= Upload srv cnt: upload the server settings (IP, port) from the current client

Now let's check the Device configuration tabs one by one.



4.4 General settings
On the Device Status tab, you can get information about the device and its operation,

then it will be listed here. Furthermore, you can configure some settings here.
These settings are not applied immediately! To use the modified configuration, the

configured parameters must be uploaded to the device!

(® Device Manager = a *x
WM Systems Device Manager - Login  Session active: 00:15:00 N ) wLU
English ~ ST i sTEus|
Login  Systemmessages Alerts Device monitoring  Device management Device config Group config  User config  System setup
Operations
Device status GSM  Management TLS Certificates &PKI  SMI AMM  Watchdog
] New
Device information & Delete

j C3V export

j Import

RSSi: -58dBm Serial No. of the Modem Chip: =
1] Download cfg

Generation: 4G Operating System Revision ID: WM-E1S E1S_EFL_BL B2.60 # Upload config
Access Technology: E-UTRAN Firmware version: V2.5.44 58 Upload srv ot
Last refresh: 2025-03-07 10:08:59 GSM module and firmware version: LE910-EU1 20.00.416
Device Enabled: Network Operator: 21601
Description: IMEL: 356611077635450
This Is something big 5 Icc: 8936200003150897501

1P address: 10.255.228.231 Mo automatic IP update 2 o

Management port: 9001

RSSI - Received cellular network signal strength indication in dBm value. A greater value

means worst, while lower value means signal quality.

Generation - Cellular modules’ technology - highest possible network technology to be

accessed logically

Access Technology - currently used cellular technology by the modem’s internet

module

Last refresh — Date and time of the last known and listed status information of the

device

Description — here you can fill information about the device. It is a free text content.

Serial No. of the Modem Chip - if available

Operation System Revision ID - Modem'’s firmware version identifier




GSM module and firmware version - Internet module’'s manufacturer identifier

IMEI - cellular module’s unique identifier — can be changed

ICC - SIM card's unique identifier

IP address — device |IP address — can be changed

Management Port — device's port number to the the Device Manager communication

— can be changed

The GSM (tab) part has the following fields:

PIN number (SIM) - if the SIM card uses a PIN code, you should enter here or leave it

empty

Access Technology - currently used cellular technology by the modem’s internet

(D) Device Manager = a X
WM Systems Device Manager - Login  Session active: 00:14:59 s wLU
English ~ ST s TEMs |
Login  Systemmessages Alerts Device monitoring  Device management Device config Group config  User config  System setup
Operations
| Devicestatus GSM  Management TLS Certificates & PKI  SMIL AMM  Watchdog
] New
Operator settings
& Delete

| PIN number {SIM):
Access technology:

TLS Off Passward:

| Number of rings before
| accepting call:

Mobile data

APM name:
APMN Username:;

APM Password:

| A

1234, +36204141409

3 -

Generate automatically

Generate automatically

j C5V export
j Impart

%] Download cfg
i Upload config

¥4 Upload srv ot

%7 Undo

TLS Off Password - the password for disabling the TLS encryption (if it will be

requested later)

Number of rings before accepting call - the modem waits for the defined number of

rings before accepting the data call (CSD)



Mobile data

APN Name - here you have to add the APN zone name according to the modem SIM

card (ask your Mobile Operator).

APN username - if the SIM requires a username, fill the field according the mobile

operator hints of the SIM card.

APN Password - Fill the field if the SIM card uses a password for the APN access.

Important! If the SIM is not using APN Username or APN Password values, then leave
these fields blank.

The Management (tab) part has the following fields:

DM server address - it is required to build the connection.

DM server port - must be added for the modem&—->DM connection.

) Device Manager = [m] x
WM Systems Device Manager - Login  Session active: 00:1%:58 (=] wLU
English ~ . rEom
Login  Systemmessages Alerts Device monitoring  Device management Device config Group config  User config  System setup
Operations
| Device status GSM Management TLS Certificates & PKI  SMI AMM  Watchdog
] mew
Device Manager
& Delete

| DM Server address: ] csv export

DM server port: 57608 = 1 tmport

Periodic report interval: 600 = ‘#1] Download cfg
I Periodic status report: Enable ; Upload config

Data Socket listen port: 4000 ‘:'3 Upload srv ont

LILARE N

| Control Socket listen port: 9001

Secure connection

{Device Manager): Enable TLS on the Management Channel
Verify peer certificate: Enable
|
&7 Undo

Periodic report interval - automatic reports interval in seconds

Periodic status report automatic reports



Data Socket listen port - listener port for incoming data

Control Socket listen port - listener port for control data

Secure connection (Device Manager) - you can enable the secure TLS connection

with DM here

Verify peer certificate — you can enable the feature here

At TLS tab, you can configure a TLS vl1.2 protocol-compatible communication for

modemes.

By using the TLS (Transport Layer Security) protocol, you can increase the
communication security level of the device. Here you can define certifications for the
modem <> Device Manager communication.

After enabling the feature, device(s) will communicate with Device Manager software
via TLS.

These parameters are not implemented in current firmware of modem and in DM.

) Device Manager = [m] x
WM Systems Device Manager - Login  Session active: 00:14:59 ] wDU
English Y =8 paom
Login  Systemmessages Alerts Device monitoring  Device management Device config Group config  User config  System setup
Operations
Device status  GSM  Management TLS Certificates &PKI  SMI AMM  Watchdog
L] Mew
Secured data connection Certificate Management
Data Channel - ) ) Delete
Certificate Signing Request {CSR): [_] force Private Key re-generation D osv .
: D - Firmwar Uit certifica expar
Device Certificate: 0 -Firmware default certificate ———BEGIN CERTIFICATE REQUEST—— _
CA (Trust chain) 0 - Firmware default CA certificate MIIBQzCESAIBADBYMQswCQYDVQQGEWIIVTEQMAAGA 1UECBMHSHVUZ 2Fy j Impart
0 - Firmwai ault CA certifica
certificate: eTEXMBUG =
o N AIUEChMOV00aU 3lzdGVicvBMTEMxGzAZEaNVEAMTEIAWMDAWMDAWMD Aw Copy CSR o
Verify identity: 0 -no verification
. Signed Certificate:
SeaNEcnSchan Enable TLS on Data Socket Use Cert. Revocation List

~——BEGIN CERTIFICATE—— Download
MIIBZDCCANKgAWIBAGIEPOd 1dzAKBagahkiOPQQDAJAMS AvHYDVOGDDE |

Control Channel (Modem)

XTSIF
" A W " Wl " Upload
i 1 - Uploadad, (un)signed certificate Zmx 1aWOaR.GY 2aWNIVGYzdCBDOTASFwOVNT AxMiMxOTAWNDNaFwvNTA
) CA Certificate chain:
CA (Trust chain) 1 - Uploaded CA certificate
certificate: Download
Verify identity: 0 -no verification
: Upload
Secure connection: Enable TLS on Control Socket Use Cert. Revocation List a
Upload CRL

&7 Undo

The certification files can be generated by a PKI software. The CSR (Certificate Signing
Request) file should be generated and the further CERT or PEM extension, CA

Certification and normal Certification files and CRL files will be created automatically.




At right side of the screen, the Certificate Signing Request (CSR) the DM will readout
the modem’s CSR and certificate files. Or you can also read it by Request button file, or

you can choose the << Copy CSR >> button.

Certification files and CA certifications (TLS) can be also handled here. TLS encrypted CA

certification files are with .PEM or .CERT extension.

Note, that this will be only effective, if you use TLS- compatible firmware version on the
modem! Please, ask your sales product manager about the useful and appropriate
firmware version before configuring this feature or updating the current firmware of

the device.

You can define the Signed Certificate for the TLS commmunication — << Download >> or

<< Upload >> the certificate.

The CA Certificate chain can be requested to << Download >> or you can << Upload >>
one or choose the << Upload CRL >>*,
*In transparent mode, use of revoked certificates can be enabled with the CRL usage

option (Certificate Revocation List).

You can also << Import >> new certifications (CSV, EDN, XML file or a Shipment file) or

you can make an export by using the << CSV export >> button.

Left side of the screen:

Device Certificate: O - firmware default certificate or 1- uploaded unsigned certificate

CA (Trust chain) certificate: O - firmware default CA certificate or 1 - uploaded CA

certificate
Verify identity: O — no verification or 1- optional or 2 - required
Secure connection: you can enable/disable the following options here

- Enable TLS on Data Socket

- User Cert. Revocation List



Control Channel (Modem):

This part is about the security of the device operation-

Device Certificate: O - firmware default certificate or 1- uploaded unsigned certificate

CA (Trust chain) certificate: O - firmware default CA certificate or 1 - uploaded CA

certificate

Verify identity: O — no verification or 1- optional or 2 - required

Secure connection: you can enable/disable the following options here
- Enable TLS on Control Socket

- User Cert. Revocation List

Secure connection (Device Manager): you can enable TLS on the Management

Channel - this secures the DM management communication.

At Certificates & PKI tab, you can check the certification information in a detailed way.

(® Device Manager = a *x

WM Systems Device Manager - Login  Session active: 00:14:53 = ll"_\“o_
” ’ > English ~ - L Ll U

Login  System messages Alerts Device monitoring  Device management Device config Group config  User config  System setup

Operations

) Mew
Certificates information Delete

Certificate: 1 csv expart
Data:
Wergion: 3 (0x2) = mport
Serial Number: 1061647735 (0x3f477577)
Signature Algorithm: ecdsa-with-SHA256
Issuer: CN=\WM-Efluid DeviceTest CA
Validity
Mot Before: Jan 23 19:00:43 2025 GMT

Device status  GSM ~ Management TLS Certificates 8PKI ML AMM  Watchdog

Mot After : Jun 14 06:39:41 2025 GMT
Subject: CN=100000000000000001
Subject Public Key Info:
Public Key Algorithm: id-ecPublickey
Publicey: (256 bit)
pub:
04:22:9b:70:8d:cLice:96:2b:d 7:42: Tar 13: 7 1id4:
af:61:90:e8:b1:ac:c1:41: 2f: 2d: 3e: 32:c0: 48:dd:
7dia3:fa:b9:0e:6d:a0:c40b:Be: 14 50:c b fbe
4d:d2:77:75:ed:c2: 26: 1a:foich: 45:8f: 52:22:93:
£8:b7:e8:09:12
ASN1OID: prime256v1
NIST CURVE: P-256
%509v3 extensions: &7 Undo
%5093 Basic Constraints: critical
CA:FALSE
%509v3 Authority Key Identifier:
n 67:97:E2:D8:F7.29:E6:E0:AC:DE:89:56:6A:01:D5:83:81: AE: 16:07
¥509v3 Extended Key Usage:
1.2.203.7064.1.1.369791.1, 1.2.203.7064. 1.1.369791. 2, TLS Web Client Authentication, E-mail Protection

At SMI tab, you can make the Standard Metering Information settings by the following:
Data format for readout: YYMMDD for example




@ Device Manager = a X

WM Systems Device Manager - Login  Session active: 00:14:53 Gad vaU
English Y FE oo
Login  Systemmessages Alerts Device monitoring Device management Device config Group config  User config  System setup

Operations
Device status GSM  Management TLS Certificates &PKkI  SMI AMM  Watchdog

1] New
Standard Meter Interface
@ Delete
Date format for readout: ¥YMMDD ] €5V export
Version number of config file: = Impart
Type key of AM100: ‘%1 Download cfg
Meter Interface init values: J Upload config

="
Meaning of LED1: "4 Upload srv cnt

Meaning of LED2:
Meaning of LED3:
Meaning of LED4:

Meaning of LED5:

Meaning of LED&:

«7 Undo

Version number of config file: you can define a version number (not mandatory).

Type key of AM100: you define it for the Elster AM100 compatibility (hot mandatory).

Meter Interface init values: initialization values of meter (not mandatory).

Meaning of LED]1..6: you can reconfigure the device's LED settings.

At AMM tab, you can configure the AMM/IEC and DLMS settings of the modem.

The folowing settings should be used consequently to the WM-ExXS modem settings

which are used in WM-E Term configuration software, at , AMM/IEC settings’ parameter

group.

At left side of the screen (IEC) settings:

Destination IP Address or phone number - here you can define the IP address where

the data will be transmitted through the wireless network.

El Client username is required for the connection IP address.

El Client password is also also required, then fill these fields.




@ Device Manager a X
WM Systems Device Manager - Login  Session active: 00:1%:53 o] wLVU
English TSI o s |
Login  Systemmessages Alerts Device monitoring Device management Device config Group config  User config  System setup
Operations
Device status GSM  Management TLS Certificates &PKI  SMI AMM  watchdog
1] New
1EC: DLMS
@ Delete
Destination IP address or phone number: DLMS host IP address:
j C5V export
Ei dient username: DLMS host port number: 1 =
P il = Impart
Ei client password: Communication timeout (sec.): &0 = %3] Download cfg
AMM (Ei Server) IP address: DLMS passward: g Upload config
List of DLMS authentication
Ei dient authentication mede: Care e 1,5 “4 Upload srv ot
AMM (Ei Server) port number: 1] = Digconnect relay (On/Off): 1] =
Automatic registration: Enable Start DLMS session when booting: Enable
10 ¥~ The vigibility of the registers 1-0:1.8.0%255 and 1-0:2.8.0%255 in the
Rlut=yalinatdepoved) i profiles "Daily E billing values™ {1-0:95.2.0%255) and "Monthly biling
Poll interval {deployed) 10 5 values™ (0-0:98.1.0%255) is controlled by thi Visible
Ei dlient TCP keep-alive (minutes) 10
FTP Server IP address
«7 Undo
0

AMM (EI Server) IP Address — here you can define the remote server's IP address where

the data will be transmitted through the wireless network.

El client authentication mode means that a remote device cn be configured and
allowed to be connected to the modem and readout the data - by selecting
authentication mode. Values: N - no authentication, E - El authetication: define the

Username and the Password.

AMM (EI Server) Port Number - AMM (ElServer) port (ftp client port), define the port

number of the server IP.

Automatic registration - to the address - checkbox. In case of data push send

automatically or not.

Poll interval fast (not deployed) - Value of Poll interval fast (not deployed) in seconds.

Poll-interval slow (deployed) - Value of Poll-interval slow (deployed) in seconds.

El client TCP keep alive (minutes)- Keeps the El client connection alive for the defined

time range - value in minutes.

FTP Server IP address




At right side of the screen (DLMS):

The folowing settings should be used consequently to the WM-EXS modem settings

which are used in WM-E Term configuration software, at ,AMM/DLMS settings"

parameter group.

DLMS host IP address — You can define the DLMS AMM server's IP Address. This is
mainly used for compatibility with the Elster® AMT00 modems.

DLMS host port number - You can define the port of DLMS AMM server.

Communication (timeout) - You can define the max. time interval without DLMS

communication (timeout in seconds).

DLMS password - define password / DLMS encryption key (AES) for the connection.

List of DLMS authentication mechanisms — not used.

Disconnect relay (On/Off) - not implemented yet.

Start DLMS session when booting - You can enable the start DLMS session during the

boot process.

The visibility of the registers ... of the profile - You can enable the visibility of the DLMS
Load Profile registers here.

(1-0:1.8.0*255 and 1-0:2.8.0*255) in the profiles Daily E-billing values

(1-0:99.2.0*255) and Monthly billing values

(0-0:98.1.0*255) is controlled by this parameter

Important! It is important to use the appropriate firmware version on the metering

modem, which can handle these parameters.

At Watchdog tab, you can configure the modem watschdig settings of the modem.

The folowing settings should be used consequently to the WM-EXS modem settings

which are used in WM-E Term configuration software, at ,Watchdog" parameter group.



@ Device Manager = a X

WM Systems Device Manager - Login  Session active: 00:14:53 Gad vaU
English Y FE oo
Login  Systemmessages Alerts Device monitoring Device management Device config Group config  User config  System setup

Operations
Device status GSM  Management TLS Certificates &PKI  SMI aAMM  Watchdog

1] New
Watchdog function parameters
@ Delete
Ping IP address: [ €5V export
Mumber of ping-retries: 3 = = Import
Ping timeout: 15000 = ‘%1 Download cfg
Ping interval: 55535 = 3 Upload config
“4 Upload srv ot
GPRS login-fail imeout: 30 =
Modulereset timeout: 24 =
Daily restart at ime (hh:mm):
GPRS reconnect interval: 0 =
Cellular netwark access technology: All available access technology (default)
«7 Undo

Ping IP address: add an IP address which can be accessed from the IP zone of the SIM

card. This will be used for continuous checking of the network availability.

Number of ping-retries: how many times to try to ping the devices / connection

attempts.

Ping timeout: delay between ping cycles

Ping interval: length of a pinging cycle (in seconds)

GPRS login-fail timeout: you can set a timeout (tolerance) value (in second) in case of
unnecessary login. it is timeout when GPRS (PDP) login fail accours - tolerance interval

of PDP connection establishment error.

Module-reset timeout: You can also configure length of GPRS connection trial in hours.
from the start of the modem, the watchdog restarts the module at these hourly intervals.
(This is true if the following field is not filled. If the Daily Restart on a fix, parametrized
time field is filled, then only the settings there will take effect, meaning the modem will

be restarted at a fixed time).

Daily restart at time (hh:imm): you can define an exact daily time for restarting the
remote device. to schedule a time for daily restart of the modem — set an exact time it

in HHMM time format. Or leave the field empty if you do not wish to restart every day.




E.g. 14 hours and 20 minutes - value 1420. (This will applied if the previous field - Wait
time until modem reset - is not filled. If it is filled, then the settings there will take effect,
meaning the timing starts from the last restart of the modem, and upon the completion

of the number of hours set there, the device will be restarted).

GPRS reconnect interval: length of GPRS reconnection (in seconds). Waiting time (in
seconds) between establishing the PDP connection. This value is also used for ping! (If
ping is configured (Ping Waiting Time (for response) parameter), then after the specified
delay, it will automatically reconnect at the specified interval/repetition time.)

Here you can specify how long the device should wait after the provider cuts off the
modem from the network before trying to reconnect to the mobile network again. Ask

your mobile service provider for recommended settings.

Attention! If there is less data traffic and there is no ping configured, the device may not
stay on the network for a long time. If you set this parameter to a low value that can
cause frequent network reconnections. Therefore, according to the circumstances,
should you set this value lower as your mobile service provider recommends. (because
there are some mobile network providers that limit the number of the modem network
connection and registering attempts during the time (e.g. limit to four times per hour —

or similar used to configured by MOs).

Cellular network access technology: by dropdown selection. The device has the ability
to manually force the refresh of the firmware remotely (FOTA) by selecting only the
GPRS or only 3G or only the LTE 4G standard. Check the Cellular Network Access
Technology selection (LTE, 3G, 2G mode) for FOTA field’s value and choose the required

option here.



Chapter 5. Device Management

On the Device Management tab, you can remotely manage the devices.

(® Device Manager = a *x
o N ~—
WM Systems Device Manager - Login  Session active: 00:14:59 w Il U
English lsisteusl
Login  Systemmessages Alerts Device monitoring Device management Device config  Group config  User config  System setup
Modem versions 0S [ Firmware versions Filter Manage
v (v} Group: 21 Upload config
File Size Hash File | Size Hash - 'E‘J Download config
[ Mo available packages [7) Mo available packages Modem version (to selacted): -
g o 4 Upload server data
05 version (to selected): 11 Set real-time dock
= o
(&) Factory reset
HW version:
. W3] Reboot device
v
Status: I Upgrade 05
Online - Upgrade modem
Smart search:
Scope of control & Download TLS cfg
O alllisted devices Add a
© selected device(s) only
B status izl MEID [ IMEI Description 8 RSSI/CSQ | RSRP ECIO | Diag Uptime Last refresh Modem version | O3 version HW
D Online 10.255.231.175 356611075523286  This is something big 1 -70dBm | I a a MfA 18:17:51 2025-03-07 16:11:20 LES10EU12.. V2.5.60 WM
D Online 10.255.231.178 353529102650489  This is something big 2 64dBm | I a a MiA 18:27:02 2025-03-07 16:20:29 LES10-EU V2 V2.5.60 WM
D Online 10.255.228.202 356611075499578  Wow BIG. Very BIG! -f0dem | I a a A 18:17:41 2025-03-07 16:11:30 LES10EU12.. V2.5.60 WM
D Online 10.255.228.221 354525710034341  This is something big 3 -90dem | a a MiA 18:22:05 2025-03-07 16:16:00 MES10C1El.. V2.5.60 WM
D Online 10.255.231.169 356611076823495  This is something big 4 -59deém | I a a A 18:19:56 2025-03-07 16:1% 11 LES10EU12.. V2.5.60 WM
D Online 10.255.228.231 356611077635450  This is something big 5 65dém | I a a MiA 06:04:09 2025-03-07 16:1%:00 LES10EULZ2.. V2.5 WM
D Online 10.255.230.86 358514680501846  This is something big 6 63dém | I a a A 18:19:17 2025-03-07 16:13:36 LES1051EA... 5.3.20 WM
D Online 10.255.228.228 356611077635153  This is something big 7 -58dém | I a a MiA 05:58:37 20250307 16:1%:12 LES10EULZ2.. V2.5 WM
D Online 10.255.228.224 862997066393392  'This is something big 8" 61dém I a a A 18:21:14 2025-03-07 16:15:40 EC200A EC2... 5.3.14 WM
D Online 10.255.230.153 866760054285699 -55dBm | I a a MiA 18:20:54 2025-03-07 16:15:27 EG915MEGY... 5.3.16 WM
D Online 10.255.228.156 866760052710094 -59deém | I a a A 18:22:12 2025-03-07 16:16:54 EG915MEGY... 5.3.16 WM
Device count: 11 0 Exec / 0 Queued vi3.50121.5 Copyright © WM Systems LLC 2024

Here on this screen, you can see ONLINE devices only.

There you can see information of the devices (like on the Device configuration tab).

‘ @ status

MEID / IMET

Description

@ Rs51/CSQ | RSRP

ECIO | Diag

Uptime

Last refresh

Modem version

05 version

You can do the following interactions for the selected device(s):

» Upload config: write the configuration to the device(s)

overwritten on the device).

(settings will

be

* Download config: read the configuration from the remote device(s) into the DM's
database.

= Upload server data: upload server data from DM to the device(s). This data
contains the server IP address, port, and name.

» Set real-time clock: configure date/time of the device(s)



Factory reset: doing a configuration reset of the remote device to the factory

default.

Reboot device: immediate restart of the remote device(s).

Upgrade OS: device firmware upgrade or downgrade from the selected list to the

remote device(s).

Upgrade modem: this feature is not implemented yet.

Download TLS cfg: you can download the TLS configuration here from devices.

5.1 Firmware importing into the system

1.

If you already have the released firmware file, first upload the file to the database.

You need the hash for that firmware file, because during importing firmware the

system will check it.

05 | Firmware versions

Browse the firmware file

In the popup window insert the hash and press
the OK button. The hash is coming from the

firmware vendor with the firmware file.

Package
File name:  fw-DINRailRouter-Standard_202405311.tar.az

File type:  Operating System (Firmware)

File check

Hash:

Please enter the hash value of the package provided
by the vendor

Algorithm: SHA258 w

v’ Ok l H Cancel

safely add the firmware.

The calculated hash corresponds to the entered value! You can

oK |

then you can add the

If you see this message:

05 [ Firmware versions

C:\Users\tothz\Documents'\Bitrix 24\Development l;fJ

firmware to the database with the add button:

Then wait for a few second until the completion of firmware adding and upload.

It depends on the size of the file.



5.2 Firmware upgrade
With this feature, you can refresh the firmware on the device(s).

Warning! Any intervention during the firmware upgrade process may cause the failure

of the device.

1. Select device(s) from the list from online devices.

@ status P MEID / IMET Description @ Rss1/C5Q | RSRP ECIO | Diag Uptime Last refresh Modem version | OS version

b Online 84,224, 156.243 59852053517018 Sajtbox Teszt2 ELS_16-1... -71dBm | I o o N/A 00:26:19 2024-07-04 20:27:01 17.00.523 20230726..
b Online 94.44.27.111 59852054121349 Sajtbox Teszt3 ELS_16-0... -61dBm o I o 4 MfA 301:29:42 2024-07-04 20:26:56 17.01.522 20230726..
& Online 91.104.18.129 53529102543999 Sajtbox Tesztl -ELS_16-.. -61dBm I o 3 N/A 608:34:10 2024-07-04 20:25:41 20.00.405 20230726..
b Online 10.217.102.242 53529102744415 TEST DEVICE 0& -71dBm o I o 1 MfA 20 05:58:42 2024-07-04 20:25:56 20.00.405 20230726..
& Online 10.217,102,225 53529102738953 TEST DEVICE 07 -69dBm | I o 2 N/A 107 03:27:38  2024-07-04 20:26:07 20.00.405 20230726..
b Online 10.217.102. 244 535291027437588 TEST DEVICE 04 -71dBm | I a 2 MfA 107 03:26:57  2024-07-04 20:25:49 20.00.405 20230726,
& Online 10.217.102,155 53529102753721 TEST DEVICE 10 -75dBm | o 2 N/A 107 03:27:26  2024-07-04 20:25:56 20.00.405 20230726..
b Online 10.217.102.245 53529102743482 TESTDEVICE 01 £9dBm | I 1] 2 MfA 06:20:18 2024-07-04 20:26:12 20.00.405 20230725,
b Online 10.217.98.81 51622075254058 TEST DEVICE 12 €7dBm | I 1] 1 /A 107 03:27:03  2024-07-04 20:25:47 20.00.406 20230726..
[ Online. 10,217,102 224 53529102728020 JEST DEVICE 02 -71dBm J Q 2 /A 107 03:26:45 _2024-07-04 20:25:10 20,00,405 20230736,
b Online 10.217.102.246 53529102738904 TEST DEVICE 03 -71dBm I 1] 2 /A 10109:33:50 2024-07-04 20:26:06 20.00.405 20230726..
b Online 10.217.98.106 53529102753531 TEST DEVICE 05 -73dBm I o il MfA 10109:35:02  2024-07-04 20:27:01 20.00.405 20230726..
@ Online 10.217.102.227 53529102756682 TEST DEVICE 09 -71dBm K I o 2 MfA 10109:34:34 2024-07-04 20:26:18 20.00.405 20230726..
' 4 Urime U AL 185,51 UV IUEUULSU. TESTUEVILE ISTESIUC L., =03 TunMm .'i U A IU7USLLAST EALE SR prinhrh e ) 32U, LULIUTAD.
b Online 10.217.98.67 53529102524445 TEST DEVICE 123 -69 dBm K I o MNfA 10109:34:12  2024-07-04 20:25:50 20.00.405 20230726..
b Online 10.217.102,226 53529102755247 TEST DEVICE 08 69 dBm | I ] 4 N/A 10109:35:04 2024-07-04 20:27:01 20.00.405 20230726..

Pevice count: 16 0Exec/0Queued Events: 8096 w7.3.40530.8 Copyright © WM Systems LLC 2023

2. Select the firmware file from the file list and press to the Upgrade OS button.

05 [ Firmware versions Manage o
7 Q 3;1,] Upload config
File v| | 5ize Hash %1 Download config |\ Areyou sure to upload the configuration

e data of the selected (3) devices?

= = = =
B fnos-BE0077B_COMA4S0_,., 7729324 4COET118 <8 Upload server data

TP DINREoater Standar.., 1213100 AADADDES This could take long time, when many devices
- {X] Set real-time dock selected. This will cause the devices be restarted.

Cancel

&) Factory reset

4| Reboot device

2l Upgrade 05

Upgrade modem

g Remote WIPE

3. In the popup window you can still Cancel the upgrade process or press the OK

button to perform the firmware update.

4. In the device list you will see the progress of the firmware upgrade.
a. The DM will upload the selected firmware file to the device(s). The time

duration depends on file size, network speed, and network quality.

) 12%
) 14%
) 19%




At the system messages you can see:

(] 2024-07-04 18:34: 26 UTC+02:00 3 Initializing firmware upgrade
o] 2024-07-04 18:34: 26 UTC+02:00 3 Initiglizing firmware upgrade
L 2024-07-04 18:34: 26 UTC+02:00 3 Initiglizing firmware upgrade

b. Then the device(s) will start the firmware upgrade. During this the device
will be unavailable. This can take several minutes (up to 10 minutes). During
this, itis FORBIDDEN to restart the device manually. That can cause damage

of the device.

o Firmware upgrade

] Firmware upgrade

] Firmware upgrade

At the system messages you can see:

] 2024-07-04 18:34:59 UTC+02:00 1 Device is upgrading firmware
] 2024-07-04 18:34:56 UTC+02:00 1 Device is upgrading firmware
a 2024-07-04 18:34:54 UTC+02:00 1 Device is upgrading firmware

c. Whtn the firmware upgrade is complete, devices are online again.

At the system messages you can see:

d 2024-07-04 18:45:09 UTC+12:00 1 Setting RTC
s 2024-07-04 13:45:06 UTC+02:00 1 Firmware upgrade successfully finished after reboot
o 2024-07-04 18:44:59 UTC+12:00 1 Setting RTC
s 2024-07-04 18:44:58 UTC+02:00 1 Setting RTC
o 2024-07-04 18:44:56 UTC+02:00 1 Firmware upgrade successfully finished after reboot
ol 2024-07-04 18:44: 55 UTC+02:00 1 Firmware upgrade successfully finished after reboot

After few minutes the OS version will be refreshed and you can see listed the

new firmware version of the device.

05 version

202307261 RC
202307251 RC
202307261 RC




Chapter 6. Device monitoring

On the Device Monitoring tab, you will find the current known status of your configured

devices.
@ Device Manager = a x
WM Systems Device Manager - Login Session active: 00:14:59 = wﬁ:_u
gis! ¥ s i e sl
Login  System messages Alerts Device monitoring  Device management Device config Group config  User config  System setup
Filter
Status:  * ~  Modem version: * | DSz (¥ ~ | HW: (¥ ~ Group: * ~ | Zone: ¥ “~  Smartsearch: search conditon | Clear filters
Status izl MEID [ IMET Description RS5I RSRF Last update Uptime Memory usage CPU load
D Online 10.255.231.175 356611075523286  This is something big 1 -68 dBm i I a 2025-03-07 16:21:45 18:28:16
D Online 10.255.231.178 353529102650489  This is something big 2 -64 dBm J I a 2025-03-07 16:20:29 18:27:02
D Online 10.255.228.202 356611075499578 Wow BIG. Very BIG! -72 dBm J I a 2025-03-07 16:21:39 18:27:50
D Online 10.255.228.221 354525710034541  This is something big 3 -30 dBm J a 2025-03-07 16:16:00 18:22:05
D Online 10.255.231.169 356611076823495  This is something big 4 -53 dBm J I a 2025-03-07 16:14:11 18:19:56
D Online 10.255.228.231 356611077635450 "This is something big 5 -65 dBm J I a 2025-03-07 16:19:00 06:04:09
D Online 10.255.230.86 358514680501846  This is something big & -63 dBm J I a 2025-03-07 16:13:36 18:19:17
D Online 10.255.228.225 356611077635153  This is something big 7 -56 dBm J I a 2025-03-07 16:23:24 06:08:32
D Online 10.255.228.224 862997066393392  'This is something big 8™ -61 dBm J I a 2025-03-07 16:15:40 18:21:14
D Online 10.255.230.153 B66760054285699 -55 dBm J I a 2025-03-07 16:15:27 18:20:54
D Online 10.255.228.156 B866760052710094 -53 dBm J I a 2025-03-07 16:16:54 18:22:12
Device count: 11 - ~ 1Exec/0Queyed - V13501215 Copyright © WM Systems LLC 2024

Here you can also filter some device properties. As you can see there are offline, disabled,
and online listed devices besides the status pictograms by the first columns in the list.

Some of them are listed with Comm. failed status.

Here you can check the IP address, MEID/IMEI info of the internet module, and

Description details of the device.

The last known and detected Status information about devices are listed, such as the
signal strength of the cellular network (RSSI), the RSRP, Last update date/time, Uptime
(spent time since last reboot or device start). Other information can be seen only for
modems, not for the modems.

The QoS information will always help you to check and maintain your devices.




IMPORTANT! Note, that these data are not real-time, the status values show the last

known operation behavior and vital signals of the devices.



Chapter 7. Alerts

On the Alerts tab, you can check the incoming alert notifications of the remote devices.

The events are listed by date and time, but you can change them by Reverse Order

option.

You can also filter the messages by searching a message string (word).

After you have read the messages by using the Acknowledge All button, the messages

will be removed from the list.

3 Device Manager
WM Systems Device Manager - Login  Session active: 00:15:00

Login  System messages (63) Alerts (199) Device monitoring  Device management  Device config Group config  User config  System setup

Englsh v

Acknowledge alarms by double dicking on the line Smart search:

Reverse Order

B

Timestamp EventID | Message Details

Device ID Operatar
V] 2024-07-04 10:24:46 UTC+02:00 2 [2024-01-19 08:31:31] authpriv.warn vbus: Power off, System halted. 58110060089560 System
[ v 2024-07-04 10:24:46 UTC+02:00 2 [2024-01-24 08:18:32] kern.info kernel: [ 1756.644999] mach f802c000.et. 68110060089560 System
V] 2024-07-04 10:24:46 UTC+02:00 2 [2024-01-24 08:36:55] kern.info kemel: [ 2863,203080] mach f302c000. et... 58110060089560 System
o 20240704 10:24:46 UTC+02:00 2 [2024-01-24 08:36:53] authpriv.warn vbus: Pawer off, System halted, 8110060089560 System
] 2024-07-04 10:24:46 UTC+02:00 2 [2024-07-04 10:35:50] kern.info kernel: [ 5598.321131] mach f802c000.et. 658110060083560 System
o 20240704 10:24:46 UTC+02:00 2 [2024-07-04 10:35:51] authpriv.warn vbus: Pawer off, System halted, 8110060089560 System
] 2024-07-04 10:05:07 UTC+02:00 2 [2024-01-23 08:38:24] authpriv.warn vbus: Power off. System halted 68110060096219 System
V] 2024-07-03 11:06:46 UTC+02:00 2 [2024-01-24 11:23: 16] authpriv.warn vbus: Power off, System halted. 65110060095 155 System
] 2024-07-03 09:54:29 UTC+02:00 2 [2024-01-22 13:23:48] authpriv.warn vbus: Power off. System halted 68110060095823 System
V] 2024-07-03 08:54:03 UTC+02:00 2 [2024-07-03 10:43:51] authpriv.warn vbus: Power off, System halted. 58110060408836 System
a 2024-07-03 08:49:54 UTC+02:00 1 Pawer source faiure shutting down 6611006040836 System
V] 2024-07-03 08:41:55 UTC+02:00 2 [2024-07-03 10:41:38] authpriv. warn vbus: uUSS connected, 58110060408836 System
g 2024-07-02 21:33:28 UTC+02:00 1 Pawer source faiure shutting down 6611006040051 System
a 2024-07-02 21:33:27 UTC+02:00 1 Power source failure shutting down 68110060400551 System
o 2024-07-02 21:28:00 UTC+02:00 2 [2024-07-02 16:47:35] authpriv.warn vbus: Power off, System halted. 68110060400551 System
a 2024-07-02 14:47:37 UTC+02:00 1 Power source failure shutting down 68110060400551 System
] 2024-07-02 13:14:53 UTC+02:00 1 Power source faiure shutting down 6811006001344 System
a 2024-07-02 13:14:51 UTC+02:00 1 Power source failure shutting down 67007060012603 System
V] 2024-07-02 13:13:38 UTC+02:00 2 [2024-07-02 15:13:27] authpriv.warn vbus: uUSS disconnected. 6811006040134 System
o 20240702 11:57:26 UTC+02:00 2 [2024-07-02 13:57:12] kerniinfa kernels [ 463.141267) mach f802c000.et... 6811006040134 System
V] 2024-07-02 11:57:26 UTC+02:00 2 [2024-07-02 13:57:23] authpriv. warn vbus: uUS8 connected, 6811006040134 System
o 20240702 11:55:42 UTC+02:00 2 [2024-06-27 12:05:51] authpriv.warn vbus: Pawer off, System halted, 8110060400551 System
] 2024-07-02 11:52:10 UTC+02:00 2 [2024-06-27 13:11:01] authpriv.warn vbus: Power off. System halted 658110060401344 System
o 20240702 11:12: 18 UTC+02:00 2 [2024-01-24 08:37:08] authpriv.warn vbus: Pawer off, System halted, 8110060100243 System
] 2024-07-02 10:53:34UTC+02:00 2 [2024-01-24 13:01:51] authpriv.warn vbus: Power off. System halted 658110060 180930 System
V] 2024-07-02 08:58:26 UTC+02:00 2 [2024-01-24 13:05:11] authpriv.warn vbus: Power off, System halted. 68110060092671 System
] 2024-07-01 12:33:01 UTC+02:00 2 [2024-07-01 14:32:49] kern.info kernel: [ 2145.529168] mach f802c000.et. 68110060177704 System
V] 2024-07-01 12:32:59 UTC+02:00 2 [2024-07-01 14:32:40] kern.info kermel: [ 2137.691683] mach f302c000. et... 6110060091202 System
o 2024-07-01 12:3%:28 UTC402:00 2 [2024-07-01 14:32:08] kern.infa kernels [ 2106,246451] mach f802c000.et... 8110060409115 System
V] 2024-07-01 12:32:01 UTC+02:00 2 [2024-07-01 14:31:48] kern.info kemel: [ 2036,338235] mach f302c000. et... 6110060413533 System
o 2024-07-01 1:31:57 UTC+02:00 2 [2024-07-01 14:31:41] kerninf kernels [ 2078,249880] mach f8020000.et... 68110060182183 System
[ ] 2024-07-01 11:59:05 UTC+02:00 2 [2024-07-01 13:45:35] authpriv.warn vbus: Power off. System halted 68110060182183 System
o 2024-07-01 11:58:46 UTC+02:00 2 [2024-07-01 09:53:07] authpriv.warn vbus: Power off, System halted, 68110060409115 System
[ ] 2024-07-01 11:58:46 UTC+02:00 2 [2024-07-01 13:41:10] authpriv.warn vbus: Power off. System halted 68110060177704 System
V] 2024-07-01 11:58:46 UTC+02:00 2 [2024-07-01 13:54:33] authpriv.warn vbus: Power off, System halted. 6811060177704 System
[ ] 2024-07-01 11:58:45 UTC+02:00 2 [2024-07-01 13:53:44] authpriv.warn vbus: Power off. System halted 658110060091202 System
V] 2024-07-01 11:56:44 UTC+02:00 2 [2024-06-29 13:49:28] authpriv.warn vbus: Power off, System halted. 6811006041353 System
] 20240701 11:54:35 UTC+02:00 1 Pawer source faiure shutting down 66110060177704 System
o 2024-07-01 11:54:35 UTC+02:00 1 Power source faiure shutting down 6811060177704 System
] 20240701 11:53:46 UTC+02:00 1 Pawer source faiure shutting down 66110060091202 System
)] 2024-07-01 11:53:231MC402:00 2 12074:07-01 13:36:401 authnriv warn vhus: Pawer off. System halted 8110060091707 Svstem hd

Device count: 293 OExec/0Queued Alerts: 199 v7.3.40530.8
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Chapter 8. System messages

On the System messages tab, you can check the incoming system messages and
notifications.

By default, all event types are listed here. You can also modify the list content by
enabling related checkbars on the color message type icons - to filter the messages by

event type(s).

You can also search/filter the events further for time intervals - by a day, a week or a time

range.

2 Device Manager X
WM Systems Device Manager - Login  Session active: 00:14:56 == >
Logn  Systemmessages (53)  Alerts (199) Device monitoring  Device management Device config  Group config  User config  System setup
o ] earity B ystem 3 []Logindogout Reverse Order | UTC v Day: = Day ~

3| Fit by fields: [Message [petsis [pevice  [operator ~Jaroup ~ [[smart search | @

i) Timestamp EventID | Message Details Device ID Operator

= g T T rrer = g

] 2024-07-04 10:24:46 UTC+02:00 2 [2024-01-24 038:36:53] kern.info kernelz [ 2863,203050] mach f5020000.et... 65110060085560 System

[ *] 2 [2024-01-24 08:36:59] authpriv.warn vbus: Power off. System halted. 68110060083560 System

] 1 [2017-01-01 01:02:16] daemon.warn dmd[1295]: because isWAN_interfac... 68110060089560 System

[ *] 2024-07-04 10:24:46 UTC+02:00 2 [2024-07-04 10:35:50] kern.info kernel: [ 5598.321131] macb f802c000.et. 68110060083560 System

] :46 UTC+02:00 2 [2024-07-04 10:35:51] authpriv.warn vbus: Power off, System halted. 68110060089560 System

] 2024-07-04 10:24:46 UTC+02:00 1 [2017-01-01 01:01:40] daemon. warn dmd[1285]: because isWAN _interfac. 6811060089560 System

] 2024-07-04 10:24:46 UTC+02:00 1 [2024-07-04 12:24:32] daemon.warn dmd[1295]: Instal condition check LE... 68110060089560 System

] 2024-07-04 10:24:46 UTC+02:00 1 [2024-07-04 12:24:32] daemon. warn dmd[1295]): because isCALL_Process... 6811060089560 System

a 2024-07-04 10:24:41 UTC+02:00 1 Device configuration downloaded 68110060083560 System

] 2024-07-04 10:24:36 UTC+02:00 1 Setting RTC 6811060089560 System

a 2024-07-04 10:24:33 UTC+02:00 1 1P address changed 10.219.113.39 -> 10.219.112.87 68110060083560 System

] 202407-04 10:24:32 UTC+02:00 1 Device connected for the first time 6811060089560 System

a 2024-07-04 10:07:25 UTC+02:00 1 Connection lost with the device. Missing periodic call 68110060096213 System

] 2024-07-04 10:07:25 UTC+02:00 1 Connection lost with the device. Missing periodic call 6811006009521 System

8 1 Uploaded device configuration Scheduled config push 68110060096219 System

] 2 [2024-01-23 08:38:24] authpriv.warn vbus: Power off, System halted. 6811006009521 System

a 2024-07-04 10:05:07 UTC+02:00 1 [2024-07-04 12:04:53] daemon. warn dmd[1294]: Install condition check LE. 68110060096213 System

] 2024-07-04 10:05:07 UTC+02:00 1 [2024-07-04 12:04:53] daemon. warn dmd[1294]: because isCALL_Process... 6811006009521 System

] 2024-07-04 10:05:07 UTC+02:00 1 [2024-07-04 12:04:53] daemon. warn dmd[1294]: because isWAN _interfac... 6811060096219 System

] 2024-07-04 10:05:03 UTC+02:00 1 Device configuration downloaded 6811006009521 System

] 1 Setting RTC 6811060096219 System

a 1 1P address changed 10.219.114.189 -> 10.219.112.25 68110060096219 System

] 2024-07-04 10:04:51 UTC+02:00 1 Device connected for the first time 6811060096219 System

a 2024-07-0408:13:43 UTC+02:00 1 [2024-07-04 10:12:23] daemon.warn dmd[1312]: Install condition check LE. 68110060090261 System

a 2024-07-04 08: 13:43 UTC+02:00 1 [2024-07-04 10:12:23] daemon.warn dmd[1312]): because isCALL_Pracess. 5110060000261 System

a 2024-07-0408:13:43 UTC+02:00 1 [2024-07-04 10:13:33] daemon.warn dmd[1312]: Install condition check LE. 68110060090261 System

] 2024-07-04 08: 13:43 UTC+02:00 1 [2024-07-04 10:13:33] daemon.warn dmd[1312]: because isCALL_Process... 6811006009025 1 System

a 2024-07-04 08:09:55 UTC+02:00 1 [2024-07-04 10:09: 18] daemon.warn dmd[1312]: Install condition check LE. 68110060090261 System

] 2024-07-04 08:09:59 UTC+02:00 1 [2024-07-04 10:09:18] daemon. warn dmd[1312]): because isCALL_Process... 6811006009025 1 System

] 2024-07-04 08:09:58 UTC+02:00 1 [2024-07-04 10:09:53] daeman, warn dmd[1312]: Install condition check LE... 6811060090261 System

] 2024-07-04 08:09:59 UTC+02:00 1 [2024-07-04 10:09:53] daemon.warn dmd[1312]): because isCALL_Process... 6811006009025 1 System

] 2024-07-04 04:02: 15 UTC+02:00 1 [2024-07-04 06:00:57] daeman, warn dmd[1312]: Install condition check LE... 6811060090261 System

a 2024-07-04 04:02:15 UTC+02:00 1 [2024-07-04 06:00:57] daemon.warn dmd[1312]: because isCALL_Process... 68110060090261 System

] 1 [2024-07-04 06:02:07] daemon.warn dmd[1312): Instal condition check LE. 6811060090261 System

8 1 [2024-07-04 06:02:07] daemon. warn dmd[1312]: because isCALL_Process. .. 68110060090261 System

] 2024-07-04 01:07:53 UTC+02:00 1 [2024-07-04 03:07:41] daeman, warn dmd[1312]: Install condition check LE... 6811060090261 System

a 2024-07-04 01:07:53 UTC+02:00 1 [2024-07-04 03:07:41] daemon.warn dmd[1312]: because isEMf_Level_OK. 68110060090261 System

] 2024-07-04 01:07:53 UTC+02:00 1 [2024-07-04 03:07:46] daemon.warn dmd[1312]: Instal condition check LE... 6811006009025 1 System

a 2024-07-04 01:07:53 UTC+02:00 1 [2024-07-04 03:07:46] daemon.warn dmd[1312]: because isEMf_Level_OK. 68110060090261 System v
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Chapter 9. Support

9.1 Technical Support
If you have any questions concerning the usage of the device, contact us through your

personal and dedicated salesman.

Online product support can be required here at our website:

https://www.m2mserver.com/en/support/

The documentation and software release for this product can be accessed via the
following link:

https://www.m2mserver.com/en/product/device-manager/

9.2 GPL license

The Device Manager software isnot a [z x
free product' WM has the wm Product Name: Device Manager
_n_ Version: 7.3.40530.8
application’s copyrights. The | ARG
Copyright: The Device Manager software has been developed by WM Systems LLC. @ 2023

software is ruled by the GPL licensing | syn@pse ool Gr lonm e oo soue o i

This version of the Device Manager is protected by a contract and assigned Software License Agreement
te rl I lS. [Agreement] between WM Systems LLc (8 Villa, Budapest, H-1222, Hungary] - as Licensor.

|
The product uses the Synopse

MORMot Framework component'’s

source code, which is also licensed

under GPL 3.0 licensing terms.
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10. Legal notice

©2025. WM Systems LLC.

The content of this documentation (all information, pictures, tests, descriptions, guides,
and logos) is under copyright protection. Copying, using, distributing and publishing is

only permitted with the consent of WM Systems LLC., with clear indication of the source.

The pictures in the user guide are only for illustration purposes.

WM Systems LLC. does not acknowledge or accept responsibility for any mistakes in the
information contained in the user guide.

The published information in this document is subject to change without notice.

All data contained in the user guide is for information purposes only. For further

information, please, contact our colleagues.



