Device Manager E

for M2M Router devices

User Man

v2.20

@ Device Manager - o X
WM Systems Device Manager - Login  Session active: 00:14:59 Engish < W
[svsTeus]
Logn  System messages (454) Alerts (4683) Device moritoring  Device management  Device canfig Group config  User config  System setup
Operations
General settings Modem settings LAN DHCP settings Enable  Aert Enable
Type: © Encbled | Wathdog: [0 |h o orcea1 | RSSE L New
) Power on warning: —
IMEL: 169777048116951 delay: 0 s rnd: |10 s o RSSI . @ Delet
MSIN: (0012029205 Cydicsending _ error: ﬂ [ csv export
(by modem): 0 3 o D import
Netnork IP; 10.217.05.81 Timezone Lt
Time window: 120
Port (SSHISRV): I s Name: — T — 4/ Donnioad cfg
31 Upload config
Logi nane LAN TP settings WA setings it =
4 Upload srv cnt
Passnord: Comm: /|Nat | |Disabled |Ping enabled
Changepeerd] [show | Local I L1001
Description: Stedin teszt Netmask: 255.255.255.0 [JShow password Er——
Gatenay:
Broadcast:
Group: IPSec dient
Port forward:
ertforwar Peer identity: <o certificate selected > Upload
Fay o sutomatic 1P update Block LAN on link-down [ CUJURBIGGREAN Name: Apply
=
Group: = ~ | Modem: = v os:= ~| Hw: [= v zone: [* vlwon [ st [= | Smart scarch;
Status il MEID / IMET Description ECIO  Diag Uptime Last refresh Modem version OS5 version HW ve
oo 5 I 755025 5 ORT — L1 Tme 15~ ez ~sae L o LTI ST BT s =
®m i Offine 102179658 53523102753043  EASY BACKLP PRODUCTION -BACKU...  -31dom 1 NA 0300 2210227023434 000405 | 202011021 B
- Offine 10.217.104.36 356611076823495 ORT - 03 - wme2s - Csaba -60 dBm I 0 N/A 12:01:47 2021-02-04 02:26:04 LE10-EU1 2... V2.5.55 W
L} Offiine 10.255.228.225 3566 11075502926 E-teszt - Tdiv 01 - wmels - Csaba -73 dBm I 0 N/A 04:56:20 2020-11-25 15:18:47 LES10-EU1 2... V2.5.47 W
- Offine 10.255.228.224 3566 11077858409 E-teszt - sn0010 - wme2s - Csaba -75 dBm 0 N/A 16:57:26 2020-11-19 10:02:57 LE10-EU1 2... V2.5.56 W
L] Offiine 10.255.228.230 3566 11075499578 E-Teszt - sn106 - wme2s - Csaba -77dBm 0 N/A 17:02:19 2020-11-19 10:04:12 LES10-EU1 2... V2.5.56 W
D 4 Orline 91.104.150.159 5352910254336 stream pro4 69dEm I 4 N/A 07:03:19 2021-04-29 15:07:23 20.00.403 202011161 BE
D Online. 172.31.87.71 51622076472675 EASY BACKUP PRODUCTION - BACKU. -7idsm I 1 N/A 106:04:18 2021-04-29 15:06:03 20.00.403 202012161 BE
a Offine 10.217.104.29 53529102716256 Xylem router 02 -79dem 4 N/A 16:06:47 2021-04-28 19:00:40 20.00.405 202011021 BE
D Online. 10.217.104.18 58173054763217 Xylem router 01 B83dsm 99 N/A 104:11:08 2021-04-29 15:06:14 REVISION 0... 201803211 BE
b Onling 192.168.0.226 53529102568251 Telenor GW -75dBm 0 N/A 22:39:37 2021-04-29 15:07:41 20.00.905 202012161 BE
D Online. 192.168.0.227 51580051968851 Telekom GW -79dBm 0 N/A 22:33:48 2021-04-29 15:07:51 12.00.108 202012161 BE
D Online. 10.217.105.3 53529102541738 Stedin teszt -57dBm 1 N/A 108:12:08 2021-04-29 15:04:59 20.00.405 202011161 BE
b | onlne 172.31.150.255  53529103780889  EASY BACKUP PRODUCTION - PALFFY -89 dEm 1 N/A | 5721:56:20  2021-04-20 15:08:08  20.00.405 202012161 BE
- i\ Offiine 5.204,109.31 55788110136018 Press Apply to add new device -57dBm I 3 N/A 05:25:22 2021-04-22 17:59:58 MOF.223001 202104161 BE
®m A Offine 84.224.130.20 6877704116266 | Stedn teszt -stdem 0 | NA | 03743 | 021042519:1229 | Reveion:S.. 20210425.. BEw
< >
Device count: 80 0 Exec/0Queued V7.1.7788.53120 Copyright © LLC 2021

SYSTEMS

WM Systems LLC 8 villa str, Budapest H-1222 HUNGARY

Phone: +36 1310 7075

ef I( 18]
f Email: sales@wmsystems.h

u Web: www.wmsystems.hu

202 1-08-13



Document specifications

This document was made for the Device Manager E software and it contains the detailed description of configuration
and usage for the proper operation of the software.

Document category: User Manual
Document subject: Device Managef
Author: WM Systems LLC
Document version No.: REV2.20

Number of pages: 32

Device manager version V7.1

Software version DM_Pack_20210804_2
Document status: FINAL

Last modified: 13 August, 2021
Approval date: 13 August, 2021




Table of contents

IO [0 oo [T 1o o PSPPI PR 4
S 1= (8T o 3= U To I @0 a1 iTe [0 = 11 o] o T SRS 5
B2 I (=Y =T [ 1 (=SSR 5
2.2 SYSIEIM ElEMENTS ....eiiiiiiii it is ottt e e e s oakbeee e st et e e e s be e e e abeteeas tasbeeeeaabee e e e e e a e e aas tabeeeeanne 5
PG B [0 151 2= = 14 o o O PP PRSP 5
22 W ISR o] (o) (o Yto o] o 411 ] o= 1o o PSSR 7
G T2 1= o oo Vi 18 7> 4T o ... 9
B TR RS VS 1= 0 4 =Y<L o PP PRUPPPPPPPR: 9
K U LT Ry = 1 1] o PP PP PPPPPRO 13
4. DEVICE SEINGS  tiiiiiiiiiei et it es teeeeeeeeee e eeeeeeeeeeeeetetatetaaataaaeaaes  sissssssanes 17
4.1 Device group CONFIQUIALION ......ccoiiiiiiiiiiiiiiiiiiies eertiie ettt et e e st e e s eeribeeeesbeeeessbeeeesbreees tesnbeeeesasbeeessbeeeeanes 17
4.2 Device configuration fOr MOGEMS ... crereree e ees crererrr e rrarrrrrrres teeeeeeeeaeaeeians 18
e R € T=T o 1= = Y=Y 1] o 1SS UUUUU 20
v W Tor= Lo g IR{= 1] o PP PTPPP 23
4.5 MISCIIANEOUS SELLINGS ..uviiiiiiiiiie ittt ettt e e sree eeeeaasbeeeaabreeeaabbeeesabee beeesabaeeeansbeeesanbeeeeannee .. 23
R = od =T = £ OSSR 23
4.7 2-Factor AUtNENLICAtION SEHINGS .....eiiiiiiiiiiiiiii s et rre e s eerbee e e s e e e s sbe e e e anbreee s tesnbbeeesareeeean 24
N I IS T =Y 1] T 1= PP PRO 25
I DoAY Tod = o o] o1 (o] 1 o N SO PP PP 25
6. DEVICE MANAGEMENT oot tttteeee e e s a bt ee e e e s aaiis +aatbeeeeeaaeaaasbbeeaaaaaaaas  teesasiabbeeeaeessaanrneaaaanas .27
A0 2 1= £ EPS 29
8. SYSIEIM MESSAGES  .oieiiiiiiiiiiiiiiee et ittt et e e e s e e e e s s aiee tasbereeee e e s e et e e e e e i eeaasnereeeeeea e raaaaan teeeiaas 30
1S BT U o] o Lo ] o AP PPPPPPPPPP 31

(& L Ted o o= 1 RS 0] o] o] o AP SO PPOUPP 31

0.2 GPL lICENSE.....ei ittt et eeare e s eeareesreea e e e eeeaeeenneens 31

0T =T =TI o) 4o = PR 32



Chapter 1. Introduction

The Device Manager can be used for remote monitoring and central management of our industrial
routers, data concentrators (M2M Router, M2M Industrial Router, M2M Router PRO4)and for smart

metering modems (WM-Ex family, WM-I3 device).

A remote device management platform which provides continuous monitoring of devices, analytic

capabilities, mass firmware updates, reconfiguration.

The software allows to check the service KPIs of the devices (QoS, life signals), to intervene and
control the operation, running maintenance tasks on your devices.
| t 6 s -efectiveveay of continuous, online monitoring of your connected M2M devices on remote

locations.

By receiving info on the device's availability, the monitoring of life signals, operation characteristics
of onsite devices - owing to the analytics data derived from them - it continuously checks the
operation values (signal strength of the cellular network, communication h ealth, device

performance).

With the usage of the application - as a service provider or maintenance company- you can manage
the installation of new firmware releases for groups or devices, or distribute a basic configuration

for a bunch of devices.

The WindowsE -based application provides the possibility to install or replace the firmware running
on the device. In addition, you can install or replace certifications (CSR, CA certificatiors, etc.) for
your devices.

You can configure the usage of the encrypted TLS protocol communication between the M2M device

and the Device Managef software.
You can also remotely control your devices (rebooting them or executing other tasks on the device).
The application enables the grouping, arrangement and management of devices in groups according

to on-site installation or according to other logic. In this way, you can manage the installation of

new firmware releases and the maintenance of devices individually or even per installation site.



Chapter 2. Setup and C onfiguration

2.1 Prerequisites
Approximately 10 000 endpoint devices (routers) can be managed by a Device Manager.

Here we describe the software usage with our router devices (M2M Router, M2M Industrial Router,
M2M Secure Industrial Router, M2M Router PRO4) and data concentrators (M2M PRO4 DCU, M2M
PRO4 Mbus, M2M PRO4 wMbus)

The usage of Device Managerclient application requires the following conditions.

Hardware environment
1 Physical or virtual environment supported
1 2 Core Processor (minimum) - 4 Core (preferred)
1 4GB RAM (minimum)- 8GB RAM (preferred)
9 1Gbit LAN connection
1 500MB free disk space

Software :
1 Windows 10, 64-bit family

9 Other operating systems are not supported

2.2 System elements
The Device Manager consistsof one main software element:

1 Device Manager Uli for monitoring and control the devices.

Device Manager Ul

This is the device management user interface, and business logic. It communicates with the Data
Broker via a REST API, and with the M2M devices through WM Systems' proprietary device
management protocol. The communication flows in a TCP socket, which can optionally be secured
with industry standard TLS v1.2 transport layer security solution, based on mbedTLS (on the device

side) and OpenSSL (onthe server side).

2.3 Install ation
1. Create the root folder on the destination system. eg. C:\DMv7.1

2. Unzip the Device Manager compressed software package into the folder.



Modify the configuration file: DeviceManager.config

(This is a JSON based configuration file which must be modified in order for the Data Broker

to access the SQL Server)

You must set the following recommended parameters:

- DataBrokerAddressA P address of the data broker

- DataBrokerPortA communication port of the data broker

- SupervisorPortA communication port of the supervisor

- ServerAddressA external IP address for the router communication

- ServerPortA external port for the router communication

- CyclicReadIntervalA 01 disable, or greater than 0 value (in sec)

- ReadTimeoutA parameter or state reading timeout (in sec)

- ConnectionTimeoutA connection attempt timeout to the device (in sec)

- ForcePollingA must be 0

- MaxExecutingThreadsA max paralel threads in same time (recommended: dedicated
CPU cords) x 16, eg.: if you dedicated 4 processor cores for the Device Manager, then
the value should be 64)

- After saving the modifications of the config file, please run the DeviceManager.exe

Now this will connect to the database server through the Data Broker. The Device Managert

software will then be started soon.

C\DMpack\DeviceManager.exe
& Device Manager

WM Systems Device Manager - Login

652 AM

S B




5. You have to Login by the following creditentials:
- Login name : Admin - Password : synopse

(The login data are case sensitive!)

6. Press thelLogin button to enter into the system.

C\DMpack\Devic £XE.
@ Device Manager

WM Systems Device Manager - Login WUU
[sieTcuc]
Login

Login

6200911 Login name:
B> GET
ate-0

bozaegi1 1351401 password;
7638hdB> POST 1
t

lease wait while the program is loaing databases and initialiZng
its services. .

S BTG g

9/11/2020

e

Important!
Consequently, only those services, views and data are visible for the current i and logged in i

user, which he/she has got access / permissionto. These can be limited by configuring the user

rights.

Note, that in case of using Active Directory, current rights and access level of those AD-users are

specified by user groups in the Device Manager.

2.4 TLS protocol communication

The TLS v1.2 protocol communication feature can be activated between the router and the Device

Manager from the DM software side (by choosing TLS mode or legacy communication).

It used mbedTLS library on the router side, and OpenSSL library on the Device Manager sice.



The encrypted communication is packed into a TLS socket (double encrypted, highly secure
method).

The used TLS solution uses a mutual authentication method to identify the two parties involved in
a communication. This means that both sides have a private-public key pair. The private key is
visible only to everyone (including the DM and router), and the public key travels in the form of a
certificate.

The router firmware includes a factory default key and a certificate. Until you have your own custom
certificate from DM, the router will authenticate itself with this embedded.

Only factory default is implemented on the router, so the router does not check whether the
certificate presented by the connected party is signed by a trusted party, so any TLS connection to
the router can be established with any certificate, even self -signed.

(You need to know the other encryption that is inside the TLS, otherwise , the communication will
not work. It also has user authentication, so the connected party does not know enough about the

communication, but you also have to have the root password, and successfully self-authenticate).



Chapter 3. System configuration

3.1 System setup

After login to the system, choose first the System setup tab. Each

parts of the screen are listed here with the relevant fields. The

Device Manager application has some default parameters of

operation, but is must be checked, if necessary should be modified.

Remote SNMP (manager)

The Device Manager uses SNMP managerto collect data of

connecting devices (e.g. routers). It sends the following SNMP

traps to the SNMP serverand the devices are sending their events:
- 1.3.6.1.6.3.1.1.5.1 i Cold Start
- 13.6.1.6.3.1.1.5.2 i Warm Start
- 1.3.6.1.6.3.1.1.5.3 i Ethernet link down
- 1.3.6.1.6.3.1.1.5.4 7 Ethernet link up

@ Device Manager

WM Systems Device Manager - Login  Session active: 00:14:59

Login  System messages (23] Alerts (17) Device monitoring Device management Device config  Group config  User config  System setup

Remots SNMP {manager)

SNMP level: @yE Ovze Ows
User name: LUiser
Password: sses
Privacy pass: LLITITTY S
Trap mode: (®) Generic
O Granular
() varizble bindings

Enable trap sending

Common store of packages

| | &

Timezone data

| > ‘

2021-08-12 00:00:01 - 2021-08-12 23:58:59

Server settings

Server name: |Device Manager from WMSystem |

Data Broker
Address:

172.31.112.225 4
listening. .. L]
listening. .. [

Proxy Settings

D sec 0 =no cydic reading

[ force polling all (unowned) devices

[] TS Verify Peer Certificate

Server IP address:

Listening port
to modems:

Listening port of
Web Service:

Cydic reading:

Read tmeout:

Connect timeout:

verify depth:

Security (AES 258)
Encrypted Random IV
Authenticated | Save keys
(®) Default security key

() spedfic security key (32 char):

Quick Login

Remember login name and password

Automatic data maintenance

Keep data of the last: El months

0 Bxec/ 0 Queued

192.168.0.56

Port:
Supervisor

Port: Check

Miscellaneous

Zone limit:

Comm: EI Update: EI

Limit the number of devices per
zone processing upgrade

Modem upgrade path: fvar ffw

Chunk: Block:

Enable Active Directory

Time format: |Local time ~

Max. parallel threads:

External alarm server
(®) Not used
O 05 Event Viewer @ng ster
O SysLog Server:

Server:

Port:

Remote LogWiew Server

[[] Enable remote logging

Server: |127.0.0.1
Port: 8091 Start || Stop

V7.1.7893.37344

Remote SNMP (manager)

SNMP level: @y Ovae Ovs
User name: User
LT

Password:

Privacy pass: LTI

Trap mode: (®) Generic
() Granular
(7) variable bindings
Enable trap sending
— m} *
English ~ wu;u
[sVsTeus]
Manage
5] Create MIB
@ Documentation

Alarm aggregation options:

[]Enable aggregation

DM Service Management:

Copyright © WM Systems LLC 2021




- 1.3.6.1.6.3.1.1.5.5 T Authentication failure (unauthorized login atte mpt or wrong

password)

The SNMP trap contains: system uptime, snmpTrapOID, device database ID, MEID (IMEI), IP,

event name.

SNMP level : you can configure the SNMP protocol type (v1, v2c or v3)

Host : The SNMP server IP address

For the SNMPagent you have to define the following authentication data too.

User name : Login to the SNMP host

Password : Password to the SNMP host

Privacy pass : Required when the v3 SNMP level is selected. The authentication is possible by
any of the SNMPR-enabled users plus the privacy pass specified here.Of course, this setting must

be the same at that of the SNMP manager.

Trapmode : dependi ng on the manager 6s capabil it soes,

called variable bindings providing detailed information about the event and the relevant node.

You can allow here the frap sending, and select the usage of:

1 generic . Sending the standard traps only (coldStart, warmStart, linkDown, linkUp,
authentication failure) without further details. This setting is for compatibility reasons to provide
solution for the SNMP manager if it can only handle the standard traps.

1 granular mode : Sending the so-called granular trap with the unique object identifier of the
device allows the SNMP manager to distinguish them from each other. The meaning of these
IDs are stored in the DM generated Management Information Base (MIB) file.

1 wvariable bindings . Sending detailed information to the SNMP manager about the related object

or device. Data is encoded within the SNMP trap itself using the techniqueo f A vari abl e

If you changed something, in case of failure, it can be revoked by the Undo [l Apply settngs |

button. When you want to save the settings, pressthe Apply settings button. | 7 Undo |




Server settings Server settings

SErVer name: |Device Manager from WMSystem

The server uses API for presenting the collected and server I adece: p
evaluated data for the operators. Here you can configure stening port istening... | ®

Listeni tof i ;
these settings. Web Servie: enne-- [
Proxy Settings
Cydic reading: D sec 0 =no cydic reading
Server name : Unique server name. This parameter does [force poling al (unowned) devices
. . Read timeout: seC
not affect the Device Manager operation. oot teout e

[ 1LS verify Peer Certificate Verify depth:

Server IP address : IP address of the Device Manager

server, where the devices send their data.

Listening port to modems  : listening port number of data collection service (to receive the

incoming messages

Here you can stop the listening services by EI icon.

Listening port of web service: is a future option. In this version of D evice Manager, this feature

not working!

Proxy settings  button: you can disable the proxy here, or you can configure for manual where

the HTTP proxy server name and its Port number are necessary to be defined.

Cyclic reading (sec) : you can define a periodic reading of the devices. The Device Manager can
poll devices in a cyclic manner when configured to do so. The zero value equals to no polling.
However, we advise to setup a longer cycle (like a day or hour) for device monitoring. If you use a
server service, please set this value to 0. When you use server service, then this parameter does
not affect the DM operation. You can modify this parameter in the service configuration file.

Force polling all (unowned) devices . The client application is able to receive the devices data
directly. In this case the application is able to polling th e direct communicating devices and the main

server devices too. In normal case this feature is disabled. Optional to use.

Read timeout (sec) : configurable timeout for reading the devices. The read timeout of
communication with devices should be fitted to the worst node of the network. When you use server
service, then this parameter does not affect the D evice Manager operation. You can modify this

parameter in the service configuration file.



Connect timeout  (sec) : here you can define the connection timeout for the devices. When you
use server service, then this parameter does not affect the DM operation. You can modify this

parameter in the service configuration file.

Security  (AES 256

Option: Encrypted : you can allow the data encryption
Security (AES 256)

here lEnaypted  [#]Random 1v
Authenticated Save keys
(®) Default security key
Option: Random IV : random vector tag for the () Specific security key (32 char):

authentication processi you can enableitfor a higher level

of security Quick Login

Remember login name and password

Authenticated : you can allow the authentication by

Automatic data maintenance
seleting the Save keys button: Keep data of thelast: [6 | months
1 Default security key :you can choose the default key

1 Specific security key (32 char): or you can specify a special security key here.

Quick Login

Remember login name and password : to save your login creditentials

Automatic data maintenance

You can define data retention length here (value in months).

Data broker

Address : Broker IP address (data connector between the DM server and  pata sroker
Address:

the remote clients) [192.165.0.56 |

Port : port number of the broker Port: 288
. .. Supervisor
Superwsor port :supervision port number Port: 538 Check
You can Check the accessibility of the configured supervisor service Miscellaneous
Zone limit:
Comm: |D | Update: |EI |
Miscellaneous Limit the number of devices per

Zone processing upgrade

Zone limit : Restricts the number of simultaneous uploads to modems in Modem upgrade path: fvar ffu
|fvarffw |

the same zone (In the case of non-cdma devices the zone is 0). Thus
Chunk: (32 | Blodk: [512 |

reduces the load of the network. Recall that users can initiate upload

upgrade packages in the Device Manager screen to a large number of bl Enable Active Directory

Time format: |Local time ~

devices, and even to all devices in the network. If you use CDMA devices, Miax. parallel thresds



without these settings, the CDMA network could be easiliy overloaded, and freeze. We offer to

configure these limits.

1 Comm: the client can communicate with this number of devices at a time when reading or
sending data to the devices

1 Update : the client can update with this number of devices at a time

Modem upgrade path : where the modem upgrade files (firmware) are stored temporary on the

device. The default path is: /tmp/fw

Enable Active directory : you can enable or disable the AD service for the Device Manager here

Time format : can be Local timeor UTC

Max. parallel threads : Max. how many threads can be simultaneously executed by the system

External alarm server

The client can send device alarm messages to the event log of the operating system or for the

external syslog server. Here you can configure these. External alarm server
() Not used

ﬂ Not used (®) 05 Event Viewer

1 OS Event Viewer O sysLog Server:

Server:

1 SysLog Server i Note that this feature in the DM is not yet working oot [ea

1 Server : Syslog server IP address

1 Port: Syslog server port number

Remote LogView Server

Remote LogView Server

Option: Enable remote logging 1 you can enable or disable the feature

Enable remote logging
Server : IP of the LogView server Server:
Port : port number of the LogView logging server Fort Start |[Stop

3.2 User settings
The DM features are available only for authenticated users who have permissions. The user-level

and group-level configuration can be achieved in the User config tab.



In this screen, you can see the listed existing users and groups here. By selecting one, you can

modify their data. Or you can create a new one by the

screen.

| _ Mew

button at right of the

@ Device Manager

WM Systems Device Manager - Login  Session active: 00:14:57

English
Login  System messages (23) Alerts (17) Device monitoring  Device management Device config  Group config  User config  System setup
Main data Optional user data Alarm access Password Policy Manage
Full name: Department: Configuration alarms Require at least one uppercase letter _] Mew
Login name: Comment: Device alarms Require at least one lowercase letter Dekete
w Security alarms Require at least one number
S| Password:
e . Email: System messages Require at least one symbol character
i
§ . 2R User logindogout Minimum password length: 8
Domain name:
Active Directory authentication
Device group access
Access level: Operator Main group: +
Language: English Group 2: =
Undo
SNMP user Write permission Group 3: * e
Session timeout: |00 15:00 2 Select all slarms Apply
jin] Full Name Login Name Domain Name Access Level SHNMP  Language Device Group Alarms Department Last Login
1 Admin Admin Administrator English = Config,Device,... 2021-08-12 09:20:49
2 Supervisor Supervisor Manager 1399-12-30 00:00:00
3 User User Operator 2021-04-21 11:40:34
4 DeviceManager Sys...  System Administrator Canfig,Device,... 2021-08-12 08:36:06
6 GG_WM_Operator P GG_WM_Opera... AD Operator English nma 2021-07-12 07:07:03
8 GG GG AD Operator * 1899-12-30 00:00:00
2021-08-12 00:00:01 - 2021-08-12 23:59:50 0 Exec / 0 Queued V7.1.7893.37344 Copyright © WM Systems LLC 2021
Ma|n data Main data
Full name : User real name Full name:
Login name:
"
S| Password:
o
=
. . . o
Login name : Name for login access 5 Change password
= .
Domain name: |
|:| Active Directory authentication
Password : Authenticating for login name accesslevel:  [Operator
Language: English
SNMP user Write permission

If y ou to change the password, select the user and press the

button

Domain name : you can define the domain for the account

You can enable the Active directory

authentication

also.

Session timeout: [12:15:00 AM =



Access level :

91 Disabled 71 with this access level, you can disable the selected user. The selected user not able
to access to the program.
Administrator 1 full access to all services including user config and system setup + SNMP
Manager 1 device configuration only on top of the system messages and monitoring

Operator i can only visit the system messages and the device monitoring screens
Language: user interface language.

Session timeout : automatic logout can be also defined.

Optional user data

Department:  office, company department of the user Optional user data
Department:

Comment:

Comment: free text
Email:
Email: email address of the user (the DM is not able to send

email to the user!)

Device group access
Main group :choose a defined device group for the user (branch ~ Pevieegroup access

Main group:

of devices) Group 2:

Group 3:

Group 2 : you can choose further and additional device group

for the user account (not obligatory to use)

Group 3 : you can choose further and additional device group for the user account (not obligatory

to use)



Alarm access
Alarm access

You can select the alarm notification types for the user account. . .
Configuration alarms

With the Select all alarms  button you can turn on every alarm groups at [] pevice alarms
[ security alarms
once.
|:| System messages

[Juser logindogout

Select all alarms

Password Policy
Here you can define requirements and obligatories for the

Password Policy

paSSWOFd usage. Require at least one uppercase lether
Require at least one lowercase letter
Require at least one number
Require at least one symbaol character
Minimum password length; 8



Chapter 4. Device settings

4.1 Device g roup configuration
At the Group config tab, the device groups can be checked and modified here.

Choose aGroup name and see the marked devices below.

If you want to add more devices for an existing group, just check in the new device(s).

The Assign all button will mark all the devices for a selected group.

A new device group can be also defined here.

_] New

Pressthe | | button for making a new group and fill in the Name field (mandatory)

and the description (optional) .

Press the Apply button for saving the settings.

@ Device Manager — O X
WM Systems Device Manager - Login  Session active: 00:14:59 Engiish o w/ ‘V.‘U
Login  System messages (23) Alerts (17) Device monitoring  Device management Device config  Group config  User config  System setup

Group Manage

Mame: |TEST Description: |demonstration group | L] New
& Delete

jin} Group Mame Description

1 Group1 This is a group Assign selctd

2 TEST demanstration group

3 csaba csaba Assign all

4 nma nma

Unassign selctd
5 aaaa
[ Lajos
's]
Filter L8
IMEI: | | IP: | Description: Apply

IMEL P Description

53529102568251 192,168.0.226 Press Apply to add new device

51580054112384 10.202. 163.62 Press Apply to add new device

69777043119468 10.255.227.232 Press Apply to add new device  172.31.13.226 869777048119716

9777048119716 172.31.13.226 Press Apply to add new device

53529102636421 37.234.211 Press Apply to add new device

55788110055523 10.255,227.232 test device

[[] 69777048115573 10.255.228.205 NMA home-office

[] 356511077640252 10.255.226.230 csaba-teszt

[] 53529102536068 172,31.112.5 Csaba 120

[] 53529102756757 127.0.0.1 Csaba 170

D 53529103771433 172.20.89.241 Csaba 130

D 69777043119807 10.255.227.232 Lajos teszt eszkiize.

D 69777048116324 10.255.228.205 TLS Enabled10.255.228.205

D 69777048161718 10.255,227.232 Lajos Non-TLS

[ s9777048162161 10.255.230.190 MNMA Router v2

[[] s9777048161725 127.0.0.1 Lajos TLS

[1 355001092127864 10.255,228.227 Press Apply to add new device

[1 356611077635167 10.255.2258.221 Press Apply to add new device

2021-08-12 00:00:01 - 2021-08-12 23:59:59 0 Exec / 0 Queued V7.1.7893.37344 ‘Copyright © WM Systems LLC 2021




After the group creation, you can able to select even more devices for a group. You can see the

Device Managermanaged devices at the bottom side. The selected devices will automatically assign

to the designated group.

4.2 Device configuration

At the Device config

for routers

results if you want or select a device.

Filters:

> > > > > > > D>

Group A device group filtering

OSA device firmware version filtering

HW A device hardvare version filtering

Status A device status filtering

Modem A modem firmware version filtering

Zone A itis working with CDMA devices only
WDT A it is working with CDMA devices only

tab, you can check the current settings of a device. You can filter the list

Smart search A the typed characters will be search entire the database by this function

On this screen you can see all devices with current Stat us (Online, Offfine, Disabled, etc).

@ Device Manager

‘WM Systems Device Manager - Login  Session active: 00:14:59

Logn  System messages (115) Alerts (17) Device monitoring Device management Device config | Group config User config ~ System setup

English v

Cperations
General settings Modem settings LANDHCP settings [ Enable Alert Enable
F Tyme: s ~ Benaes Vetchog [0 |h Start: DHCP21 0 ten
a Power on
5 e B ey s ma s Umit 2
5 1cc: 893620000317105 Cydic sending S csvexpart
k| (by modem): 3600 | 3 Lease tine: =T
S Network IP: 10.255.230.190 Timezone Lt
Kl Time window: (80 | & Dow
2 part (ssHiSRY): N Name: Europe /Budapest 411 Download cfg
E | 4 Upload config
w Loginname: LAN IP settings WAN settings Oedit -
= %4 Upload srv et
T Password: Comm: [JNat []Disabled [ Ping enabled
2
2 - W Local: 192.168.127.1
B [ d] Cshow | Local
§ Descriton: WA Routervz Netmask: 255,255,250 e o
ES
Pl vt [ e
q |:| - - e =
a T — e
Enable TLS No automatic IF updats
n e © sulomae IR upeE= Block LAN on link-down lock LAN s
=]
Group: = | Modem: = o os: = o mw: [+ v zone: = Cwon [ ] s = | Smart search:
Status 3 MEID / IVET Desaription RSSIfCSQ | ECIO | Diag | Uptime Last refiesh Modem version | OSverson | HWversion | Zone | FWSTM32 | wdt-cdr
Offine 192.168.0.226 | 53529102568251  Press Apply to add new device 71m | 0 NA 28000051 20210726 17:1%:08  20.00.405 22012161 BEOOZ? | 1 201901181 | 20 ~
Offine 10.202.163.62 | 5150054112384  Press Apply to add new device Dm , | 2 NA | 2080514 | 2021073 17:1205 | 12.00.108 2012161 | BEODTT | 2 201901181 | 20;
D Comm, faled 10.255.227.232 | 69777049119468  Press Apply to add new device  172,31,13,226 869777048119716 Tdén . 99 NA 000140 2210756 17:12:11 | Revion:19... | 202101211 BEDO7Z 1 201901181 | 20;
Comm. faled 172.31.13.205 | 6977704811716  Press Apply to add new device 2dBm , | 99 NA 05634 | 2021002212345  Revison:1s.. | 202101211  BEDOT7 | 1 201901181 | 203
Offiine 37.234.21.1 53529102636421  Press Apply to add new device s3dem ] o N/A | 0141:47 2021-03-10 15:59:25  20.00.405 20210302...  BEDOTF 1 201901181 | 20:
D onine 10.255,227.232 | 5578811005523 | testdevice adBm , 3 NA 003993 2021021910:3410 | MOF.223001 | 202102181 | BEOO7Z | 2 201901181 | 20;
Offine 10.255.228.205 6777048115573 NMA home-office 1Bdn , %9 NA 00033 20210712 11:03:5 | Revison:13... | 20200323.. BEDOT? | 2 201901181 | 203
offine 10.255.228.23) | 356611077640252  csaba-teszt 7zeem ] o WA 195188 20210323 16:37:00  LEGIOEULZ.. V2.5.56 WMES... 2
@ Comm. faled 172311125 | 53529102536068  Cscba 120 85dBm | 1 NA | 500:47:31 20210726 17:1235  20.00.405 2210318, | BEOOZ? | 2 201901181 | 20;
Comm. faled 127.0.0.1 5352102756757 | Csaba 170 0dsm 0 NA | 00:00:00 20210322 17:10:41 i
Comm, faied 172.2089.241 | 5352903771433 Csaba 130 0dem 0 NA | 00:00:00 2210322 17:14:20 1
Comm. faled 10.255.227.232 | 6777048119807  Lajos 75 dm 5 NA 00013 0210727 10:28:06 | Revison:13... | 202104%8. BEDI4 | 2 202103112 | 203
Offine 10.255.228.205 | 6777048116324 TLS Enabled10.255.228.205 19d8m 0 NA | 6233543 202106-0306:44:4¢  Revion:19.. | 20210429... BEOIO4 | 2 202103112 | 203
@ Comm. faled 10.255.227.232 | 69777048161718  Lajos NenTLS 21 cm 0 00:05:37 | 202107-30 11:22:54  Reviom:19.. | 202107291  BEOIO6 O 202106301 | 20:
(& ofee T S T
w | @ Enayption: 127.0.0.1 66777048161726  Lajos TLS 6B , 99 | NA | 00142 | 2021072910205  Revson:IS... | 202107291 | BEOIS | O 202106301
= e 10955 278 397 | RCENNINGIIITARA | Prace Ay tn 2dd new davica saem 00 NA | Anenzat 201-NA-1114-30-35 | 1EQINCIEL v €47 WME1S n he

Device count: 18

0 Exec/ 0 Queued
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You can check the device and network properties (IP address,

. . . . #* Ping.. Alt+P
IMEI/MEID ), their availability by analysing the Last Refresh S| AddtoPolingQueve  AR+Q
information (date/time of last known status) with the Uptime (when ";‘.J Read Device Status At
#11 Read Device Configuration Alt+R
the device was rebooted / started last time). dl Write Device Configuration Alt+W
Reboot Shift+Alt+R
= Device Related Log Alt+L
i . [ Device Related Alerts Alt+A
The cellular network performance indexes are also available at RSSI / b A eion e A
CSQ (signal strength), ECIO. B SSH Connection Alt=C
Q( g g ) One Time Password Alt+T
The Modem version , OS version (date of the build), HW version © Block LAN port Al+B
. . ) ) . @, Un-Block LAN port Alt+U
(PCB identifier), FWSTM32 (Microcontroller firmware version) are also = , ... .

p. it Configuration Alt+E
ava||ab|e here [ CCSSecurityOn Alt+0
@' CCS Security Off Alt+F

When youbve selected a device from the |ist, yo

and the following right submenu appears, where you can choose from the available features to

perform an interaction on the device .

_] Mew

You can also add further new devices by the | button.

For routers you have to first select the device type: 4G / CDMA Router device

Device Manager >

o Select device type

What kind of device you are adding?

— 4G / COMA Router device

—= WM-Ex Modem Device

@ © WM Systems LLC - 2020

Then you have to enter the IMEI /MEID number of the cellular module of the router - as a unique

identifier.

Device Manager

,o IMEI
4

Please enter the new device's IMEI/MEID (15/14 characters):

LA nnnONnRO
00000000000000

Cancel




Add the IP address of the device.

Device Manager

Io IP address
b 4

Please enter the new device's IP:

12?.0.0.1

Add the DM management port number which is already configuredontheendpoi nt devi

(at the router side). The Device Manager will connect to the router through this port.

Device Manager

Ie Management Port
L = 4

Please enter the new device's Management Port:

Then you have to fill the administrator creditentials (user name, password ) to add the new device

to the Device Manager.

(@ Router credentials x

Enter administrator credentials

User name: “ ‘

Password: ‘ ‘

& OK Cancel

After selecting a device from the list, y ou can use the configuration command buttons from the right

sidebar. Operations
,
A Cancel new : will cancel the new device configuration or modifications -
A Delete : this will delete the current / selected device (s) from the device
i
list
:
A CSV export : you can export the device list with configuration data into
csviile



A Import :you can import devices with configuration into the database from CSV or XML file

A Download

cfg

databasei when it will be online.

: you can download the current configuration from th e device into the

A Upload config : you can directly upload a configuration to the device when it will be online

A Upload srv cnt : you can upload the server settings (IP, port) from the current client

Now

| et 6 s Deviteeanfigurdtitne

4.3 General settings

On the General tab General settings

operation, then it will be listed here.

IMEI T De v i

MSIN 1T CDMAA450router specific identifier (because there is no available IMEI number) T not used

ceds

cel lul ar

for 4G LTE or other type of routers

Network IP

T device IP address
Port (SSH/SRV) idevi ceds

Loginname 1 d e v i admid account name

Password 1 password for login

Description

Group 1 Group information

tabs one by one.

mo du |l

eds un

que

part, you can get information about the device and its

dent i

SSH por éeviceMamadgeecomnmamcdtiort porenuniber

T You can add further information about the device. It is a free text content.

f

@ Device Manager

General settings

>

Modem settings
Watchdog

Power on delay

g Type: 4G ~ | [“]Enabled
3 IMEL: B69777048162161
é ICC: 8935200003171059925fF
]
i
S Network Ip: 10.255.230. 150
[
& Port (SSH/SRV): |22 | |443
E ]
E
2
= Change password | [ ] Show
% Description: MMA - Router v2
Ed
B
o
&
|t
" Group:
=
Enable TLS Mo automatic IP update

part

WM Systems Device Manager - Login  Session active: 00:14:59

Modem settings

Watchdog: EI h

Power on

Cydic zending

(by modem): 3600 | s

Time window: z
LAN IP settings

Comm: [JNat []Disabled [+]Ping enabled
Local IP: 192.168.127.1
Block LAN on link-down '::‘\‘.." nblock LAN

Login  System messages (115) Alerts (17) Device monitoring Device management Device config  Group config  User config  System setup

LAN DHCP settings Enable Alert Enable
Start: 100 DHCP21
Limit:
Lease time:
Timezone
Mame; Europe/Budapest
WAN settings [Cedit
[Cshow
Enable Change password
APN
Name: wm2m

T watchdog module monitoring interval (value in hours)

T you can define the delay for power on (in seconds)

English

— O X
< W
Operations
] New
@ Delete

j CSV export
j Import

g Download cfg
i Upload config

?‘é Upload srv cnt

7 Undo

e



Cyclic sending (by modem) T cyclic data sending interval (in seconds)

Time window -

LAN IP settings part

Comm . (Nat / Disabled / Ping enabled) i you can choose of these
Netmask 1 IP netmask

Gateway 1 Gateway IP address

Broadcast 1 Broadcast IP address

Port forward

Port route

LAN DHCP settings part

Option: Enable 7 enable the DHCP service here
DHCP21 i you can enable the DHCP21 option
Start 7 Beginning IP address

Limit T Number of max. given IP addresses

Lease time 1 Renewal time interval

Time zone part

Name

WAN settings part
User name

Password

APN part

Name 7 APN name for cellular network registration

Alert part
Option: Enable 1 you can enable the RSSI monitoring feature
RSSI warning 1 low cellular signal strength value

RSSI error 1 critical low cellular signal strength value



4.4 Locati on settings

At the left Location tab, you can configurethe devi ce ds

description, etc).

@ Device Manager

WM Systems Device Manager - Login  Session active: 00:14:59

Login  System messages (115) Alerts (17) Device monitoring  Device management  Device config  Group config  User config  System setup

Contact

Mame:

Phone:

Location

Street:

City:

[ TLs [2-Factor Auth[ Package List | MISC | Location | General |

>

Digtrict:

L 1

[ 1
[ 1
[ 1

GPS

Set GPS coordinates simply
by dicking on the map

Description: ‘ MMA - Router v2

4.5 Miscellaneous settings

The MISC tab at left will allow to use GRE or apply Periodic reboot

the device.

WM Systems Device Manager - Login  Session active: 00:14:59

Login  System messages (4403) Alerts (6763) Device monitoring  Device management Device config  Group config  User config  System setup

GRE

|z-Factor Auth| Package List | MISC | Location | ceneral |

>

Enable

4.6 Package List

Periodic reboot

Enable

Periodic ping
Enable

DMVPN

| o c a {contact, address,o r m

— ] X
English ~ wD:U
[5¢sTEus]

Operations
] new
@ Delete
j CSV export
j Import
"g,J Download cfg
ﬁ Upload config

4 Upload srv ent

&7 Undo

, Periodic ping features on

English < W

Operations
] New
@ Delete
_=| CSY export
j Import
t_l,] Download cfg
J Upload config

¥4 Upload srv ent

&7 Undo

The Package List tab shows the installed software components, sw tools of the device. You can

Download list

or Export list (to a file).



Software packages installed

m
E Package list state as of: 2021-08-04T00:46:12 w
g
E Software Name Version Status ~
E base-files 204.2+10947-65030d81f3 Ready
3 busybox 1.30.1-5 Ready
] bzip2 1.0.8-1 Ready
g ca-bundle 20190110-2 Ready
— ces-tools 1.8.7 Ready
g chat 24,81 Ready
5 comgt 0.32-32 Ready
‘% cryptsetup 2.1.0-2 Ready
e dmd-tis 202108031 Ready
% dnsmasqg 2.81nrc3-2 Ready
?:D_ dosfstools 4.1-4 Ready
o e2fsprogs 1.44.5-2 Ready
t ethtool 5.2-1 Ready
v fdisk 2.34-1 Ready v
b < >

19| pownload list | | || Export list

-

4.7 2-Factor Authentication se  ttings

The 2-Factor Auth tab can be used for configuring the Multi -Factor Authentication feature,

where you can add a Secret key or define a new one by the Generate button.

Further options are the Token length , Rate limit or the Time interval fields, here.
Here you can also select the Download settings  or Upload settings by its buttons for the easier

configuration.

@ Device Manager — O X
n n 7 2
WM Systems Device Manager - Login  Session active: 00:14:59 English nt wu U
Login  System messages (115) Alerts (17) Device monitoring  Device management Device config  Group config  User config  System setup
Operations
—  Multi-Factor Authentication RADIUS Authentication
T & ] New
o Enable Time-Based One-Time-Password Authentication (TOTF)
3 Enable RADIUS Authentication & Delete
5 secretkey: (&) ‘SCZ\ION?GA‘IP?CTSMFKS L, Gen. 1 sV export
ki Server address:
§ Token length: IC' | | ] Impart
Sm Port number: l:l 2
s Enable Rate limiting (M tries /M sec) 'HJ Dawnload cfg
£ shared secret:
| . Rate limit (M): | | ﬁ Upload config
i [
5 . -4 Upload srv ant
f% Time interval (M):
2
E Disallow multiple uze of the same token
5
E 5] Emergency Code
-1
E ; Download settings ; Upload settings | |%:7 QR Code Token ; Download settings ; Upload settings
&
1
=
T ¥ Undo
fal Appl
==

The RADIUS Authentication  feature can be also configured here if you require. For that, fill the
Server address (of Radius server), Port number (of the server) and Shared secret key fields

for the safe connection.



4.8 TLS settings

At TLS tab you can configure the TLS v1.2 protocol compatible communication for the router (s). If

you allow the feature, then the device will communicate with the Device Manager software with this

@ Device Manager — O x
WM Systems Device Manager - Login Session active: 00:14:59 English ~ wUU
Login  System messages (115) Alerts {17) Device monitoring  Device management  Device config  Group config  User config  System setup
Operations
—  Certificate Management
E X X ] New
Z Certificate Signing Request (CSR): [force Private Key re-generation
& & Delete
= | ——BEGIN CERTIFICATE REQUEST— ~ || Reguest
S MIIBIDCEXAIBADA ) = csV export
= +MRoWFQYDYQQDDA420Tc MzA00DE MEZMTEWMBQGA 1UEC ——
g VOOt3RIZGIUIFRMUZELMAKGA IUEBRMCSFUWWT ATBacghkjOPQ opy ] tmport
= | OPOMB &7
i Signed Certificate: ot BT
& | ~-~-BEGIN CERTIFICATE-—— ~ | | Download ! Upload config
T F e
% MIIBrzCCAVSgAWIBAGIEL lemkjAKBggohkiOPQQDAJAIMSMAIQYDVOQ Upload =4 Upload srv ent
g v
w
I | CA Certificate chain:
=
El ——BEGIN CERTIFICATE-—— ~ | | Download
5 MIIBITCCATyaAWIBAGIECCHCKAKBagghkiOPQQDAJACMRoWGAYDVQRDDE
4 FXTSIT
P dGVkaW4gUmIvdCBDQTAeFwlyMTAIMikwOTI4MTBaF wOyMzAIMikwCTI4 LITIL
) MTBaMCUx
" 1zARBGMNVBAMMGISNLYNOZWRPBIBEZXZp'Y 2VNY VY 5hZ 2VyIENBMPKWE
= ]
&7 Unde

>

At the Certificate Signing Request (CSR) you can Request the CSR filg or you can choose the
Copy CSR button.

You can also define the Signed Certificate  for the TLS communication i Download or Upload

the certificate.

The CA Certificate chain  can be also requested to Download or you can Upload one.

After choosing a certificate method, the TLS handshake will be signed at the Status of the device

and the requested action will be performed.




Chapter 5. Device Management

On the Device Management tab, you can remotely manage the devices by various commands.

At first, choose a device or a branch or group of devices and the right command buttons will be

@ Device Manager = m} *
WM Systems Device Manager - Login  Session active: 00:14:59 Engish < W
[sisTeus|
Login  System messages (115) Alerts (17) Device monitoring Device management  Device config  Group config  User config  System setup
Modem versions 05 / Firmware versions Filter Manage
=) | o] Group: -
File Size Hash File = ~ | Size Hash ~ b
[] Delta-1951B07v0 1SIM70 70-update 1404044 6BC3244C [] fwos-BE0OT7E_CDMA4S0_Router 021... 6113983 07532FED Modem version (to selected):
["] fwos-BEOO77B_CDMA450_Router 2021... ©6096572 41456E98 = ~
D finos-BEOD77E_CDMA450_Router 2021... 6096995 52207703 05 version (to selected): T
[T] fwos-BEOO77B_CDMA450_Router 2021... 6636424 F17BE22D
[ fwos-BEOD77B_CDMA450_Router 2021... 6365960 9C239278 - ¥ e
["] fwos-BEOO77B_CDMA450_Router 2021... ©6866053 2D0AF244 HW version:
D fiwos-BEOD77E_CDMA450_Router 2021... 6865350 D52B6FFE - -
[T] fwos-BEODST_M2M-Pro4_ 201809274.tar.gz 9503481 15C30780
[] fwos-BEND778_CDMA450_Router 2021... 6866538 24019DE3 Smart search:
[ fwos-BEOD77B_CDMA450_Router 2021.. 6866458 D77BASC2 |:|
D fiwos-BEOD77E_CDMA450_Router 2021... 6366716 4ABD3772
Scope of contral
["] fwos-BEOO77B_CDMA450_Router 2021... 6866888 A1544AE2
] finos-BEODT7B_CDMA450_Router 021... 6866729 93B80AF3 o O Allisted devices
<| > (@) Selected device(s) only
[ status P MEID [ IMEL Description RSSI ECIO | Diag Uptime Last refresh Modem version | OS version HW wersion | Zone
5, Comm. failed 10.255.227,232 69777048119468 Press Apply to add new d...  17dBm | 99 NfA 00:01:40 2021-07-26 17:12:11 Revision:19... 202101211 BEQO77 1
5, Comm. failed 172.31.13.226 69777048119716 Press Apply to add new d...  27dBm | 99 NfA 02:56:34 2021-01-22 12:33:45 Revision:19... 202101211 BEQO77 1
b Online 10.255.227.232 55788110055523 test device 21dBm | 3 MA 00:39:39 2021-02-19 10:34:10 MOF, 223001 202102181 BEQO7T z
f, Comm, failed 172.31.112.5 53529102535068 Csaba 120 85dBm | 1 A 500:47:31 2021-07-26 17:12:35 20.00.405 20210318... = BE0O77 2
2 Comm. failed 127.0.0.1 53529102756757 Csaba 170 0 dBm . a A 00:00:00 2021-03-22 17:10:41 1
5, Comm. failed 172.20.89.241 53529103771433 Csaba 130 0 dBm . o A 00:00:00 2021-03-22 17:14:20 1
5, Comm. falled 10.255.227.232 69777048119807 Lajos -75 dBm K 5 NS 00:01:39 2021-07-27 10:28:06 Revision:19... 20210429... BEO104 2
f, Comm. falled 10.255.227.232 69777048161718 Lajos Mon-TLS 21dBm . o MR 00:05:37 2021-07-30 11:22:54 Revision:19... 202107291 BEO106 o
b Online 10.255.230.190 69777048162161 NMA - Router v2 -81dBm K 99 A 00:15:55 2021-08-12 10:37:03 Revision:19... 202108042 BE0106 o
" Encryption! 127.0.0.1 69777048161726 Lajos TLS 6dBm 99 NfA 00:41:42 2021-07-29 19:21:05 Revision:19... 202107291 BE010& 1]
< >
Device count: 10 0 Exec /0 Queued V7.1.7803.37344 Copyright © WM Systemns LLC 2021

As you can see, next to the pictograms, there are listed stopped, disabled (red) and online (green)
devices.

Three you will find the device's IP address and IMEI data.

QoS information are available in the following coloumns: RSSI (mobile network signal quality),
EC/IO (signal interference quality), Uptime.

The device Modem version and the operating system / firmware version (OS version ) are also
listed.

The validity of the data valid for the device can be checked in the Last refresh column.

Important!  Note that the data is not fully real -time, the status values show the last known

operational behavior and vital signs.




Atright, y ou can browse an OS/ Firmware version  file to upload and refresh  Manage
&
©1| Upload config

for the device.

#1| Download config
You can add a firmware to the Device Manager or delete a firmware from the T3 Upioad server data
list. The listed firmware files are uploaded into the system and are stored in the {t] set real-time dlock

serverd database. (&) Factory reset

4| Reboot device

Upgrade 05
You have to select a device 1 or device(s) i and select an uploaded firmware #4% Upgrade modem

from the list and you can perform a complete firmware refresh T or delta @ Remote WIPE

firmware update.

You can do the following interactions for selected device(s):

A Upload config : you can write the configuration to the device (settings will be overwritten
on the device)

A Download config : you can read the configuration from the remote devi ce into the DM0 s
database

A Upload server data : Upload server data from the DM to the device. This data contain s the
server IP address, port, and name (for routers only)

A Setreal -time clock : configure date/time of the device ( for routers only)

A Factory reset : doing a confugration reset of the remote device to the factory default ( for
routers only)

A Reboot device :immediate restart of the remote device

A Upgrade OS* : Device software / firmware upgrade or downgrade from the selected list to
the remote device

A Upgrade modem* : Refreshofthed e v i eelularsnoduled s r eoh rersose ldlevice (for
routers only)

A Remote WIPE : reset the settings of the device from the system and the remote device will

be restarted



6. Device monitoring

On the Device Monitoring tab, you will find the current known status of your configured devices.
Here you can also filter for some device properties. As you can see there are offliine, disabledand
online devices listed beside the pictograms by the first coloumns in the list. Some of them are listed

with Comm. failed status.

Here you can check the IP address , MEID/ IMEI info of the internet module and Description

details of the device.

The last known and detected Status information about the devices are also listed, such as the
signal strength of the cellular network (RSSI), the Last update date/time, Uptime (spent time
since last reboot or device start), Memory usage and CPU load of the device, Storage status
(free space), MAC address , SIM eid.

The QoSinformation will always help you to check and maintain your devices.

IMPORTANT!
Note, that the se data are not realtime, the status values showing the last known operation behaviour

and life signals of the devices.












