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Chapter 1. Product information

The robust DCU device features an Ethernet port, an RS485 port, an MBus port, a
cellular module, and compact industrial design.

It is currently available with LTE Cat.1 or LTE Cat.M/Cat.NB modules that provide
enhanced coverage.

The Data Concentrator has undergone a complete redesign, providing improved
processing speed with an eMMC chip for s ecure boot and encrypted data storage.

It also features an OTP -enabled memory chip, an option for a Chip SIM (MFF2), and
supercapacitor protection along with the latest security protocols and features for
maximum security.

Reliable and Rugged Communication Device for Smart Grid and Industrial
Applications.

This Data Concentrator is designed for use in various  smart grid and industrial M2M /
loT applications, including Automated Metering Infrastructure (AMI) and industrial
automation projects.

The DCU is ca pable of reading Modbus registers from connected PLCs and data from

up to 30 MBus meters. It transmits valuable data to the data center through the MQTT

protocol, providing a cost -effective solution for industrial automation and smart

metering connectivity

Ports / Interfaces
The device offers the following ports : Ethernet, RS485, Mbus, and micro -USB port (for

configuration).

System Software

The DCU utilizes the open -source OpenWRT * operating system, allowing clients to
compile their own  applications to the firmware. It features a user -friendly web admin
interface for easy access and configuration.

The product can also be managed with the state -of-the -art Device Manager * platform
(order option) , providing clients with the ability to perfor m OTA firmware updates and

mass deployments more efficiently.



Secure storage / Secure Boot

The device has a built  -in eMMC chip (4 or 8 GByte storage Vby order option) for Secure
Boot process / encrypted storage of all customer data. It uses an OTP -enabl ed
memory chip.

The device is secured with Secure Boot system and secure storage mechanism. It uses

an SHA -256 encrypted file system (with RSA and SHA -256 assigments).

The device operates with multiple encrypted partitions and file systems, which

ensures t he security of the device.

Security features

The device uses Secure Boot system with Secure Key Storage features (on encrypted
eMMC memory chip)

The DCU continuously m onitoring the operation parameters  (QoS, module operation,
vital signals, etc.) .

It has d etection of network interface connection s / disconnection s with an alarm
event sending to the  Device Manager * management platform.

The software of the device applies u nique passwords |, firewall and it has support for

IPSec tunneling.

Management

Remote management of routers , DCUs using Device Manager * software (order
option) via a secure TLS v1.2 connection (by option) during the communication with
the router

The DCU allows clients to do OTA firmware updates and mass deployments

signif icantly faster via Device Manager * platform.

Last GASP Vnotification of power outage
The device has built -in supercapacitor parts with LastGASP feature (in case of a power
outage, the router is operating further, while an immediate notification will be sent

from the event to the Device Manager A software).



Chapter

2.1 Power voltage / Current

2. Technical data

1 Power Voltage

Microfit 4 -pins power input
1 Current / Consumption:

operation / selected

connection
Average: 200mA
module) / 2.4W V3.84W, 12VDC

ratings

nNG E>R n!

n-VZA/NE} Vpoweray ¥a

For the connection it is recommended to use the DC microfit connection power

adapter or a 12V DC supply according to the pinout which can be seen on the next

figure.

4-PIN connector (Power Input)

4
2

Pin assignment of 4-pin connector

s ot
! 1

Pin number Name Functions
3 POWER - DC power negative input
4 POWER+ DC power positive input

2.2 Cellular module

s (order options)

1 LTECat.l/450 MHzm odule ~=dat Ng X

Module:

o SIMCOM A7676E

Bands:

o LTE Cat.1/450MHz : B1/B3/B8/B20/B31/B72
0 GSM/EGPRS: 900/1800MHz

! LTE Cat.M/Cat.NB /450 MHz m

Module:

o SIMCOM SIM 7070E

odule mdAt

X
P

=

b

X»

b

=

pX

(from external 12V DC power adapter)

- 320mA, 12VDC (according to

uU



Bands:
o LTE Cat.M /450MHz :B1/B2/B3/B4/B5/B8/B12/B13/B14/B18/B19/B20/B25/
B26/B27/B28/B31/B66/B72/B85
o LTE Cat.NB: B1/B2/B3/B4/B5/B8/B12/B13/B18/B19/B20/B25/B26/B28/B31/
B66/B85
o GSM/EGPRS: 850/900/1800/1900MHz



Chapter 3. Device exterior design and appearance

ETHERNET

RESET

Industrial DCU, assembled in aluminum casing
with interface connectors | ports

1VPOWER (9 -32V DC): Microfit  4-pin power connector (for DC power/adapter)
2 V*SIM card slot (2FF)

3 Vmicro -USB connector (for configuration)

4 VReset button (hole)

5 V Ethernet (RJ45, 10/100 Mbit)

6 VAntenna connector (SMA -M, 50 Ohm)

7 V3 Operation LEDs

8 VRS485 / Modbus connector (3 -pin terminal block)

9 VMbus connector  (2-pin terminal block)

* SIM insertion: push the APN  -activated SIM  intothe SIMtray (2) - the SIM chip surface
must be look to top and the cutted edge of the SIM must be look to the DCU vy then

push the SIM until it will be fixed and closed (you will hear a soft click sound).



Industrial DCU MBUS with Mbus and RS485 / Modbus connector s

Industrial DCU MBUS , assembled in aluminum casing,
attachable to 35mm DIN rall (with an adapter)



3.1 Safety cautions

The device must be used and operated according to the user manual provided.

Only a responsible and skilled person with adequate experience and knowledge
in wiring and installing a DCU device, as instructed by the service team, should

carry out the installation.

It is forbidden for the user to touch or alter the wiring or installation. Th e device
enclosure should not be opened during operation or when connected to power, and

the device PCB should not be removed or modified. No modification or repair should

be made without the manufacturer's permission, as this will result in the loss of

pr oduct warranty.

CAUTION! Only certified experts or the manufacturer are authorized to open the

device enclosure.

The device uses 9 -32V DC power supply within the enclosure, and the enclosure
should NOT be opened or the PCB touched.

The IP51 immunity prote ction will only be effective if the device is used under
normal conditions and with undamaged hardware in the provided enclosure

chassis.

Any deliberate damage or malfunction of the device will result in the loss of

product warranty.

To ensure safety, the following guidelines should be followed:
Y Keep the chassis area clean and free of dust during and after installation.
Y Wear appropriate clothing to avoid loose clothing getting caught in the chassis.

¥ Avoid actions that could cause a hazard to people or equipment.

Safety preucations for  Electricity

Y Read all safety warnings before working on equipment powered by electricity.



Y Locate the emergency power -off switch for quick access in case of an electrical
accident.

Y Disconnect all power before installing or removing a chassis, working near power
supplies, or inserting a SIM card.

Y Look for potential hazards in your work area, such as moist floors, ungrounded
power cables, frayed cords, and missing safety grounds.

¥ Never work alone  if hazardous conditions exist.
Y Always verify that power is disconnected from a circuit before working on it.
¥ Do not open the internal power supply enclosure of the DCU.
Y In case of an electrical accident, follow these steps:
Y Use caution to avoid be  coming a victim.
Y Turn off power to the device.

Y If possible, send someone for medical aid. If not, assess the victim's condition
and call for help.

Y Determine if rescue breathing or external cardiac compressions are needed,
and take appropriate  action.

Preventing Electrostatic Discharge Damage

Y Electrostatic discharge (ESD) can cause damage to equipment and impair electrical
circuitry.

¥ Always follow ESD prevention procedures when removing and replacing modules:
Y Ensure thatthe DCU chassis is grounded.

Y Wear an ESD -preventive wrist strap and connect it to an unpainted surface of
the chassis frame to safely channel ESD voltages to ground.

Y If a wrist strap is not available, ground yourself by touching a metal part of the
chassis.



3.2 Mounting, fastening

The device's bopla aluminum enclosure can be fixed to a DIN -rail using the optional
ABBOOMKL fixation part, or mounted to a wall, placed in a server rack, or fixed in a

similar manner.

The dev ice enclosure

can be mounted using
either the AB  -MKL
one -sided DIN -rail adapter (left) or the AB8BOOMKL adapter (right) on a wall or DIN -rail.

These accessories can be ordered - m ore information

https://m2mserver.com/en/product/din -rail -mount _-unit -two -sided/

ht tps://m2mserver.com/en/product/din -rail-mount_-unit -one -sided/

3.3 Antenna

Please be aware that the presence of metal parts in close
proximity, the metal material of the cabinet, and industrial
conditions such asthe  use of high power levels or exposure
to external radio frequency signals can cause radio
interference and result in weak wireless signals during

transmission or reception, as well as reduced signal quality.


https://m2mserver.com/en/product/din-rail-mount-unit-two-sided/
https://m2mserver.com/en/product/din-rail-mount-unit-one-sided/

In these cases, we recommend testing the wireless

signal reception and quality. If necessary, you can

improve reception by using an external magnetic *
mount antenna that is mounted outside of the bbbk AR AL S

cabinet and placed on its surface.

3.4 Further accessories

The following accessories are not part o f the product, these are order options.

Microfit power cable:
Type: min. 70 cm, OMYA type, 2 x 1 mm”2, halogen free, double insulated wires, min.
24 V DC voltage, wires are marked by colors and
blanked.

Connector type : 4-pins Microfit (2 -pins are wired)
Feature: to provide 9.. 32V DC power supply
connecting for the  DCU (12V DC 1A).

For the wiring and assuring the power supply you

should take note to the following figure.

More information:

https://m2mserver.com/en/product/microfit -psu -cable/

4-PIN connector (Power Input)

43
2][1)

Pin assignment of 4-pin connector

Pin number Name Functions
3 POWER - DC power negative input
4 POWER+ DC power positive input



https://m2mserver.com/en/product/microfit-psu-cable/

RS485 cable:
You should use the following cable type : 70 cm OMYA type, 3 x 0,75 mm”2, halogen -
free, double insulated wire pair, up to min. 24V DC breakdown voltage, colour signed

cabling, blanked on the cable end V for supporting the 24V DC power
voltage.

Type of connection :terminal block, 3 -pin
' |A|B
Function: RS485 connection for external devices

Cabling must be d one considering the next pinout (from left to right): GND, A, B

Mbus cable:
You should use the following cable type : 70 cm OMYA type, 2 x 0,75 mm”2, halogen -
free, double insulated wire pair, up to min. 24V DC breakdown voltage, colour signed

cabling, b lanked on the cable end V for supporting the 24V DC power
voltage.

Type of connection :terminal block, 2-pin

Function: Mbus connection for external devices (up to 30 slaves)

Cabling must be done considering the next pinout (from left to right): -, +

DC p ower adapter:
Connector: 4 -pins microfit

Function: 12V DC 1A power voltage for the DCU

More information:

https://m2mserver.com/en/product/universal -power -

supply -12w1a/

UTP (Ethernet) cable:
Type: Cat5e UTP PVC
Connector: RJ45


https://m2mserver.com/en/product/universal-power-supply-12v-1a/
https://m2mserver.com/en/product/universal-power-supply-12v-1a/

Chapter 4. Software system
4.1 Operations ystem

The device runs on OpenW  RT” system with a micro Linux microkernel. The secure

boot system is integrated into the hardware -level eMMC secure chip and partitions
are encrypted by secure boot.

The DCU comes with a pre -installed system, which is tailored to the customer's
requirements and includes the operating system, software, and a factory default
configuration. The device uses aweb user interface (LuCi  *), and standard Linux -based

and UCI commands at the command line

4.2 LAN block feature

If the Ethernet (LAN) cable is disconnected from the DCU or the device it's connected

to, the device will notify of the event  and the LAN controller will be stopped for security
reasons. This can occur at the  DCU or the connected device. The LAN controller can

be re -enabled from the Device Manager A,

To block the LAN interface, go to the Device Manager software, access the Device
config tab, and allow it in the DCU's configuration. If the Ethernet removal event
occurs, it will be signaled in the Device Manager and the LAN controller will be
disabled, stopping LAN traffic immediately. After restarting the device, the DCU will
still not be able to communicate on the LAN interface until you allow usage again

from the Device Manager  * platform

4.3 Device Manager platform

The Device Manager * software can be used for the remote management of the
routers , DCUs. The application allows for  remote maintenance and reconfiguration of
the devices , as well as continuous monitoring of operating characteristics such as
network access, field strength, runtime, and QoS.

You can also replace and install firmware on the device and manage thousands of
routers , DCUSSs from this program, allowing for remote control and execution of tasks

on the device. In the Device Manager software, individual or group settings can be
made. Legacy or TLS communication can also be allowed in the Device Manager

software dur ing the M2M Industrial Router 2's communication.



4.4 TLS protocol communication

TLS v1.2 protocol communication can be activated between the DCU and the Device
Manager * from the software side, by choosing TLS mode or legacy communication.

The device uses the m bedTLS library and the Device Manager A (DM) uses the
OpenSSL library. The encrypted communication is double encrypted using a TLS

socket for added security.

The TLS solution uses mutual authentication to identify the two parties involved in

communication. Both sides have a private -public key pair, with the private key visible

only to the DM and DCU, and the public key in the form of a certificate. The device
firmware includes a factory default key and certificate, and until a custom certifica te
from the DM is received, the DCU will authenticate itself with the embedded

certificate. The router only implements factory default, so any TLS connection can be
established with any certificate, including self -signed, as long as the encryption inside
TLS is known. Access requires knowledge of the encryption and a successful self -

authentication with the root password.

4.5 Accessingthe device (via SSH connection)

The DCU can be accessed via an ssh connection, either remotely through the cellular
network ( LTE Cat.1,Cat.M or Cat.NB ) within the IP address range of the SIM card on
the WAN interface or via the local Ethernet interface (LAN). Access is protected with
RSA2 key.



Chapter 5. Starting the device

5.1Connectingthe  DCU

1. Ensure thatthe DCU is not under power voltage, therefore the power adapter
cable is removed from the POWER titled microfit connector (1) Vor the adapter

IS not connecting to the power network. Ensure, that all the 3 LEDs (7) are blank.

2. Mount aproper LTE antenna tothe SMA connec tor (6).

3. Insert an activated SIM card to the SIM slot (2) - the SIM chip surface must be
look to top and the cutted edge of the SIM must be look to the DCU Vthen push
the SIM until it will be fixed and closed (you will hear a soft click sound).

(In case of necessary of SIM removal you have to power off the DCU and push

the SIM a bit, while it will be released and can be removed).

4. Connectan UTP cable tothe device y Ethernet titled RJ45 port (6). During the
Qe ARGPF?cEArnde AN At N OQAK ANy rB2a mn ekrNg AQe AQeNOWNIDY e
Ethernet port. (After the configuration connect it to the network - or industrial

DAY ONyr é! ¢s necasU

5. Connect the RS485 device, Modbus meter , etc- to the RS485 port ( 8) to receive

the data of the external device or meter.



6. Connect Mbus device(s) you want to read out to the MBus port ( 9) to receive the
data of the external device (s). Max. 30 Mbus slave devices can be used at the

same time.

7. You can also configurethe  DCU throughthe micro -USB slot (4) by a microUSB -
USB cable of the PC connection.

Important ! By connecting the micro  -USB cable, the device will be powered on,
because it can be operated from 5V DC power alternatively (instead of

connecting the 12V DC tot he Microfit power connector).

5.2 First start

The DCU is provided with pre -installed system (which contains the operating

firmware and OpenWrt  * system, which are accessible on local website of the device ).

1. Connectthe Microfit connection power connector (1) when the DCU begins its
operation, where the LED lights will be signing and inform you about the

current status of the device.

9-32V DC power voltage input (interface nr. 1) should be used by the DC
powering with microfit connection 12V DC power adapter, or similar source

Alternatively you can use the micro -USB cable to provide 5V DC power for
At N E>Car enNacAadeAV

2. W hen powering the device on , the LED1 will be lighting with green color,
which means that systems start has began and the charging of the

supercapacitor s also have started

LED1 . LED2 LED3

3. Later, d uring the boot, the LED1 will be lighting with green and also flashing

with red color (which can be perceived as flashing with  orange ).



LED1 . LED2 LED3

. When the system will be ready to use, t hen LED1 and LED3 will be also lighting

continously by green .

LED1 . LED2 LED3 .

. The system start requires about 2 minutes, while the device loads the necessary

modules and prepares the web configuration user interface , while the system

is ready to login.

.>eARqF?2&N At N DAWJONyr 7daEeNANr (SIMjaphdARNedRIS A B e
on the device web interface) for the cellular internet connection 'V otherwise

the DCU will be restarting in ever 10 minutes.

Attention!
1 We suggest to change the login password on the web interface.
1 Ifitis necessary, enable the DHCP service for the LAN interface
1 Enable the firewall and IP route rules for Ethernet connecting devices.
1 Check the RS485 settings (  Ser2net menu ).
1 Maket he DCU settings ( Data Collection  menu).

. The mod ule registration to the cellular network is signed by the LED3 flashing

with green after the settings.

LED1 .\ LED2 LED3 .

. If the cellular network SIM card registration was succesful ,thenthe LED2 will

be also active by continous  lighting by green , which shows that the DCU can

access the cellular network already.

LED1 .\ LED2 . LED3 .




9. If you notice an unusual LED activity or other operation misbehaviour

sympthoms, read the  Troubleshooting chapter.

100uR re?yDZ Adt NDCMesettiBgS vidl USB donnection  (micro -USB port)
theninstallthe USB Ethernet/RNDIS Gadget driver to your computer by using

your web browser : https://m2mserver.com/m2m -downloads/RNDIS_win10.ZIP

5.3 Web user interface of the DCU
1. Toconnecttothe DCU, allowthe device IP address forthe Ethernet connector
interface in the Windows 2y r ANA G e EL rt NAAGQAT T uua

connection: 192.168.127.100, Subnet mask: 255.255.255.0)

2. Incase of USB connection, you have to setup the USB Ethernet/ RNDIS Gadget
virtual interface to the follow ing IP: 192.168.10.100, subnet mask: 255.255.255.0

3. Openthe DCUyr Ke QAKX midrket dbsoiNserd, Mefault web user interface
(LuCi) on Ethernet port d Ahytps://192.168.127.1on USB port ity https://192.168.10.1

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168,10.1. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about i?

The issue is most ikely with the website, and there s nOthing you can do 10 résolve it

Someone could be uying 1o impersonale the site and you should not conbinue

Accept the Risk and Continue



https://m2mserver.com/m2m-downloads/RNDIS_win10.ZIP
https://192.168.127.1/
https://192.168.10.1/

4. At the first time, you have to accept the security risk in the browser by choosing
the Advanced option atthe Potential Security Risk and Then choose xAccept

the Risk and Continue X option.

5. Thenthe DCUyr AeOQAAK 7Nk JdAANERAQN S dAA kN KeADN

"EUssername :root "EPassword: wmrpwd

s . M2M-Secure-Router - Cwvenvier + O

ps://192.168.10.1/coi- Ty @ N » ) =

Authorization Required

Lsermame root

Password [ TTTT) Il

6. Pushtothe [EHall button.

Attention! Ee Aa A Re ddndethe login pgssword before connecting
the router to  the public cellular network!

5.4 Access via SSH connection

The DCU can be accessed through ssh connection also, when it is available on its IP

address Vuse the putty terminal utility/tool for the connection

1. Connecttothe 192.168.10.1:22 IP address .

(Login :root , Password :wmrpwd )



2. Accept the security risk (RSA token) encryption key usage warning notice

(visible at first time only).

Then the Linux command line will appear, where you can use standard Uc Linux

kernel 5.10 compatible commands and execute scripts on the device.

EP root@M2M-Industrial-Router-2: ~ - O x

hentication prompts from server:

ractive prompts from server

You can also use UCI command line interface commands here. The UCI * (Unified
Configuration Interface) is an OpenWrt A APl utility that allows centralized
configuration and management of the OpenWrt A operation system, configuration of
the DCU.

To review the UCI commands and options that can be used, we recommend to read
UCI Reference Guide , which can be downloaded from our website.

http _s://m2mserver.com/m2m ___ -downloads/UCI_Command_Line_Reference_v3.pdf

E.g. you can make a query to ask the current setting of a service (openvpn, ser2net,

ddns, etc. by using the following command from command line)

#uci show service_name

You can also having the option to make detailed settings of a service by using the UCI

interface.


https://m2mserver.com/m2m-downloads/UCI_Command_Line_Reference_v3.pdf

Chapter 6. Web Administration user interface

6.1 Dashboard (Main page)

After login to the web interface, the startup screen appears with the current status of
the DCU. At the System part you can check that the Firmware version . It should be

202306141 0r newer version.

M2M-Industrial-Router-2 Status + System~ Services Neiwork~ VPN~ Logout

Status

System
Hostname M2M-Industrial-Router-2
Model Router-Standard
Firmware Version 202306141
Architecture ARMI26EJ-5 rev 5 (vbl)
Target Platform at91/sam9x
Kemel Version 510.154
STM32 Firmware 202207211
Local Time 2023-06-20 16:32:49
Uptime 1h 10m 24s

Load Average 0.09, 0.62, 0.59

Memory

Total Available 57.75 MIB / 118.86 MIB (48%)

68.83 MiB / 118.86 MIB (57%)

Buffered 6.09 MiB / 118.86 MIB (5%) [53-33 MiE / 118.86 MiB (5?%1]

43.63 MiB / 118.86 MIB (36%)

Modem
Modem Model ATET6E-LASE
Firmware Version AOT1BO1ATETEMT_211223
Serial 867007060000152
IMSI1 216012325017267
SIM 1D 8936200003250172672F
Operation Mode Online

Operator 21601




The Local Time shows the currently received time, the Uptime shows the spent time
since the last reboot/start.

Atthe Modem partyou will find the SIMinfo( SIMID ). There the Operation mode and

Access Technology  values will inform you about the current status of the cellular

connection.
There you can identif y the Operator information, cellular Network registration,

Network code and Network Cellid (cell identifier ).

M2M-Industrial-Router-2 Status ~ System~  Services~ MNetwork~ VPN~ Logout
Access Technology 3 (GSM)
CSQ/MRsSsI 23 (-68dBm)
CSQ/BER 0
MCG-MNG
Metwork Registration
Metwork Gode 0E1C

Network Cellid 00003FDF

Storage

Disk space 44 33 MiB / 487 .21 MIiB (99%)

Temp space 336.00 KiB / 59.43 MIB (0%)

Network

Protocol: PPP-4G
Address: 37.234.91.89/32
Gateway: 10.64.64 64
DNS 1: 217.79.128.40
DNS 2: 217.79.129.75
Connected: Oh Om 535

E5 Device: Tunnel Interface: "4g-wan"

Active Connections 25/ 15360 (0%)

Active DHCP Leases
Hostname IPv4 address MAC address Lease time remaining Siatic Lease
There are no achive leases
Active DHCPvV6 Leases
Host IPv6 address Lease time remaining Static Lease

There are no aclive leases




The CSQ/RSSI (dBm value) show the  current values of the mobile network reception
field strength. (The lower RSSI value siginificant to a better signal level / the higher SQ

value means a better signal level).

At the Network part you can IP  Address , which the SIM got from the mobile
enNeEAre ey r ONAA? KA ANAGRecEt s

6.2 Menu

By the menu you can access the following features:

- Status VStatus da ta, operation and system log, operation monitoring

- System V System settings, administration, software and f irmware refresh,
backup/restrore of the configuration settings , LED configuration, reboot, etc.

- Services V Dynami ¢ DNS settings , ser2net settings (RS485) , Data Collection
(RS485 Modbus and Mbus settings, PLC registers)

- Network VNetwork interface settings, DHCP, DNS, IP route rules (static routes) ,
diagnostics, Firewall , voice call config, SMS config

- VPN VOpenVPN settings

6.3 Status menu

In the Status you can check the current status ( Overview ),

at the Rout ing item the valid/active route settings,

at the Firewall item, you can see the firewall events and information,
check the system messages and event log ( System Log )

activities of the device (Processes )

=4 =/ =4 A -4 -

monitoring the realtime operation at the Realtime Graphs.

M2M-Industrial-Router-2 Status ~ System~ Services~ Network~ VPN~ Logout

Status

System

al-Router-2

lard




6.4 System menu
You can found several system settings in these menu items
1 Inthe System menu: Hostname (DCU name), Time synchronisation (time and
NTP server settings), Logging ,Language (of user interface)

1 Administration :Password (for admin user interface) and the SSH Access

M2M-Industrial-Router-2 Status + System~ Services~ Network~ VPN~ Logout

Status
System
Hostname
Model
Firmware Version
Architecture

Target Platform

1 Clone config backup / restore Vhere you can make a file of the current settings
which can be distributable to an anot her DCU device
1 Installation of further Software (3rd party tools, applications) from the online

software repository

1 Youcan setup Startup applicatons and services during the operation (start/stop
them)

1 You also can define Scheduled Tasks for starting them in the right time and
sequence

1 The LED Configuration is also configurable.

1 Youalso can Backup / Flash firmware updates (save system configuration and
refresh system FW)

Y Reboot the device

The button stores the settings and reconfigure the DCU related on these

settings.

6.5 Services menu

1 Device Manager menu to configure the management server settings

1 Here you can setup the  DynDNS (dynamical DNS) service settings



1 Data collection  menu, where you can setup the Modbus , PLC and Mbus data
collection properties

1 Inthe Ser2net menu you can configure RS485 operation settings

M2M-Industrial-Router-2 Status v System~ Services~ Network~ VPN~  Logout

Status
System

6.6 Network menu
1 Here you can configure the settings of each network Interfaces
1 Routing Vstatic route paths can be also defined  here..

1 Youcan modifythe DHCP and DNS settings .

MZ2M-Industrial-Router-2  status ~  System Se Network~ VPN~  Logout

Status
System
Hostname M2M-Industrial-Router-2

Router-Standard

9 Diagnostics - you can test network operation and connection health (ping IP).

1 Firewall rules can be declared here as the following submenu items: Port
forward, IP route, NAT settings.

1 A Voice Call Config  Vreboot the device remotely by initiating a voice call  Vthe
recorded phone numbers have right for executing the command

1 At SMS Config menu you can define remotely executable SMS commands.

6.7 VPN menu

9 Definethe OpenVPN client VPN tunneling connection settings

M2M-Industrial-Router-2 Status ~ System~ Services~ Network~ VPN~ Logout

Status
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1 For security reasons, we do recommend to change the password immediately

for accessing the administration user interface (local webpage). Read Chapter

9.6 for detailed settings.

1 Some protocols are disabled by default on the DCU, but most of them you can

enable to use:

o

The DHCP service is turned off by default. When enabled, the DCU assigns
IP addresses to connected devices, while the available Ethernet interface
addresses use static addresses. If you want to assign IP addresses by
DHCP, change the protocol value to DHCP client . You can do thisin the
Network / DHCP and DNS settings menu or under the Network /
Interfaces menu, inthe LAN interface, inthe DHCP section.

The IPSec service is disabled by default, but you can enable the service.
Read Chapter 9.7 for detailed settings.

The OpenVPN service is disabled by default, but you can enable the
service. Read Chapter 9.8 for detailed settings.

The Ser2Net (RS485/Modbus ) service is disabled by default, but you can
enabl e the service. Read Chapter 9.9 for detailed settings.

The Modbus / Mbus data acqusition feature can be actived and

configured inthe Services/ Data Collection menu.

1 Some protocols are disabled by default on the DCU and you cannot use them,

but you can ma ke a request and indicate your requirement before ordering:

o0 The IPv6 protocol is disabled for and USBLAN interface s by default.

M Notes on Firewall service :

o The Firewall feature is enabled by default (for security reasons), which

means that all communications are disabled except Ethernet, DHCP,

DNS, and WAN channels, the web port, and services and ports that are
required for normal, normal, and general operation.

Note, that enabling of the firewall service does not protect the device
from externa | DoS attacks and unauthorized intrusions. For reliable
operation, review settings and enable only the necessary  channels

We do recommend to disable all ports and protocols in the Firewall that

you are not currently using (connection / channel / data tran sfer) taking



into account access to the required ports and channels. To check this, the
Status / Firewall menu section is an excellent option for scanning
through traffic and the Network / Firewall menu, where you can add new
rules or modify existing ones.

o0 Please check the network traffic of the DCU frequently in the  Status /
Firewall menu (port number, incoming IP, especially outgoing data traffic
and downloaded data).

o0 Measure throughput and network traffic (per minute, per hour) - with the
help of the Status / Realtime Graphs menu or Statistics / Graphs  where
you can view the calculated and expected traffic volumes, which is
important if you want to avoid congestion. or the data traffic limit of the
SIM card used is limited.

If necessary, you can select a dedicated mobile network type (such as LTE only ,
GSM only (2G) ), or you can use automatic mode (which connects to the fastest
network type currently available). This allows you to limit the baud rate (and

volume) with the manual settings. You can set th is in the Network / Interfaces

menu on the WAN interface by clicking the _ button.

The parameters that can be used for the APN settings are always provided by
the SIM card issuer (mobile service provider). Contact them for APN , SIM PIN,
PAP/CHAP username ,PAP/CHAP password and other information.

The device constantly checks the interfaces and the viability of the connections.

In case of the power failure or power failure event , the network and data
connections are automatically reconnected after conditions are restored.

The RS485 data speed can be set between 300 and 19 200 baud on the web
interface. We recommend to you use 9 600 baud (for general industrial devices),

1200 or 2 400 baud (for utility meters) for better compatibility.

If youdo notwanttousethe DCU on a mobile network, but as a wired Ethernet

and RS485 data concentrator |, then configure that in the Network / Interfaces

menu, remove the  WAN interface with the - button. From then on, the
device will not be restarted even if no Sl M card is inserted.

HTTP,HTTPS redirect and HTTPS certifications and SSL certifications are used.
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8.1 Interface settings

The list of the available network interfacescan be found at the Network /  Interfaces
menu , at Interfaces tab.

The interface means  (ethO ) the Ethernet port connection, the USBLAN is the
USB-Ethernet ( usb0 ) and the WAN interface is the wireless Internet connection ( 4q -

wan ) for the cellular modem.

M2M-Industrial-Router-2 Status ~ System ~  Services Network~ VPN~  Logout

Devices  Global netwo

Interfaces

Protocol:

USBLAN
]

ush0

Modifying the LAN interface settings

At the interfaces, at right you can modify the settings with the _ button.

The button stops the communication on the current interface, the
button reconnects the related interface connection.
At the upper , , LAN title you w ill found further settings for the chosen

Interface.

1



8.2 Cellular / mobile internet settings

Open the WX item from the upper selection. Then at the General Set tings tab you
can see the current status of the interface and the transmitted data amount.

Setup the module for connecting to the LTE or Cat.M / Cat.NB cellular network
(according to the assembled module type) Vat the WAN interface tab.

Interfaces » WAN

Advanced Settings = Firewall Settings DHCP Server

Status

Protocol

Modem device

Disabled

Preferred Mode ctio Automatic

APN internet

PAF/CHAP usemame

PAP/GHAP password

Dismiss

Preferred Mode Selection field V we
Preferred Mode ctio Automatic

suggest to use the Automatic option,
Automatic

which will force the module to connect to

LT

WGDMA only

the last time used network connection

type. But, y ou can also choose LTE only
(LTE or Cat.M/Cat.NB) or GSM only (2G), etc. modes. Choose a cellular access

technology!

Fill the APN name .uR re? =feAya folNAPN AherDCY @ik fyNo connect by

the SIM -OA EDZ A2 Ae BAAGQOQAAAKT aAe AtN ANi A AWAQAAKAN A



Attention!
LTE Cat.M and Cat.NB (Narrow Band) networks require a compatible SIM card! Ask

your network operator / service provider for useful 2FF type SIM card.

Fill the SIM PIN code if it is necessary for the connection.

The PAP/CHAP username  and PAP/CHAP password settings can be also configured

here Vif it is required for the connection.

Attention!
The available APN settings will be provided by the SIM card provider mobile
operator or your mobile internet service provider.

Click to the b utton for saving the settings, then on the interfaces page click to
the SEVERSWANJUVAR button . The DCU will attempt to connect to the mobile network.

The module registration to the cellular network is signed by the LEDS3 flashing with

green after the settings.
LED1 :I LED2 LED3 .

If the cellular network SIM card registration was succesful, then the LED2 will be also

active by continous lighting by green , which shows that the DCU can access the

cellular network already.

LED1 :I LED2 . LED3 .

Once this is done, the device will be no longer constantly restarted!

After that, check data traffic at Network / Interfaces menu for WAN interface.




As you can see, the device is connected to the mobile internet network and currently
active - RX (received data), TX (sentdata) and KB (KBytes) are constantly increasing.

You can find further network settings  at Advanced Settings  tab .

8.3 Ethernet (LAN) settings

For the interface, at the LAN menu item at the Network Interfaces menu item

at the LAN interface _button

On the new screen click tot he General Set tings tab, where you can define an own IP

range ( IPv4 address ), with the related IPv4 netmask (subnet mask).

Interfaces » LAN

Advanced Settings  Firewall Settings DHCP Server

Status ,.ﬂ Device: 0
Uptime: Oh

Protocol Siatic address

IPv4 address

IPv4 netmask

IPv4 gateway

IPv4 broadcast

IPv6 address

IPV gateway

IPv6 routed prefix

Public prefix routed to this device for distribution to clients.

Dismiss




We recommend that you change the device 's default 192.168.127.laddress (IPv4
address ) to a custom IP address, depending on your subnet - or the way you want it

to be served by the DCU device.

Also check IPv4 netmask field to make sure it is appropriate for the class you want to

use.
To make the setting, press the button at the bottom of the page.

Important!  IPv6 service cannot be used, so do not enable or configure the fields

that apply to it.

If you do not want to assign a fixed IP address to the DCU, but want the device to
obtain its IP address from another network device (via DHCP), rewrite the IPv4
address as described above for the IP of the associated gateway or other network

device. address, then in the Protocol field, select DHCP client instead of Static address

and press _ button. The DHCP client setting for the ethernet interface will

then be active.

Interfaces » LAN

Firewall Settings DHCP Server

Status | M Device: e
Uptime: Oh

Protocol DHCP client

Really switch protocol?

Device | A etho

Dismiss

W hen you have modified the settings, sav ing them by the button.



8.4 DHCP, DNS settings

The DHCP service allows the automatic IP address providing for the connecting
devices in the current IP segment by the DCU.
The DHCP settings can be found at the Network / Interfaces menu (accordingto the

required interface). Choose DHCP Server tab for the settings.

Interfaces » LAN

General Settings ~ Firewall Settings
Advanced Settings  IPv6 Settings
Ignore interface v
Disable D for this interface.

sed address as ofiset from the network address.

Maximum number of leased addresses.

5m

Expiry time of leased addresses, minimum is 2 minutes ( 2m).

Dismiss

To enable DHC P service R ? AQtlgh@¢ intefface %X s feac At drR At N

DHCP configuration are displayed, with default values.

The Start field means what the  starting address should be within the subnet used by

the DCUUGQA e? & QAr N nuvn~ngnfesirUs

Use the Limit field to limit how many IP addresses are assigned. That is, the DCU on
subnet 192.168.x will assign IP addresses in the address range between Start and Start

+ Limit to the devices that want to connect.

Additional settings on the Advanced Settings tab, if required ( Dynamic DHCP
Subnet Mask ( IPv4 -Netmask )). Save the settings with the button.



Interfaces » LAN

General Settings  Firewall Settings

General Satup IPv6 Settings

Dynamic DHGP

Dynamically allocate DHGP addresses for clients. If disabled, only clients having static leases will be served.

Force DHCP on this network even if another server is detected.

1Pv4-Netmask

Owverride the netmask sent to clients. Mormally it is calculated from the subnet that is served.

DHCGP-Options

Define additional DHGP options, for example "6,192.168.2.1,192.168.2.2 " which advertises different DNS
servers to clients.

Dismiss

Further DHCP settings can be achieved at the Network menu, atthe DHCP and DNS

item, General Settings  tab.

At the Static Leases tab, you can see the list of the devices, which given their IP

addresses fromthe DCUyr Eo>e& r NEW dON ukasatmenNt N &ENANG AKX

DHCP and DNS

General Settings  Resolv and Hosts Files PXETFTP Settings ~ Advanced Settings Hostnames  IP Sets
Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations
where only hosts with a corresponding lease are served.

Use the Add Button to add a new lease entry. The MAC address identifies the host, the IPv4 address specifies the fixed address to use, and the Hostname is
assigned as a symbolic name to the requesting host. The optional Lease time ¢an be used to set non-standard host-specific lease time, e.g. 12h, 3d or infinite.

Hostname MAC address IPv4 address Lease time DUID IPv6 suffix (hex)

This section contains no values yef

Active DHCP Leases

Hostname IPv4 address MAC address Lease time remaining

There are no aclive leases




Here you can - devices to always provide the same dedicated IP address by the

device . This can be required by adding values to the Hostname , the MAC -Address

and the IPv4 -Address .Save your settings by the EENG) button.

8.5 DNS settings

You can configure the DNS service from the Network / DHCP and DNS menu,

choosing the Advanced Settings tab.

DHCP and DNS

General Settings  Resolv and Hosts Files PXETFTP Settings Stafic Leases Hostnames  IP Seis

Suppress logging

Suppress logging of the routine operation for the DHCP protocol.

Allocate IPs sequentially

Allocate IP addresses sequentially, starting from the lowest available address.

Filter private

Do not forward reverse lookups for local networks.

Filter useless

Avoid uselessly triggering dial-on-demand links (filters SRV/SOA records and names with underscores).
May prevent VolP or other services from working.

Localise queries

Retum answers to DNS queries matching the subnet from which the query was received if multiple IPs are available.

Expand hosts

Add local domain suffix to names served from hosts files.

Mo negative cache

Do not cache negative replies, &.g. for non-existent domains.

Additional servers file

File listing upstream resolvers, optionally domain-specific, £.9. server=1.2.3.4, server=/domain/1.2.3.4.
Strict order
Upstream resolvers will be queried in the order of the resolv file.

All servers

Query all available upstream resolvers.

IPs to override with

NXDOMAIN
List of IP addresses to convert into NXDOMAIN responses.

DNS server port

Listening port for inbound DNS gueries.

DNS query port

Fixed source port for outbound DNS gueries.




At the DNS server port field you can define the port for the DNS service (by default its
port number is 53).

When you have modified the settings, save them by the button.

8.6 Defining the route rules

Inthe Network / Routing menu you can define the rules for the current routing.

M2M-Industrial-Router-2  status = System Services Network~ VPN~

Routing

Routing def which inte

Static IPv6 Routes  IPv4 Rules  IPvE Rules

Static IPv4 Routes

Interface Gateway Metric Table Disable

- button.

These can be per formed by choosing the related interface and adding the Route

You can define a new one by the

Type , the Target IP address with Netmask , and Gateway IP address .

Routing

Interface

Spegcifies the logical interface name of the parent {or master) interface this route belongs to

Route type broadcast v

Specifies the route type to be created

the parent interface is taken if any, othery
for the route

Save the settings by the button.



8.7 Firewall settings

By default, the firewall is active, but it allows all communication by default . It is
necessary to limit the traffic. On public internet a device can suffer from several
network attack s and getting unwanted traffic , data collection. These unwanted

network activit ies causing the grow of the mobile network traffic and increasing the
transmitted data amount (which is unnecess arly decrease the available data capacity

of the SIM card).

Therefore, w e offer to check network traffic on the DCU : connections, communication
channels (port number, incoming IP) and to listen incoming  and outgoing network
activities!

You can check thesein Status / Realtime Graphs menu at Connections tab Vwhere

these can be listed.

M2M-Industrial-Router-2  status ~ System~ .5 Network~ VPN~ Logout

Load Traffic

(3 minute

upp: 1 Average: 0 Peak:
TCP: 1 Average: 1 Peak:

Other: 0 Average: 0 Peak:

Enable DNS lookups

Network Protocol Source Destination Transfer
TCP

UDP

If will you identify communication from an unwanted IP/port, then you have to disable

or limit the occured port or IP -segment at the firewall setting rules to deny this traffic.



In the Status / Firewall menu you can check the firewall statistic. The INPUT means

the incoming, the  OUTPUT the outgoing/transmitted and the FORWARD means the

forwarded communication/traffic hereby. As you can see, there are several
communicatin g IP addresses on several ports to the DCU and the subnet. Another
method for limitation can bve the whole disabling with opening and enabling only

necessary communication ports, IP -segments or allowing exact IP addresse s.

Check the valid Firewall rules at Status / Firewall —menu. Here you can see the rule

and direction of each communication channel.

M2M-Industrial-Router-2 Sfatus ~ System~ Services~ Network~ VPN~  Logout

Firewall Status

: Hide empty chains Show raw counters Reset Gounters Restart Firewal
IPv6 Firewall

Table: Filter
Chain INPUT (Policy: ACCEPT, 339 Packets, 25.57 KB Traffic)

Pkts. Traffic Target Prot. In Out  Source Destination  Options Comment
88 710 KB AGCEPT all lo T 0.0.0.0/0 0.0.0.0/0

Custom input rule

37224 KB  input_rule
input_ru chain

cistate
RELATED,ESTABLISHED

34506 KB ACGEPT
syn_flood tcp - tcp flags:0oc17/0x02

zone_lan_input all eth

zone_wan_input 4g-wan

Chain FORWARD (Policy: DROP, 0 Packets, 0 B Traffic)
Pkis. Traffic Target Prot. In Out Source Destination Options Comment

Custom forwarding rule

forwarding_rule }
’ == chain

ctstate
RELATED,ESTABLISHED

ACCEPT
zone_lan_forward a eth0

zone_wan_forward a 4g-wan

reject

Chain OUTPUT (Policy: ACCEPT, 0 Packets, 0 B Traffic)

Pkts. Traffic Target Prot. In Out Source Destination  Options Comment




You can modify firewall settings at Network / Firewall menu, General Settings tab.
M2M-Industrial-Router-2 Status + System~ Services~ Network~ VPN~  Logout
Port Forwards  Traffic Rules MNAT Rules Custom Rules

Firewall - Zone Set

The firewall your network inte o control network fraffic flow.

General Settings

Enable SYN-flo

Software based offloading for routing/NAT

Zone = Forwardings Input Output Forward Masquerading
lan accept v accept

accept

For first, the communication rules are listed here with the dir ections and operation of
the communication rules.

Here, you can see and modify the general rules of the communication, at the Input
(incoming), Output (outgoing) and Forward operations one by one by  accept it, or

reject , drop.

At the Zones part you can - a new rule to the current ones. You also can -or

_ an existed rule.

When you want to add a new firewall rule, it must be performed very carefully,

because you can disable or tilt ports communication which are used by the DCU or



some network  services by general (e.g. Port nr. 67 is necessary for the DHCP service
and 80 port for the, port nr. 52 for DNS, port nr. 1194 for OpenVPN, etc).
Here you can limit the incoming, outgoing, and forwarded traffic for each subnets.

When you have modified th e settings, save them by the SEVERWANo\AN button.

The firewall can be configured by default to allow or disallow the communication \%
according to the chosen settings. It = e X protectthe DCU against external network
attacks or intrusions when just enabli ng the firewall feature.

Further port -level filtering or interface traffic limits, or Traffic Rules settings are
necessary to define!  When you have modified the settings, save them by the
button.

M2M-Industrial-Router-2  status m vices Network ¥ VPN~  Logout
General Settings  Port Forwards MAT Rules  Customn Rules

Firewall - Traffic Rules
Traffic 1 ine po r pack g en different zo amp raffic 2riai or to open WAN on the router.
Traffic Rules

Name Action Enable

Allow-DHCP-Renew input

Allow-Ping n input

Allow-IGMP o input

To | this device

Incoming , P
Allow-DHCPV6 From |wan

To M= dewes, port

Incoming . P

Allow-MLD F wan , IP input

To | this device

Allow-ICMPv6-Input

Allow-ICMPv6-Forward i forward




8.8 Port Forward settings

Here in the Network / Firewall menu, Port Forwards tab you can setup, that which
port forwarding rules should be valid. Here you can add the necessary ports and IP

adresses.
M2M-Industrial-Router-2 Status + System =~ Services ~ Network~ VPN~  Logout

General Settings Traffic Rules = MAT Rules = Custom Rules

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.
Port Forwards

Name Action Enable

This secfion contains no values yerl

You can define the necessary port and IP address. Or you can add a new rule by the

- button.

Firewall - Port Forwards - Unnamed forward

Advanced Settings
Name
Protocol TCP
Source zone wan wan: [

External port

Match incoming traffic directed at the given destination port or port range on this host

Destination zone lan lan: A

Internal IP address v

Redirect matched incoming traffic to the specified internal host

Internal port

Redirect matched incoming traffic to the given port on the internal host

Dismiss

When you have modified the settings, save them by the button.




8.9 IP routing, NAT settings

Inthe Network /Firewall menu ,at Traffic Rules tab you can setup the  Traffic Rules

You can add a new rule by the - button.

Firewall - Traffic Rules - Unnamed rule

Advanced Seftings = Time Restrictions

Name

Protocol

Source zone Device (output)

Source address

Source port

Output zone

Destination address

Destination port

Action

Dismiss

When you have modified the settings, save them by the button.

Here you can open ports (e.g. for TCP) for the packages, or you can define new

forwarding rule settings for the interfaces ( New forward rule ).
Always set the rules carefully so as not to exclude the po ssibility of basic
communication, and you should also make sure that the DCU remains available on

the network, because it is easy to exclude ourselves or just the possibility of remote

login. E.g. you should find out about the standard port numbers used by each service
(E.g. FTP: port 21, SSH/Telnet: port 22 2, web: port 80, etc).

Properly designed port filters and rules minimize communication, which is very
important from a data traffic point of view, and can minimize the risk of an open
vulnerability. It's a good idea to set the rules so that only the most necessary services

and ports can distribute data on the network.



8.10 Dynamic DNS settings

In the Services / Dynamic DNS menu you can allow the DDNS service providing and
the IP address of the DDNS.

For first, the Dynamic DNS service should be started by the - button.

New DDNS entry can be by the button or the current can be changed by the

_ button Veven for IPv4 or IPv6.

Save the settings by the EEWE button.




