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1. Device configuration (OpenWrt user interface)

1.1 Web user interface

Important!

The modem software contains a pre-configured system. Please check the configuration, and if
the settings are not match with your expectations, change the configuration settings and save
them.

1. The modem’s local web user interface (LuCi®) is reachable through the USB interface —
on the device's default addresses.
For the usage you have to install the ,RNDIS Driver” to your computer, according to
the Installation manual Chapter 2.3.

Attention!
For accessing the web user interface we recommend to use the Mozilla Firefox® web
browser.

2. Enter the default web user interface address of the device on the micro USB interface is
the following URL by default: https://192.168.10.1

3. In the Mozilla browser you will get a security risk message, its not important to take care,

but choose the Advanced option.

S [=IEq
. A Warning: Potential Security Risk /X

« - G @ () hitps://192.166.10.1 0% f_}| mweo® =

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.10.1. If you visit this site, attackers could try to
steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the web site, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the web site’s administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Report errors like this to help Mozilla identify and block malicious sites



https://192.168.10.1/

4. Then click on the Accept the Risk and Continue button to access the modem'’s webpage.

. & Warring: Potential Security Risk © X -0l ]
&« = G o |(i) hitps://192.168.10.1 0% {7‘ m o ®® =
B
I Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.10.1. If you visit this site, attackers could try to
steal information like your passwords, emails, or credit card details.

What can you do about it?
The issue is most likely with the web site, and there is nothing you can do to resolve it.

If you are on & corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the web site’s administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Web sites prove their identity via certificates. Firefox does not trust this site because it uses a certificate
that is not valid for 192.168.10.1.

Error code: SEC_ERROR_UNKHOWN_ISSUER

View Certificate
Go Back (Recommended) Accept the Risk and Continue

Report errors like this to help Mozilla identify and block malicious sites

L]

5. The OpenWRT® system’s LuCi® web interface has loaded into your browser. Now fill the
Username and Password fields and click on the Login button for the entry.
Username: root

Password: wmrpwdM2M

MW M2M-Prod - LuCl

c https://192.168.10.1 /g

M2M-Pro4

Authorization Required

Please enter your username and password.

Username

Password

[@ Login B Reset

SN: FFFFFF-123456 / Powered by LuCl Master (git-18.066.57667-6c19407) / OpenWrt SNAPSHOT r6395-6c19407




1.2 Dashboard (Main page)

After you have logged to the web interface, a startup screen appears with all relevant information
and the current status of the device.

At the System part, you can check the installed software build (M2M Software version) where
it should be 202002071 or newer. (If it has an older version, then refresh the firmware, please.)

At the Local Time you can check the current time.

The Uptime shows the spent time interval since the last bootup (or reboot).

M2M-Pro4 Status ~

MNetwork = Statistics = Logout

Status

System
Hostname
OW Model
OW Firmware Version
M2M Hardware Version
M2M Software Version
Kernel Version
Local Time
Uptime

Load Average

Memory

Total Available
Free

Buffered

Network
Modem Model
Modem Revision
IMEI
SIM 1D
Modem RSSI
MNetwork Name
Metwork Code

Cell ID

M2M-Pro4

Olimex A20-Olinuxino Micro

OpenWWrt SNAPSHOT r6395-6c19407 / LuCl Master (git-18.066.57667-6c19407)
BED08x

202001223

41423

Wed Jan 22 09:55:39 2020

Oh 18m 51s

0.04,017,0.25

207692 kB / 250752 kB (82%)
203480 kB / 250752 kB (81%)

4212 kB /250752 kB (1%)

LEM0-EU V2

20.00.403

351622075718086

8936200003250175493
13131 (41%)

Telenor HU

21601

0



At the Network part, first you can check the wireless modem availability at IPv4 WAN Status or
IPv6 WAN Status part, as the module’s IMEI identifier and the SIM ID identifier of the used SIM
card.

The wireless network access’ current status and health, properties can be checked at Modem RSSI
(cellular network signal strength), Network Name, Network Code and Cell ID is getting from
the mobile operator.

The modem’s wireless network address can be seen at IPv4 WAN or IPv6 status. There the Type
value will show you the connection type as 2G, 3G or 4G LTE.

M2M-Pro4 Status ~ System~  Senvices~ Users ~  MNetwork ~  Statistics ~  Logout
SIM 1D 8936200000350863556
Modem RSS! 22131 (70%)
Network Name Telenor HU
Network Code 21601
Cell ID 216012035086355
IPv4 WAN Status £ Type:dg

4g-wan Address: 10.255.224 179
Netmask: 255.255.255.255
Gateway: 10.64 64 64
DHS 1: 192.168.1.225
Connected: 2d Oh 5m 25z

IPv6 WAN Status o
” Not connected

Active Connections 11/ 16384 (0%)

DHCP Leases
Hostname IPv4-Address MAC-Address Leasetime remaining
There are no active leases.

DHCPV6 Leases
Host IPv6-Address DUID Leasetime remaining

There are no active leases.

1.3 Menu overview

By the menu you can access the following features:



- Status - Status data, operation Logs (system, kernel, event log), Firewall, monitoring the
operation (at Processes and Realtime graphs)

- System - System settings and administration, software installation (3rd party tools), startup
settings and scheduled tasks, time synch, mount points (for Flash memory, file systems),
LED configuration, Firmware flashing, Backup/Restore of the configuration settings, Custom
commands, Reboot of the system)

- Services — RS485 metering data connection settings and configurable readout schedules.

- Users — add/delete users, Clone configuration, Periodic ping and reboot of the device

- Network — Network interface settings (USB/Wireless module), SIM PIN change, Hostname,
Bandwith Diagnostics, Diagnostics, Serial proxy (RS485 settings)

- Statistics — System graphs and statistics settings

- Logout — Logout and login with a different user

1.4 Status menu

e In the Status you can check the current status (Overview).

M2M-Pro4d Status - Systemn - Senvices = Users - Metwork -

Statistics - Logout

Status

System

Hostname M2M-Prod

OW Model Olimex A20-0linuxing Micro

OW Firmware Ve SRt st OpenWrt SMAPSHOT r6395-6c19407 / LuCl Master (git-18.066.57667-6c19407)

e Check system messages and event log (System Log, Kernel Log).
e Check the activities of the device (Processes).
e You can find monitoring features of the realtime operation at the Realtime Graphs.

e You also can check or download the Event Log here.

1.5 System menu
e You will found several system settings in the System and the Administration menu items.
e Installation of further Software (3rd party tools, applications for the Linux distribution).
e You can define the Startup applicatons.
e Initialization of programs can be configured during the operation and the Scheduled Tasks.

e Setup the N7P server for Time Synchronisation.



e The Mount Points are showing the available (mounted) shares of the Linux file system and

flash memory.

M2M-Pro4  staws- System- Senices - Users =  Metwork~  Stafistics = Logout AUTO REFRESH ON

Status

System
Hostname -Prod
OW Model ex AZ0-Olinuxino Micro

OW Firmware Version nWrt SMAPSHOT rG395-6c19407 / LuCl Master (git-18.066 57667-6c19407)
M2M Hardware Version

M2M Software Version

Kernel Version

e The LED Configuration is also configurable for custom needs.
e You also can Backup and restore your system configuration, applying Flash firmware
updates.

e Custom Commands for defining some connads to execute.

e Reboot menu: for restarting the device.

1.6 Users menu

e You can define or modify, delete Users for allowing to access the system

e Define periodic ping (for QoS check) or periodic reboot (for industrial standard or
safety reasons).

e Clone config backup/restore for easy cloning of the currently saved settings to
another device.

o Clone config backup/restore plane text — the same feature in uncompressed format.

M2M-Pro4 Status System Senices Metwork Statistics Logout AUTO REFRESH ON

Status

System

Hostname
OW Model

OW Firmware Version B.95-0C 19407 / LuCl Master (ait-18.066.57667-6c19407)



1.7 Network menu

e Here you can configure the settings of each network Interfaces (for the wireless module
and the USB port)

e You can define the DHCP and DNS settings for the wireless LTE module and connection.

MZM-PFO4 Status = System~ Users = Network =  Statistics = Logout

Status

System

Hostname
OW Model
OW Firmware Version

619407 / LuCl Master (git-18.066.57667-6¢19407)

M2M Hardware Version

M2M Software Version 20200

o Define Hostname for the modem for easier identification of the device on your network.

e At the Static Routes are also configurable (IP route settings).

e Firewall settings for control and rule the incoming and outgoing, througput communication.

e At the Bandwith Diagnostics item, you can configure a diagnostic address for testing the
communication health.

o At the Diagnostics menu, you can check network access (ping, traceroute, nslookup).

e TR-069 settings are here for configuring the TR-069 compatible remote management server
and its management settings.

e Also you can configure the RS485 port settings at the Serial Proxy menu.

e In the IEC scheduler menu you can configuration the utility IEC1107 compatible meters

readout setting and the FTP transmission settings (to a remote server).

1.8 Statistics menu

e Check the statistics Graphs - you can test the network operation and connection health by
the ping an IP address for the interfaces.

e Here you can Setup the system Statistics

M2M-Prod Status = System - Senices - Users = Network-  Sfafistics -  Logout

Diagnostics



1.9 Logout menu

This menu item will allow you to log out from the OpenWrt® environment in your computer
browser.



2. Important notes

e By security reasons, we do recommend to change the web user inteface login and
password as soon as you can.

e The IPv6 protocol is disabled for the LAN interfaces by default, change it if you want to
use it instead of the IPv4 protocol. Use the Network / Interfaces menu USBLAN interface
and the IPv6 relevant fields.

e The DHCP service is active for all interfaces, therefore the device will giving IP addresses for
the connected devices, but the protocol which is used, configured for static IP addresses for
the ethernet interfaces. If you want to use and distribute IP addresses by DHCP, change its
protocol to DHCP client. You can change its settings in the Network / DHCP and DNS settings
menu or in the Network / Interfaces menu, USBLAN interface and DHCP section.

e The Firewall service is active by default (by security reasons), therefore all communication
is disabled excluding the used ethernet, DHCP, DNS and WAN channels, web port and the
necessary services and ports for normal operation for the modem.

e We recommend you to disable all ports and protocols in the firewall which you are not using
actively or which are not necessary to the connection and data transmitting by respecting
the ports which are necessary for the general operation. Use to check Status / Firewall menu
to check the data throughput and the Network / Firewall to configure new roles.

o The firewall is not protecting the device against external network or DoS attacks,
if you just enable the firewall feature. For a massive and advanced safety, you have to
customize the settings by harmonized with you used current network and connection
settings.

e We offer to check the network traffic on your modem frequently by the Status /
Firewall menu option to be ensured that all of your connections and active communication
channels (port number, incoming IP) are using only the wanted paths and routes and
listening the defined incoming activities and consequently occuring the estimated output
traffic.

e We offer to measure your throughput data and network traffic (by minutes, hours) —
use the Status / Realtime Graphs or Statistics / Graphs and calculate the estimable
data transmitting amount according your expectations and the data limits of the used SIM
card.

e The modem has 4G wireless transmission capabilities and 2G/3G fallback in case of the

unavailability of the 4G network. In this case, the device will operating on the 3G or 2G



network. When the 4G network will be available again, the device will switch back to the 4G
network. This feature is configurable for the WAN interface of the device.

If you need, you can choose dedicated wireless service type or automatic mode (using which
is accessible). Therefore you can limit your data transmitting for 2G or 3G instead of the 4G
— for example. Use the Network / Interfaces menu, WAN interface, Edit button and
Service Type field.

The available APN settings will be assured by the SIM card provider mobile operator or your
mobile internet service provider. Ask them about APN, password, SIM PIN and further
necessary information for the configuration.

When configuring the SIM #1 APN or PIN settings, after the saving, the modem will not
restart its module automatically with the new settings. You need to restart the modem by
the button in the OpenWrt® menu at Network / Interface settings.

In case of network outage, the wireless network and cable connections, sessions will be
reconnected soon, data will be received and transmitted automatically (by the settings) as

the power source was estabilished. The RS485 data will be also able to received soon.

You can configure RS485 data speed rate betweeen 300 baud and 115 200 baud, but
please consider that max. 19 200 baud is guaranteed to receive by the device. Note, that we
offer to use 2 400 baud speed rate, which is standard for utility meter’s data readout and
can be guaranteed that it will work. With higher data speed rates some connected systems

can cause loss of characters/data in case of some models, meter types.

The utility meter readout through the RS485 port is possible only by using and connecting
IEC1107, DLMS compatible (IEC 62056-21, IEC 62056-31 supported) devices.
You have to configure the RS485 meter connection settings at the Network/IEC Scheduler

menu item.

The device has service modes by its Reset button — for stop, restart and applying the

default configuration. You will found further information in the Installation Guide



3. Network configuration

3.1 Interface settings

The list of the available network interfaces can be found at the Network / Interfaces menu item.

M2M-Pro4 Status +  System~ Semices ~ Users ~ MNetwork v  Statistics = Logout

Interfaces

Interface Overview

Network Status Actions
USBLAN Uptime: Oh 9m 40s - )
MAC Address: 7E-4A-28-17-D1-96 & Connect || @ Stop 4 Edt i Delete
o RX: 488.28 KB (5266 Pkts )
15t TX: 960.91 KB (2748 Pkts.)

IPv4: 192.168.10.1/24

Ll Connect @ Stop &  Edit %] Delete

RX: 0B (0 Pkts.)

TX: 0B (0 Pkts.)
wan

7] Add new interface...

Save & Apply Save

The USB-LAN interface is listed for configuring and using the modem by your PC through the micro

USB connection (usb0 interface).

The WAN interface means the wireless Internet connection (as 4g-wan) the physical 4G module.

Modifying the interface settings

At the interfaces, at right you can modify the settings with the &=

button.

2 Connect

The Stop button stops the communication on the current interface, the button

reconnects the related interface connection.

3.2 Cellular internet settings
The wireless module / cellular network settings of the modem can be configured at the Network
menu, Interfaces menu item. Open the WAN item from the interface list by the Ed/it button.

(You can also use the Network / Interfaces item — if you want to configure only the APV settings).



The wireless connection can be operated through the dynamic and static IP address (IPv4)

assignment also - which is provided by your mobile operator.

M2M-Pr°4 Status « System~  Semnices v Users ~ Metwork « Statistics = Logout _ AUTO REFRESH ON

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several

Common Configuration

General Setup Advanced Settings Firewall Settings
Status | Uptime: 2d Oh 20m 50s
4g-wan MAC-Address: 00:00:00-00:00:00

RX: 19.45 KB (224 Pkts.)
TX: 615.03 KB (10001 Phts.)
IPv4: 10.255.224 179/32

Protocol PPP-AG B

]

@
]
@

13

)

Wireless networke | 41

Mabile country code

Mabile network code

DualSIM [
SIM #1 APN 2
PIN g
SIM #1 PAP/CHAP username
SIM #1 PAP/CHAP password (=]

Dial number

At the General Setup tab, you can see the current status of the interface with transmitted data
amount.

The device detects the 4G module and configuring. You only have to setup the APN you want to
use for the WAN (ppp-4g) interface and the PIN code of the SIM (if it is presented).

The Wireless Network field gives you the opportunity to choose a .c/

dedicated communication band or you can leave it on default value: |''° “"@nge

4G/3G/2G — which means the Auto mode. S

This mode could grant the best speed and quality option (for 4G o
4GI2G

selection), or the garanteed operation on any network (/a/lback feature |4G3c

for 4G/3G/2G selection (when the 4G cellular network service is not
available the 3G will be used — it 3G is not available, or 2G fallback will be used — when 3G or 4G

will be available again, it will switch back to 4G).



If you have to use a dedicated network like 3G, 2G, etc., then choose the required network type,
please.

Take consider, that the fallback mode will be inactive in this mode — if you choose the 4G
and it the network will be not available, there will not be provided 3G or 2G fallback (if the choosen
network is not available, the device won't get mobile network access). For fallback always choose
the Auto mode (4G/3G/2G setting).

Here you can define the SIM #1 APN name for the Internet connection, which is necessary to use.
When you will not set any value for the APN, the modem will restart the modem sequentially in

every ca. 10 minutes until it is not configured properly.

Here you can define SIM card’s PIN code if it is necessary for the connection.
Note, that the PIN code which is already configured here, it cannot be seen here due to the security

rules — the characters are placed by asterix signs. Just modify the PIN if you would like to change.

Important!
If you need to change the PIN code, use the Network / SIM PIN Change menu item.

Authentication methods:
e The SIM #1 PAP/CHAP username and SIM #1 PAP/CHAP password settings can be

also configured here — if it is required for the connection.

e If you need dialup connection for using the Internet service at your provider, set the Dial

number value (format: *99***1# ).

Click to the SEVCERLY:]:1)Y button for saving the settings, while the device is restarting the modem
with the new settings and will connecting to the cellular network.

Then, you can check the data transmitting at the Network / Interfaces menu, when check the

WAN interface status at the Interfaces part.

VAN Uptime: 2d Oh 46m 15s R )
MAC_Address: 00-00:00-00-00-00 & Comnect || @ Stop @ Edi & Delete

RX: 19.45 KB (224 Pkis.)

TX: 62014 KB (10084 Pkts )

IPva: 10 256 224 179/32

)

4g-wan

The device is already connected to the cellular network, it has active data traffic and the RX

(received data), TX (transmitted data) at Packets and KB (KBytes) values are growing.



At the Advanced Settings tab you will found further settings for the wireless module.

By default we do not offer to change these settings, only if you are special requirements at operating
the mobile network communication by the modem (these are the LCP Echo settings, the Bring up
on boot and the use built-in IPv6 management parameters mainly).

If you changed the configuration here, click upon button for saving the settings.

Then the device will reconnecting the module to the mobile network.

3.3 USB settings (micro USB interface)

The modem has USB connection interface, which is provided for configuration purposes (by your

USB-connected computer), and supports alternative DC power source.

M2M-Pro4 Status System Senvices Users Metwork Statistics Logout

Interfaces - USBLAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the “bridge interfaces™ field and enter the names of
several network interfaces separated by spaces. You can also use YLAN notation INTERFACE . VLANNE (e.g,: eth0.1).

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings
Status & Uptime: Oh 5m 495
usb0 MAC-Address: 82:F9:B2:5A:B9:.DB
R 127 .46 KB (1399 Pkis.)

TH:709.60 KB (1126 Pkts.)
IPv4: 192.168.10.1/24

Protocol Static address j

|IPvd address 192.168.101

IPv4 netmask 2552552550 j
IPv4 gateway
IPv4 broadcast
Use custom DNS servers hel
IPvE assignment length disabled j

@ Assign a part of given length of every public IPvE-prefix to this interface

|IPv6 address

IPvE gateway

IPVE routed prefix

@ Public prefix routed to this device for distribution to clients.

IPvE suffix

@ Optional. Allowed values: "euif4’, random’, fixed value like 11" or »:1:2°. When IPvE prefix (like "a:b:c:d:’) is received from
a delegating server, use the suffix (like ":1") to form the IPvE address (a:b:c.d:1") for the interface.



The USBLAN (usb0) interface settings for the PC connection can be performed by using the

Network / Interfaces menu item at the USBLAN part, where you need to choose the LN

button. Then choose the General Setup tab.

Here you can define Protocol (Static address or DHCP client) for getting IP address from a
connected network device.

You can define the IPv4 address of you static connection.

The IPv6 addresses can be also used, but by default the setting of the device it is disabled by the
IPv6 assignment length (disabled). You can allow this and add the IPv6 settings too.

If you have had changed some values here, please click upon the button for saving
the settings.

3.4 DHCP and DNS
The DHCP and DNS settings can be achieved at Network menu, DHCP and DNS item at General
Settings.

M2M-Pro4

Status + System =  Semvices + Users +  Network = Statistics +  Logout

DHCP and DNS

General Settings

Server Settings

Domain required

Authoritative

Local server

Local domain

Log quernes

DNS forwardings

Rebind protection

Allow localhost

Domain whitelist

Local Service Only

Mon-wildcard

Listen Interfaces

Exclude interfaces

Resolv and Hosts Files

TFTP Settings Advanced Settings

in the local network

I @ This is the only

{lan/

@ Local domain specification. Names matching this domain are never forwarded and are resolved from DHCP or hosts files only

lan

@ Local domain suffix appended to DHCP names and hosts file entries

T @ Write received DNS requests to syslag

&

@ List of QG servers to forward requests to
I @ Discard upstream RFC1918 responses

¥ @ Allow upstream respanses in the 127.0.0.0/8 range, e.q. for RBL services

&

@ List of domains to allow RFC1918 responses for
@ Limit DNS senvice to subnets interfaces on which we are serving DNS.

I @ Bind only to specific interfaces rather than wildcard address.
@ Limit listening to these interfaces, and loopback.
]

@ Prevent listening on these interfaces.



Below, at the Active DHCP Leases part you can see the list of the devices, which given their IP

addresses from the modem’s DHCP service (with the renewal /ease time).

At the Static Leases you can add network devices by the ="

button to be guaranteed to get
the same IP address after every leade time renewal. Define a Hostname and the valid MAC-
Address of the device and the required IPv4-Address.

Static Leases

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where only hosts with

a corresponding lease are served.

Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the /Pv4-Address specifies to the fixed address to use and the Hostname is assigned as
symbolic name to the requesting host. The optional Lease time can be used to set non-standard host-specific lease time, e.g. 12h, 3d or infinite.

Hostname MAC-Address IPvd-Address Lease time |PyB-Suffix (hex)

j j %] Delete

7] Add
When you have modified the settings, save them by the SENCRW.Y:):1)Y button.

3.5 Defining route rules (Static route)

We offer to check the currently used route rules - ARP routes, and the IPv4 and IPv6 route rules

which you can find in the Status / Routes menu.

M2M-Pro4 Status ~ System ~ Senices Users Metwork + Statistics « Logout

Routes

Routes specify over which interface and gateway a certain host or network can be reached.

Static IPv4 Routes

Interface Target IPv4-Netmask IPvd-Gateway Metric MTU Route type

Host-|P or Network if target is a network

This section contains no values yef
7] Add
Static IPv6 Routes

Interface Target IPv6-Gateway Metric MTU Route type

This section contains no values yef

] Add



Here you can define a new IP route rule, by the = "“  button.

These can be performed by choosing the related interface and adding the Host-IP or Network

name, the IPv4-Netmask, and IPv4-Gateway.

To apply the new settings, SE\K®.V:J:1)Y your settings you made here.

3.6 Firewall settings

By default, the firewall service is active, but it allows all communication. It can be necessary to limit
the traffic.

Important!
We offer to check the network traffic on your modem. Check connections and active

communication channels (port number, incoming IP) and listen the incoming activities and the

output traffic!

We highly recommend to check the firewall settings and configure the communication

to reject the unnecessary boundaries.

On the public Internet, you can have several network attack and getting unwanted communication,
internet data collection by applications. These all over the unwanted network activity causes the
growing the mobile network traffic and increasing the transmitted amount of data (which is

unnecessarly decrease the available data package amount of the SIM card in the modem).

You can check all of these at the Status menu, Realtime Graphs item at the Connections tab

— where these can be listed.

If you'll identify some communication from an unwanted IP/port address/range, then you can
disable or limit the affected port or IP-segment at the firewall setting rules to deny/prohibit this

traffic by disabling the communication on it.
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UNSAVED CHANGES: 4| AUTO REFRESH ON

Load Traffic Connections

Realtime Connections

This page gives an overview over currently active network connections.

Active Connections

(3 minute window, 3 second interval)

uppP: 23 Average: 22 Peak: 52
TCP: 15 Average: 14 Peak: 25
Other: 3 Average: 2 Peak: 3
Network Protocol Source Destination Transfer
IPV4 TCP 192.168.6.155:50354 192.168.6.102:443 2.00 MB (3501 Pkts.)

IPV4 TCP 192.168.10.11:56676 192.168.10.1:22 638.15 KB (4937 Pkts.)
IPV4 TCP 192.168.10.11:52586 192.168.10.1:443 2711.87 KB (1288 Pkts.)
IPV4 UDP 192.168.6.101:17500 255.255.255.255:17500 79.27 KB (446 Pkts.)
IPV4 UDP 192.168.6.101:17500 192.168.6.255:17500 78.56 KB (442 Pkts.)
IPV4 IGMP 192.168.6.254:0 all-systems.mcast.net:0 4934 KB (1579 Pkts.)
IPV4 IGMP 192.168.6.231:0 all-systems.mcast_net:0 48.59 KB (1555 Phkts.)
IPV4 ICMP 192.168.6.155:0 192.168.251.0:0 7.85 KB (134 Pkts.)
IPV4 TCP 192.168.6.155:50284 52.229.169.31:443 4.22 KB (17 Pkts.)

In the Status menu, Firewall menu item you can check the actual firewall statistic.

The INPUT chain means the incoming, the OUTPUT chain is the outgoing/transmitted and the

FORWARD chain means the forwarded communication/traffic hereby.

You can also see the Rejected chain here below.



M2M-Pro4 St Syste Logout

Firewall Status

Reset Counters Restart Firewall

Table: Filter

Chain INPUT {Policy: ACCEPT, Packets: 1, Traffic: 60.00 B}

Phis. Traffic Target Prot. In Out Source Destination Options

440 3579 KB ACCEPT all lo * 0.0.0.0/0 0.0.0.0/0 w3

3563 369.04 KB input_rule all * * 0.0.0.0/0 0.0.0.0/0 I#1fw3: user chain for input =

3260 33879KB ACCEPT all * * 0.0.0.0/0 0.0.0.0/0 ctetate RELATED ESTABLISHED /* 1fw3 %

24 122KB syn_flood tcp * * 0.0.0.0/0 0.0.0.0/0 tep flags:Ox1 T/0x02 /# w3 3/

302 3019 KB zone_lan_input all Br-lan * 0.0.0.0/0 0.0.0.0/0 w3

Chain FORWARD (Policy: DROP, Packets: 0, Traffic: 0.00 B)

Phts. Traffic Target Prot. In Out Source Destination Options

1268 192 53 KB forwarding_rule all * * 0.0.0.0/0 0.0.0.0/0 I*'fw3: user chain for forwarding */

0 0.00B ACCEPT all * * 0.0.0.0/0 0.0.0.0/0 ctstate RELATED ESTABLISHED /* !fw3 %

1268 19253 KB zone_lan_forward all br-lan * 0.0.0.0/0 0.0.0.0/0 w3

0 0.008B reject all * * 0.0.0.0/0 0.0.0.0/0 w3

Chain QOUTPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Pkts. Traffic Target Prot. In Out Source Destination Options

440 3579 KB ACCEPT all * lo 0.0.0.0/0 0.0.0.0/0 w3

4374 245 MB output_rule all * * 0.0.0.0/0 0.0.0.0/0 I w3 user chain for output *

4199 244 MB ACCEPT all * * 0.0.0.0/0 0.0.0.0/0 ctstate RELATED ESTABLISHED /* 'fw3 %

175 11.76 KB zone_lan_output all * Br-lan 0.0.0.0/0 0.0.0.0/0 w3

Chain reject (References: 1)

Phis. Traffic Target Prot. In Out Source Destination Options

0 0.o0oB REJECT icp * * 0.0.0.0/0 0.0.0.0/0 I*1fw3 * reject-with top-reset

As it can be seen, there are several communicating IP addresses on several ports for the device and
subnet.
Another method for limitation is to disable all ports, to open and enable only the necessary and

used communication ports, define the used IP address range by allowing exact IPs.

You can modify the firewall settings at the Network menu, at the Firewall item, General
Settings tab.
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General Settings Port Forwards Traffic Rules Custom Rules

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.
General Settings
Enable SYN-flood protection ¥

Drop invalid packets [

Input accept j

Output accept j

Forward reject j
Zones
Zone = Forwardings Input Output Forward Masquerading MSS clamping
lan: lan: 22 2 21| = [wan acce:-tj acce:-tj acce:-tj - - (] Edit #] Delete
wan: wan: 5| = reject j acca:-tj reject j I I | Edit #] Delete
] Add

Save & Apply Save m

As you can see, the communication rules are listed here by their acceptance (Accept/Deny/Reject)
with the directions of the communication (br-/an to wan or other).

Here, you can check or modify these firewall rules for the communication, at the Input (incoming),
Output (outgoing) and Forward operations one by one by accept it, or reject, drop.

@  Edi i) Add

You can Delete the settings or modify. Below, at Zones part you can — a new

Del Edi
rule to the current ones. You also can * 2% or & E

by SEVERIY.:]:1)Y button.

an existed rule. Save modified settings

When you'd like to add new rule to the firewall settings, it must done carefully, because you
can disable or tilt some ports out of the communication so easy (which ports can be used by the

device (by default) or they are necessary to existing for some network services or could required by



some other running tasks). E.g. Port nr. 67 is used by DHCP service and the DNS which is also using
a dedicated port (nr. 53).

Therefore you can add new port (which you have configured for the relevant service) to the firewall

H) Add ] Delete the

rules by the button. Configure the port and save the settings. Don't forget to

old, not relevant rule for the service. For modifying the Firewall settings, choose LR button.
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General Settings Port Forwards Traffic Rules Custom Rules

Firewall - Zone Settings - Zone "lan™

Zone "lan"

This section defines common properties of "lan”. The input and oufput options set the default policies for traffic entering and leaving this zone while the forward
option describes the policy for forwarded traffic between different networks within the zone. Covered networks specifies which available networks are members of
this zone.

General Settings Advanced Settings

Name lan
Input accept v
Output accept v
Forward accept v

Masquerading []
MSS clamping [

Covered netwarks [ ] usblan: S

Inter-Zone Forwarding

The options below control the forwarding policies between this zone (lan) and other zones. Destination zones cover forwarded traffic originating from "lan”.
Source zones match forwarded traffic from other zones targeted at "lan”. The forwarding rule is unidirectional, e.g. a forward from lan to wan does nof imply a
permission to forward from wan to lan as well.

Allow forward to destination
Zones:

Wan= s wan E.l-—

Allow forward from source

wan: | wan: [*
zones: L2



For the port-level filtering or interface traffic limits or Traffic Rules settings are also necessary to

define!

M2M-Pro4 Status 3 . Users e k Logout

General Settings Port Forwards Traffic Rules Custom Rules

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject trafic between certain hosts or to open VAN ports on the router.

Traffic Rules

Name Match Action Enable Sort

Allow- IPvd-udp Accept input 7 & || * [#) Edit 5] Delete
DHCP- From any hostin wan

Renew To any router [P at port 68 on this device

Allow- IPvd-icmp with type echo-request Accept input = =~ " [#) Edit 5 Delete

Ping From any hostin wan
To any router IF on this device

Allow- IPvd-igmp Accept input Ird & * & Edit ] Delete
IGMP From any hostin wan

To any router [P on this device

Allow- IPvB-udp Accept input w s || & @ Edit 5] Delete
DHCPvG  From IP range fc@0:/6 in wan
To IP range fe00:/6 at port 546 on this device

Allow- IPvB-icmp with types 130/0, 1324/0, 132/0, 14310 Accept input 7 + || * [#) Edit ] Delete
MLD From IP range fe80:/10 in wan
To any router IP on this device

Allow- IPvB-icmp with types echo-reguest, echo-reply, destination-unreachable, Accept input and = 2 . 2] Edit #) Delete
ICMPvG-  packet-too-big, time-exceeded, bad-header, unknown-header-type, limit to 1000 pkts.
Input router-solicitation, neighbour-solicitation, router-advertisement, per second

neighbour-advertisement
From any hostin wan
To any router IF on this device

Allow- IPv6-icmp with types echo-request, echo-reply, destination-unreachable, Accept forward and = 2 - 2] Edit #) Delete
ICMPvG-  packet-too-big, time-exceeded, bad-header, unknown-header-type limit to 1000 pkts.
Forward From any hostin wan per second

To any hostin any zone

Allow- Any esp Accept forward = 2 . 2] Edit #) Delete
IPSec- From any hostin wan

ESP To any hostin lan

Allaw- Any udp Accept forward 7 s | = [#) Edit 5] Delete

ISAKMP  From any hostin wan
To any host, port 500in lan

- Edit Delet .
Here you can Enable / Disable or 2 =" #1Deee o configured rule.

When you have modified the settings, save them by the SE\ERYLY]:1)Y button.



3.7 Port Forward settings
Here in the Network menu, at the Firewall item, Port Forwards tab you can setup the port

forwarding rules for the modem.

You can add a new rule by the AN button.,
Here you can define a rule with the necessary Protocols, interface (External zone and Internal

zone), Ports (External ports, Internal ports) and the Internal IP address values.
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General Settings Port Forwards Traffic Rules Custom Rules

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

Port Forwards

Name Match Forward to Enable Sort

This section contains no values yet

New port forward:

MName Protocol External External port Internal Internal IP address  Internal port
zone zone

TCP+UDP j wan j lan j j £ Add

Save & Apply Save m

When you modified the settings, save them by the SEXTKW.Y]5])Y button.

If you already have a forwarding rule, you can Enable/Disable, or Edit, Sort or Delete the rule.

Firewall - Port Forwards

Paort forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAM.

Port Forwards
Name Match Forward to Enable Sort
Teszt_forward  IPvd-tcp, udp IP 192.168.10.1, port 12346 in lan = o |l @ |# Edit 5] Delete

From any hostin wan
Via any router IP atport 12345



3.8 NAT settings

In the Network menu, Firewall item, Traffic Rules tab you can setup the Traffic Rules, and

the Source NAT settings.

You can add a new rule by the NN e iSave & Appl | to close the upcoming window.

Here you can open ports (e.g. for TCP) for the packages, or define new forwarding rule for interfaces

(New forward rule).

The Source NAT settings (below) can be performed for each protocol (tcp, udp), that the modem
allows the redirection of data —which incoming IP address and port must be redirected to which
outgoing IP address and port and must be forwarded the data traffic. You also can define a port

range, hereby.

Source NAT

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple WAN
addresses to internal subnets

Name Match Action Enable Sort

This section contains no values yet

New source NAT:

MName Source Zone Destination zone To source IP To source port

lan j wan j Do not rewrite j [£] Add and edit.

Erm eI
When you modified the settings, save them by the SEYRWLV]51)Y button.
These rules must always be defined, not to disallow the general communication.

Take care, because it is easy to enclose the device from the network or disabling the remote access.

Please, be careful when configure these settings.

Important!
Always check the standard ports, which are used by the network services and always allow these

to operating (e.g. FTP: port 21, SSH/Telnet: port 22, DHCP: port 53, NTP time server: port 123,
etc).




The proper port filtering, routes are minimizing the communication, what could be important by
safety reasons, and could decrease the open threads and risks of some safety leaks.

Always limit the access of services, and decrease the amount of the throughput communication on
the network by these rules to provide the operation only for the necessary services, ports, ip
addresses.

When you modified the settings, save them by the button.

At the Network / Static Routes menu item you can define a new route.

MZM-PFM Status ~ System~  Services = Users MNetwork ~  Statistics = Logout

Routes

Routes specify over which interface and gateway a certain host or network can be reached.

Static IPv4 Routes

Interface Target IPvd-Netmask |IPvd-Gateway Metric MTU Route type

Host-IP or Metwark if target is a netwark

This section contains no values yet

i) Add

Static IPv6 Routes

Interface Target IPvE-Gateway Metric MTU Route type

|PvE-Address or Netwark (CIDR)

This section contains no values yet

i) Add



4. Advanced services

4.1 Ping IP address / checking IP

Open the Network menu, Diagnostics item.

M2M-Pro4 Status System Senices Users Network Statistics Logout

Diagnostics

Network Ultilities

lede-project.org lede-project.org lede-project.org

IF"-;4j & Ping @ Traceroute @ Nslookup

Install iputils-traceroutet for IPv6 traceroute

Here you can check the availability of an IP address, that is it accessible (push L button), is
. . . . & Mslookup
there a naming service provided, and is there response between two IPs (push
T
button), furthermore you can query the path of the communication (by LSRR button).

Then below you will get the results listed.

Important!
Check that IP addresses, which are accessable from the current IP segment and APN zone for

sure (e.g. from an enclosed APN zone the device will not access the public internet, and from

the public internet it will not access the enclosed M2M APN zone).

Important!
In case of M2M APN the 192.168.1.250 address can be accessed, it is possible to ping the address

for checking the 4G network connection.

PING lede-project.crg (139.59.209.225): 56 data bytes

64 bytes from 139.59.209.225: seg=0 ttl=54 time=29.080 m3
64 bytes from 139.59.209.225: 3eg=1 ttl=54 time=28.597 m3
64 bytes from 139.59.209.225: seg=2 ttl=54 time=26.848 ms
£4 bytes from 139.59.209.225: 3eg=3 ttl=54 time=28.095 m3
64 bytes from 139.59.209.225: 3eg=4 ttl=54 time=27.842 m3

—-—- lede-preject.ocrg ping statistica ——
5 packets tranamitted, 5 packets receiwved, 0% packet loas

round-trip min/avg/max = 26.848/28.092/29.080 ms



4.2 Network Time Service (NTP)
Important!

This NTP time synchronisation is highly important for data storage of the incoming readout results
(metering files) on the modem’s memory. Because the device uses file syntax with the current
datetime values.

The supercapacitor provides max. 2 days of keeping the date-time values, but the NTP sync is also
very important to keep updated time for the device and your data. Therefore we highly recommend

you to configure NTP time servers and to test the proper functioning of this feature.

Open the System menu / Time Synchronisation item. You can add and refresh time interval at
the Update interval (in seconds). Then you can define the time synch at the Clock

Adjustment’s Offset frequency.

Services Users Network Statistics Logout

Time Synchronisation

Synchronizes the system time

General
Current system time Mon Mov 18 14:16:22 2019

Update interval (in seconds) 600

Count of time measurements

@ empty = infinite

Clock Adjustment

Offset frequency |0

Time Servers
Hostname Port
0.openwrt.pool.ntp.org 123 #] Delete
1.openwrt.pool_ntp.org 123 ] Delete
2 openwrt. pool.ntp.org 123 ] Delete
3.openwrt. pool.ntp.org 123 ] Delete

7] Add



At the Time Servers part you can =%

NTP time servers by its Hostname, IP-address or server
name, and Port.

] Add Del -
You can - or “ %= 3 Time server entry.

The most NTP time servers are using the UDP Port nr. 123 for time synchronisation. You can find a
NTP time servers on the Internet. Note, that the modem must access the public Internet for the
NTP time server sync.

Take care of using the IPv4 and IPv6 dependent time servers.
Save the settings by the SE\RW.Y:1:1)Y button.

The time zone and synchronization of the system can be achieved in the System menu / System
item. Here you can define the Timezone and at the Time Synchronization part you can Enable

or Disable the NTP client or Provide NTP server.

M2M-Pro4 Status System Senices Users Metwark Statistics Logout AUTO REFRESH ON

System

Here you can configure the basic aspects of your device like its hostname or the timezone.
System Properties
General Settings Logging Language and Style
Local Time  Mon MNov 18 14:17:10 2019 | [@ Sync with browser
Hostname M2M-Pro4

Timezone uTtc j

Time Synchronization

Enable NTP client W

Provide NTP server [T

NTP server candidates 192.168.1.202 =]
hu.pool.ntp.org 3
de.pool.ntp.org 3
sk pool.ntp.org ]

Save & Apply Save



4.3 Identifiying of connecting computers
Open the Services menu, Hostnames item.

Here you can register those machines, network devices which are using the modem’s connection -

for an easier identification.

M2M-Pro4 Status System Services Users Metwork Statistics Logout

Hosthames
Host entries

Hostname IP address

This section contains no values yet

{7 Add
) Add . . . .
You can & logical names to the IP addresses of the connecting machines, which you can see

as listed at the Status / Overview menu as external connected clients.

When you have modified the settings, save them by the SE\ERR.Y:):1)Y button.

The local hostname for the modem (which name will appear for external devices on the network),
it can be changed at the System / System menu item, where you will find the General Settings
tab, at the Hostname field you can define unique device name — to make it easy to identify the

device on the network.

M2M-Pro4 Status System Senvices Users Network Statistics Logout

System

Here you can configure the basic aspects of your device like its hostname or the timezone.
System Properties
General Settings Logging Language and Style
Local Time  Thu Jan 1 04:43:05 1970 [@ Sync with browser
Hostname M2M-Prod

Timezone uTtc j



4.4 Serial Proxy (RS485 settings)
Important!

The utility meters can be connected to the modem via RS485 port, where they can send data to the
modem (activity is signed by RS485 RX LED) and the modem can also exchange data with the
meters (RS485 TX led signs it).

For the proper settings of the RS485 port connection, choose the Network menu, Serial Proxy
menu item.

Here you can define the protocol conversion parameter settings, such as receiving the incoming
communication in the proper format and data exchange.

For first, the Serial Proxy must be Enabled for using RS485 communication and RS485 cabling

must be connected to the external utility meters which you want to get data from or collect data.

Note that the modem supports up to 31 utility meter connection in the same time.

M2M-Prod Status «

System ~  Services v Users ~

Serial Proxy

Enabled

Proxies
Name
Device
Port
Protocol
Timeout
Baudrate
Maode
Software Flow Control

Options

At the Proxies part you will found the Port (nr. 2002 by default), which you have to configure to

your needs.

R5-485

fdevittyS4
2002
raw E|
0
9600 E|
Auto 8N1/7E1 E|

[ @ XONXOFF

Save & Apply Save



There you will find the Name RS485 and the Port, which must be configured.

Choose the right value for the Protocol here:
- off: no dataflow
- raw: full duplexity
- rawip. one-direction communication

- telnet: for further usage

We offer to use the raw option here, because the meters are sending raw text format files to the

modem.

The Timeout value is 0 by default (without delay), and the Mode must be Auto 8N1/7E1 (which

means in sequence: Databits / Parity / Stopbits).
The Baudrate (default is 9600 bps for the RS485).

Important!

Note that maximum 19 200 baud speed rate can be used wheather of the configuration options.

But, we offer to use the standard 9600 baud speed for receiving or transmitting data.

If you want, you can use a Software Flow Control where you must Enabled.

When you modified the settings, save them by the SEYRWLY]51)Y button.

4.5 RS485 meter connection

The RS485 port (RJ12 connector) pinout can be seen
here.

Take care on grounding when using the connection with
external devices.

You can order from us an RJ12 connection special cable
with the matching pinout to interconnect your external

devices to the modem.

Through the RS485 connection, the device is able to handle

External side

Modem (RJ12)

Licznik (RJ12)

RS485 | [Wskde
A B

RJ12(2)

RJ12(3)

RI2(3)

RN2(4)

RS485 (A)
I I | I RS485 (B)
12 3 45 6

112[3]4]5]6
RS5485

RJ12
_LI_I_'_

Mod side

1 to 31 utility meter connections at the same time without problem.

Note that you still have to configure the IEC scheduler settings for the meter data exchange!



4.6 The incoming utility meter files

All incoming data of the connected meters will be automatically stored under the /tmp directory
on the RAM drive.

Important! Note that, this is a temporary storage pool, where all stored data of the directory will

be deleted after rebooting.

The incoming meter readout files of the meters are stored here in plain text format. The following
syntax can be found inside the file:

e Meter type, password

*Register address N — decimal address and register value N — raw data
Readout frequency (interval)

Load Profile request/data

Event log request/data

*The registers are repeating until the end of the data flow

The filename syntax contains the date- and time stamp of the successful utility meter readout
(YYYYMMDDhhmmss).

Note, that in case of Load Profile and/or Event Log readout, when it was successful, the readout
date will be stored. Next time only the differencial data (delta) will be read out (the necessary data

only, since the last successful reading).

There is an another opportunity to declare the period of the readout (gate from and date unti/values

can be configured for the meter readout).

The file syntax of the incoming meter files:

Filename: MeterAddress_TimeStamp_Type.txt
e.g. 0000009901868575_20200120204241_R.txt
Where the
- meter address is IEC1107 standard 16 character long.

- typeis 1 character long: R, Lor E

The RS485 meter readout settings can be achieved for each meter device.



The modem will be automatically transmit further the incoming data at the scheduled time intervals
to the configured IP address of a server.

Therefore, we suggest to configure the fip client and make the server-modem connection to upload
the stored files from the modem to the distant server IP address, in case of unwanted data loss —

regarding the next setting options.

The data transmission FTP settings can be also configured at the Network / IEC Scheduler
setting part.

The ,FTP connection success/failure”, ,file upload OK” or ,file upload wrong” events and
messages are logged by the modem, you can check it in the device logs.

There is 1 MBytes of free memory space for storing the incoming meter files (in plain text

format), which is sufficient for long interval of readout of several meters without problem.

The stored files after the successful FTP upload will be automatically deleted from the modem’s

/tmp/ directory.

In case of transparent (on-demand) meter readout of the HES center, the schedule is not
started during the on-demand readout.

Therefore we offer to schedule the meter readout during a not-frequented manual readout
pediod — e.g. for the night-shift, when the scheduled readout will not meet with the on-demand

requests.

4.7 1IEC scheduler

Note that the Serial Proxy settings must be Enabled before the settings of the IEC Scheduler
configuration and proper operation of the utility meter data exchange — meter readout and FTP

sending to a server.

Choose the Network / IEC scheduler menu item for the meter data readout schedule settings

and the Settings tab here.

At the Concentrator part, you can configure the FTP address for the upload of the plain text files

to a remote server’s IP address). Configure the FTP port number (port 21 is the default).



It is necessary to use FTP username and FTP password according to the current ftp server’s

settings which you already made.

M 2 M- P o 4 Status System Users MNetwork Statistics Logout

Settings MeterReadout

IEC scheduler

The program allows meter communication using 62056-21 (IEC 1107) address of the meter. Values from meters will be upload using FTP.

Concentrator

Settings of the concentrator: Timing, identifications

Ftp Address 192.168.127.39
@ Address of the FTP server

FTP port 21
@ Port number of the FTP port

FTP Usermname user

& Username to log in to the FTP server.

FTP Password Ty &

@ Password to log in to the FTP server.

Connection retries 0 v

& Number of FTP connection repetitions.

Sending frequency Day -
@ Sending on the begioning of the Day Week Month

Remote Directory

@ Path of the remote location for the data file on FTP server.

FTP connect mode Passive v

(@ Connect to the FTP using Active or Passive connection
Sending Time 0600
@ Time to upload measured data in HHMM format.

Example: 1234 = 12:34:00

Send to FTP Send to FTP

@ Press to Send stored data to FTP semver.
It can take for minutes.

STOP FTP Sending STOP FTP Sending
@ Press to ABORT FTP sending

The Connection retries it is configurable to setup the number of tryings in case of uploading

problem or cellular network or inaccessibility of the remote FTP server.

The Sending frequency value means the scheduled interval of the utility meter file sending, where

you can select the daily (Day), weekly (Week) or monthly (Month).



Examples:
- In case of the Week schedule setting, the meter(s) will be requested to readout at the first

day of every week.

- Day value means a daily once readout

The Remote Directory is the target directory location on the remote FTP server. Add the proper
path of the file storage, please. (E.g. /ftp/meterdata/ )

FTP connect mode can be Passive or Active according the ftp server’s setting.

For the meter connection, you can declare the SerialNumber of the device here for the exact
identification of the modem — it is very handly for the server side to identify, where the data came

from.

At the Sending time you can add the interval of data daily transmission to the FTP server — in

HHmmss format (hours, minutes, seconds).

The SR adly button offers the opportunity to make an on-demand data upload to the FTP

server — independent of the scheduled interval.

The YL AL T button allows to stop and abort the ftp file transmission to the remote

Server.

Save the configured settings by the SEAERY.Y:]:1)Y button.

4.7 Configuration of the utility meters
Here at the Network / IEC scheduler menu item, MeterReadout tab you can see the meters
which you already have configured. Furthermore, you can Add, or Delete meters by the buttons

or modify the current settings. Note that max. 31 meters can be configured for the modem.

At the Address (meter address), Password fields, the configuration of the meter access can be

achieved.

You can choose a Readout Frequency of meters readout here (as daily, weekly, monthly)

- the day of the weekly readout is always Monday.



- in case of a monthly readout, the day of event will be the day of the month — which is

not configurable.

Furthermore, you can define an exact Read Time (in format #HMM), where the scheduled readout

time (hour and minutes) can be configured exactly.

M2M-Pro4 Status ~ System~ Users ~ Network ~  Statistics ~  Logout

Settings MeterReadout

Meter Readout
Scheduled Meter Reading and Sending.

Meter Devices

Meter Id / Adress Password reading freq reading time Meter reading registers load profile LP =- LP = Event log ElLog =- Elog -=

This section contains no values yet

New Meter Instance:

Address  Password  Read Read Registers LR LoadP. From LoadP. To EL.  EventL. From EventL. To
Freq. Time En.  YYYYMMDDHHMM  YYYYMMDDHHMM  En.  YYYYMMDDHHMM  YYYYMMDDHHMM
HHMM
Day |v O O ) Add

The Registers can be also configured to be read out — according to the meter’s possibilities.

The LP En. (Load Profile Enable) of the meter can be also enabled (by check in the box) to be read
out or not.

There is an opportunity to declare a period (From YYYYMMDDHHMM and To
YYYYMMDDHHMM values) of readout the Load Profile values.

The is also an EL En. (Event Log Enable) of the meter can be also enabled (by check in the box) to
be read out or not.

There is an opportunity to declare a period (From YYYYMMDDHHMM and To
YYYYMMDDHHMM values) of readout the Event Log events.

Save the settings of the configured meter by the SEVEKW.Y:]:1) button under the new meter’s

entry. If you need, you can Add more meters up to 31 meters.



4.8 TR-069 settings

Open the Network menu, TR-069 menu item for configuring the remote management server

(ACS) connection settings.

At the ACS Login part you can define the server access. At the ACS URL you need to define the
http or secured Attps protocol address (URL) of the remote management server.
The ACS uses the 8080 port as default in settings, but you can use anything else, what is configured

at server side.

The Certificate is important when you are attempting to use the https protocol at the ACS
communincation (ACS URL).
The certification must contain the local path and filename of the certification file with the

certification file allocation on the modem (with .cert extension).
Important! For using the certification file, you have to copy to the path you were given.
Copy the .cert certification file to the /etc/easycwmp/ directory to the device. You can use e.g.

the WInSCP tool for that (SCP protocol, port 22, by defining an account and password for the

connection).

Jetc/easycwmp,/

Mame Size  Changed Rights Cwner
- 70. 01,01, 2:17:38 W X root
3 G70. 01,01, 21646 PWX x root
. easycwmp.cert 2018. (4. 21, :22:42 PW-r--r-- root

l ssl_cacert.pem 2018.12. 14, 1 PW-T--T-- root

. ssl_cert.pem :30 PW-r--1-- root

On the web interface you can enable Verify if you are required to use that.
The User Name and Password are important to define for the access — the same which were

gaven at the server side.
The CPE Login part server for the definition of the modem-side (local) TR-069 connectivity client
settings.

Define the Interface which you want to connect to the server, and the Connection Port.

The User Name and Password are important to define for the access.



M2M-Pro4 Status ~ System~  Services v Users = MNetwork ~  Statistics +  Logout

TR-069 Settings

ACS Login
ACSURL | https://10.235.231.11:7547
Certificate letc/easycwmp/ssl_cert.pem
Verify
User Name CPE_M2M
Password =
CPE Login
Interface 4g-wan
Port | 7547
User Name CPE_M2M
Password -]
STUN Login
Enable [
Address 0.0.0.0
Port  |3478
User Name
Passwaord =

There you also able to define the optional STUN Login settings. STUN (Simple Traversal of UDP
through NATs (Network Address Translation)) server is an implementation of the STUN protocol,
which enables the STUN functionality for the TR069 settings.

Here you can find mode information about STUN: https.//www.voip-info.org/vovidaorg-stun-server/

On the web interface, you can Enable the service, define its Address, Port number, User name
and Password for its proper operation.
When you have modified the settings, save them by the SE\CERY.Y:)31)Y button.


https://www.voip-info.org/vovidaorg-stun-server/

Note that the TR-069 can be also configured by the Easycwmp® daemon, which is also installed to

the system and can be started by the UC® command

Check our ,EFasyCwmp® Command Line Reference’ documentation and ,UCI® Command Line
Interface Reference” documentation for more information of using the Easycwmp with UCI.
UCT manual:

https://www.m2mserver.com/m2m-downloads/UCI Command Line Reference v3.pdf

Easycwmp manual:

https://www.m2mserver.com/m2m-downloads/EasyCwmp Command Line Reference v3.pdf

4.9 LED configuration

The device has 16 LEDs to assign the modem’s current operation and connection status.

The POWER INDICATION leds (group A) and SIGNAL STRENGTH leds (group C) are fixed,
but the further LEDs are reconfigurable (CONNECTIVITY leds and DATA CONNECTION leds) in

the web user interface.

The programmable LEDs has pre-defined default values (see table below), but can be free to change
to other meaning/function. For changing the LED settings, open the System menu, LED
Configuration item. Here you can define the LED rules for the main important events as light/blink
each LEDs.

By the Name field add a logical name (for identifying the led) and choose a physical led for the
setting by the LED Name field, then declare the event of operation by the Trigger field and the

interface at the Device (which will be valid for). All useable possibilities are listed on the web UL.

LED operations / signals which can be changed:

Group B
LED: Ig32 (modem) | LED: Ig31 (usb) LED: Lr31 (panic)
(by default: (by default: USB (by default: BLAD
(not used, (not used, 4G-WAN connection) (failure/panic))
configurable) configurable) connection)
Green LED Green LED Red LED
Group C Group D
LED: Ig43 Green LED LED: Ig41 Green LED
(cellular signal RS485 TX (permanent)
strength: HNEN) (data transmit)



https://www.m2mserver.com/m2m-downloads/UCI_Command_Line_Reference_v3.pdf
https://www.m2mserver.com/m2m-downloads/EasyCwmp_Command_Line_Reference_v3.pdf

LED: Ig33 Green LED LED: Ig31 Green LED
(cellular signal RS485 RX (permanent)
strength: HEH) (data receive)
LED: Ig23 Green LED LED: Ig22 Green LED
(cellular signal - (permanent)
strength: HH) (not used,

configurable)
LED: Ig13 Green LED LED: Ig11 Green LED
(cellular signal POMIEC (permanent)
strength: W) (read from/write

into non-volatile

memory)

Here you find the webadmin settings of the LED settings of the device.

The Trigger allows to choose an event type of operation. E.g. netdev means the network interface

connection type, and Device identifies the related network interface.

Select a Trigger type from list, if additional option required then additional menu will appear.

£ Add ] Delete

You can a LED to define or a LED setting from the list.

The Trigger mode and the Link On can be also defined as the Transmit (Tx) or Receive (Rx) for

data flow.

When you have modified the LED settings, save them by the SEYERYLY]:1)Y button.



Name

Default state

Trigger

Name

Default state

Trigger

Device

Trigger Mode

Name

Default state

Configuration

Customizes the behaviour of the device

panic

Ir31

]

panic

usblan

g3

netdew

usb0

Link On
Transmit
Receive

]

)s if possible.

Delete

Delete

Delate



5. Maintenance

5.1 Firmware Flashing

1. Download the latest device firmware from our website by using the following URL in your web

browser.

2. Choose the Downloads tab at the middle on the website of the device, then look at the

Firmware part. Download the file to your computer from there.

3. Open the System menu, Backup / Flash Firmware menu item.

4. At first just by safety, backup your system before changing the firmware version (see the

instructions later)

5. Push Browse for selecting the compressed and downloaded firmware file (fwos-.... file with

.zip extension) from your computer, then push to the Flash image button.

M2M-Pro4  status - System~ Senices - Users~ Metwork -~  Statistics - Logout

Flash operations

Actions Configuration

Backup / Restore

Click "Generate archive™ to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only
possible with squashfs images).

Download backup: [@ Generate archive
Create default configuration: @ Create

Restore default configuration: @ Restore

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: Browse... | Mo file selected. @ Upload archive...

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings™ to retain the current configuration (requires a
compatible firmware image).

greesssssssas .  sssssssssssssssss

Image: Browse... |EH-3 file selected. + | [@ Flash image..

[ g g g " N '
.................

aaaa




6. After the compressed firmware file upload to the modem, a new window will appear where the

uploaded file is checked. Then you can start the system software refresh by the Proceed button.

M2M-Pro4d Status -~ System~- Senvices ~ Users - Network -  Statistics - Logout

Flash Firmware - Verify
The flash image was uploaded. Below is the checksum and file size listed, compare them with the ariginal file to ensure data inteqgrity.
Click "Proceed” below to start the flash procedure.

« Checksum
MD5:

SHAZ56. 01de30556eccodEleledTE28cecT3541leellalabelbioodeE2A2324080308080
s Size: 11.02 MB (16.00 MB available)
» Configuration files will be kept.

Cancel Proceed

7. Then another message appears on the screen in the browser, that he refresh method has been

started.

System - Flashing...

The system is flashing now.
DO NOT POWER OFF THE DEVICE!
Wait a few minutes until you try to reconnect. It might be necessary to renew the address of your computer to reach the device again, depending on your settings

’: VWaiting for changes to be applied
\

8. When beginning the firmware installation, the modem LED lights will check the installation
progress. During the whole installation BLAD LED is continously ligthing until the finish.
When the installation begins, the USB LED is flashing then later ligthing by green.

= F 4G-WAN USB BLAD .

9. Later the 4G-WAN LED is also flashing by green — with the USB led.

= F 4G-WAN USB BLAD .

10.Soon, the second empty titled LED will be also flashing together with the previously listed LEDs

(green).

= F 4G-WAN uSB BLAD .




11.Then as sigining the progress of installation, the first empty titled LEDs will also flashing by

green.

4G-WAN USB BLAD

12.When the installation has been completed, the BLAD LED will be blank, but all further progress
leds in the line will be green, which signs that the installation has been over and the device is

already rebooted.

4G-WAN USB BLAD

13.The modem will be started as usually. After 40-50 seconds the interface signals
(CONNECTIVITY leds) will be active (if the WAN interface was already configured, then the

4G-WAN led will be also lighting after successful registration to the wireless network).

14.When the CONNECTIVITY LEDs are active, then your can login to the modem.

5.2 Restarting the device

Choose the System / Reboot menu item. There push the Perform reboot button for rebooting
the modem.

Then the device will be restarted, where its LED lights will assign. After 40-50 seconds it will be

available again and accessible on its default address. You can login again to the web user interface.

M2M 'Pr04 Status = System = Senvices = Users = Metwork -~  Statistics - Logout

Reboot

Reboots the operating system of your device

[@ Perform reboot

M2M-Pro4d Status ~  System~  Services = Users~  Network -~ Statistics - Logout

Reboot

Reboots the operating system of your device

‘:7 Device is rebooting...



5.3 Backup device settings

The modem settings are automatically stored by the OpenWrt® system, but there can be other
situations when you need to restore the settings to a previously saved settings.

You can save these settings to your computer or restore back to the modem anytime by following
the next hints.

Open the System menu, Backup / Flash Firmware menu.

To backup your system settings into an archive file, choose a the Backup / Restore part, the

Generate archiv . . .
@ Generate atchive | 1 \ton. It is saving current settings to a

Download backup and push the
compressed file to your computer. This is very useful during the first configurations.

A pop-up message will apear to save the archive file to your computer. Save the file, please.

M2M-Pro4

Flash operations

Configuration

Backup / Restore

Click "Generate archive” to download 3 tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only
possible with squashfs images)

Download backup @ Generate archive
Create default configuration @ Create

Restore default configuration @ Restore

To restore configuration files, you can upload a previously generated backup archive here

Restore backup Browse._, l lo file selected 3 Upload archive

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware, Check "Keep settings” to retain the current configuration (requires 3
compatible irmware Image)

Image Browse.., | No file selected & Flashimage

Important!
After the next reboot, the system will starting the system by these stored settings — as the new

default configuration.

Note that the modem saves its own settings and components only! If you were installing 3rd party

applications or installing and using your own scripts, the system WILL NOT BACKUP these and these



are not part of the compressed backup file! You must save the additional files, scripts and directories
manually by your own.
You can include or exclude your files and directories in your backup process by using the

Configuration tab here. You can edit the list with all necessary directories you need.

M2M-Pro4 Status System Senvices Users Metwork Statistics Logout

Backup file list

Actions Configuration

This is a list of shell glob patterns for matching files and directories to include during sysupgrade. Modified files in /etc/config/ and certain other
configurations are automatically presernved.

Show current backup file list Open list...

## This file contains files and directories that should
## be preserved during an upgrade.

# letc/example.conf
# letc/openvpn/

Y/

Of course, you need to know the modem device’s file system to make it right. Therefore, we offer

to check the OpenWrt® system structure, directories by standard Linux-side commands from the
CLI.

When you are ready with the modifications, push the Submit button for the changes.



At the Actions tab, you can Create default configuration feature allows you to save the current

@ Create

configuration as a last known good configuration for saving by the button.
Then the device will backup the configuration to the device.
A popup window will appear, where you have to push OK.
5.4 Restore device settings
You can Restore default configuration — your previously saved
system configuration archive — as a saved last good know Really restore default configuration?
configuration - from your modem.
e

For this, just push the =@ Restore

button if you want to restore a previously saved (factory
default) configuration. A popup window will appear, where push OK if you want the restore the
default configuration. the modem applies your previous backup to the device as a valid

configuration and will continue its operation regarding the stored settings.

For making a complete restore from your computer (.tar.gz. format) back to the modem, open

the System menu, Backup / Flash Firmware item.

By the Restore backup option you can restore a previously saved system configuration archive —

which was saved to your computer — back to the modem and apply.

Push the Browse button at Restore backup part and choose the previously saved archive file

(tar.gz extension compressed file) from your computer and then push the & Upload archive...

button.

Then the system will reload the saved backup the saved archive file content from your computer
to the modem apply by restoring the system, then afterall the device will restart the system and

applying the previously used system.

Important!

Note that your custom saved settings must be loaded seperately — it won't be restored automatically.



You can also restore the default configuration or the factory configuration of the device manually
by the Reset button on the modem device - without using the OpenWrt® web interface. For more

information, please check the Installation Guide, Service Features part.

M2M-Pro4 Status System Senvices Users Network Statistics Logout

Flash operations

Actions Configuration

Backup / Restore

Click "Generate archive™to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only
possible with squashfs images).

Download backup: @ Generate archive
Create default configuration: @ cCreate

Restore default configuration: @ Restore

To restore configuration files, you can upload a previously generated backup archive here.
P Tt g
"

Restore backup: |  Browse... EH-: file selected. : [@ Upload archive... E

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings™to retain the current configuration (requires a
compatible firmware image).

Image: Browse. .. |H-3 file selected. [@ Flash image...

5.5 Clone config backup/restore

The device current configuration settings can saved (backup) and strored into plain text format by
the Users menu, Clone config backup / restore plane text menu item.

You can save these settings to your computer or restore back to the modem anytime by following
the next hints.

M2M-Pro4 Status System Semices Users Network Statistics Logout

Clone config backup/restore plane text

Download clone backup: [@ Generate clane archive

To restore configuration files, you can upload a previously generated backup archive herae.

Restore clone backup: Tallozas... | Mincs kijeldlve fajl [@ Upload archive...

SN: FFFFFF-123456 / Powered by LuCl Master (git-18.066.57667-6c19407) / OpenWrt SNAPSHOT r6395-6c19407



To backup your system settings into a plain text file, push the & Cenewteclonearchve -y i

A pop-up message will apear to save the archive file to your computer. Save the file, please.

This is very helpful to move the saved configuration file to your computer and then later restore

these settings to a different modem device by the Browsing... and then the & Uploadarchive..

button. There you can save time by this quick configuration method.



6. Administration

6.1 Password change

Open the System / Administration menu.
At the Password part you can fill the Password and and confirm it the at the Confirmation field.

M 2 M- P ro4 Status System Semnices Users Metwork Statistics Logout

Password

Changes the administrator password for accessing the device

o]

Password

o]

Confirmation

Login Settings
LOGIN

Unsuccessful Login Attempts 3

@ Number of attempts

Login Blocked 1
@ [1..6] login blocked for 10-60 minutes

IMPORTANT NOTES

e The password must contain min. 8 characters, lowercase and uppercase letters and numbers
or special characters are allowed.

e It is obligatory to use passwords by using minimum 3 special characters (upper case,
numbers or special characters (e.g. underline)

e The currently used Password cannot be seen here due to some security rules — the
characters shown as are empty here.

e When you are changing the password, the written characters will be placed by asterix signs.

You are able to limit the numbers the Unsuccesful Login Attempts and you can make the Login
Blocked for a while (in 6 piece of 10 minutes-steps between 1 to 6).
When you have modified the settings, save them by the SE\CERY.Y:):1)Y button.

Important! Now, you can login by the new password.



6.2 Logging

Open the System / System menu find the Logging tab.

There you can define a log file (Write system log file) and the level of logging (Log output
level).

You also are able to limit the log file size (System log buffer size), and you can define an External
system log server (IP address) and its port, protocol for sending the log files for a distant IP
address.

The Log output level can be also defined for the added log file (Write system log to a file) -
filename should be added with directory path.

When you have modified the settings, save them by the button.

M2M-Prod Status +  System ~  Semnices *  Users =  Metwork ~  Statistics +  Logout

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Settings Logging Language and Style

System log buffer size 64

@ kB
External system log server
External system log server port
External system log server UoP j
protocol
Write system log to file
Log output level | Debug j
Cron Log Level Normal j

Remember that you can use further log features from the Status menu, where the System
log, the Kernel Log helps you to understand what is happening on the modem currently since
its last reboot, you also can check the proper operation at these menus.

The Event Log menu item will also help you to list (Run) or Download the recorded events
to your computer.

When you are checking the event log, you can define an interval for identifying the events
within a period by the From: and To: parameters. (Use the date (YYYY-MM-DD) and time



(hh:mm:ss) values if you would like to filter the listing.) Sure, it's not obligatory to define the

whole datetime format, you can use just years and month or else.

M 2 M —P r0'4 Status System Users Network Statistics Logout
Dashboard

Event Log

Date Time [YYYY-MM-DD hh:mm:ss.nnn]

From:

To:

& Run & Download

The main important event are logged as the reboot time, FTP connection success/failure, FTP
file upload OK or wrong.

6.3 Language settings
Open the System / System menu find the Language and Style tab.

M2M-Pro4 Status System Semices Users Network Statistics Logout

AUTO REFRESH ON

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Settings Logging Language and Style

Language English

auto
Design | Ceztina (Czech)
English

Magyar (Hungarian)

Polski (Polish)
Time Synchronization
Enable NTP client

Provide NTP server  []

NTP server candidates 192.168.1.202
hu.pool.ntp.org

de.pool.ntp.org

B EE B

sk.pool.ntp.org



Here you can choose a pre-defined Language for the web user interface by selecting an item from
the list.

The Auto preference means that the OpenWrt® UI language will be configured according to your
browser language settings.
Push to the SEVR¥.\:]:])Y button when you have changed the language, then the new language

translated texts will appear.

6.4 User management

The device can handle multiply user accounts for accessing the system or the web and limit the
permissions, defining roles.

This makes the modem able to providing a multi-user capable environment, which is supporting
workgroups and to execute the dedicated tasks for the users (e.g. administrator role, installer,
maintanence group, riport maker roles, etc.).

Choose the Users menu / Edit Users menu item for the user settings.

M 2 M -P r04 Status System Senices Users Network Statistics Logout

Users
Users Overview

Users Status Actions

7] Add Mew User._

Powered by LuCl Master (git-18.160.42329-6ea0807) / OpenWrt SNAPSHOT r7164-6ea807f18

Here you can Add New User by its button. Then a new window will appear.

Define User Name and select a User Group for the permission / entry-level.

Choose the required Menu items by enabling the related checkboxes to provide the required menus

for the role of the user account.

Then, the selectable sub-menus will be appearing, where you can grant a more detailed permission

for the menu items by selecting the sub-items.



Certainly, only the configured menu items and permissions will be valid for the configured user

account.

M2M-Pro4 Status System Senices Users Network Statistics Logout

Add New User

User Configuration

User Name

Password
User Group | user ~
S5H Access Enabled hd

Enable Metwork Menus

Enable Status Menus

Enable Statistics Menus

Enable System Menus

o o o o O

Enable Senices Menus

+| Back to Qverview Save & Apply Save Reset
PP}

You can also grant by enabling $SH access permission to the account.
When you have finished, push to the SEIK¥L 2]} button for saving the new account settings.

# Edi

Now, as you can see, the new user account is listed. Here you can the settings of the

] Delete

user account or this account from the system.

M2M-Pro4 Status System Users Network Statistics Logout AUTO REFRESH ON

FIREWALL_MANAGER

Users

Users Overview

Users Status Actions
SSH A : Enabled
FIREVALL MANAGER c -55955 naple 2 Edit & Delete
~ roup: user
LY Date Added: Tue Apr 10 12:34:03 2018

Last Entry: Tue Apr 10 12:34:03 2018

] Add New User...



Then, after you will Logout from the system, the new user can Login with his account and able to

access the declared menu items, features by his pre-defined role.

Note that the default password for all manually added users is the following: wmrpwdM2M

After, you have will login by the new user login there will be a new menu item, the User Options,

with a Password menu item.

There you can change the user Password for unique one. Confirm and SEVCRIWLAJ:1) your

settings.

M2M-Pro4 Status =  Attilas Options ~  MNetwork ~  Statistics  Logout

Router Passwor®

Changes the administrator password for accessing the device

o]

Password

o]

Confirmation

soe 0

Important!

The password must contain min. 8 characters, lowercase and uppercase letters and numbers or
special characters are allowed.

It s obligatory to use passwords by using minimum 3 special characters (upper case, numbers or
special characters (e.g. numbers)).

Note, that the current Password cannot be seen here due to some security rules — the characters
shown as are empty here. When you are changing the password, the written characters will be

placed by asterix signs.

6.5 Periodic ping and Periodic reboot settings
For matching the industrial standard requirements, you can define an time interval for periodic daily

restart of the deivce if you want in the Services menu / Periodic Reboot item.
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Periodic Reboot

Setting hardware restart time.
Day
Hour

Minute

Save & Apply Save

At the Day value, you can define how many days of period will be applied to the modem reboot.

E.g. Day=2 means reboot on every second day at the Hour/Minute defined time.

If you want to use periodic ping as checking an IP address or remote server, device as checking its

availability by the device if you want to use this service by accessing from the Services menu /
Periodic Ping item.

Save the configured settings by the SE\ERY.Y:]:1)Y button.
M2M-Prod Status System Senices Metwork Statistics Logout

Periodic Ping

Test connection and restart modem if needed.

Ping IP Address

Ping failure threshold

@ When the device exceeds the restricted number of ping failures, it will be restarted.

Ping interval

@ Send ping requests at the given interval in seconds, only effective in conjunction with failure threshold.



6.6 Installing 3rd party applications

Open the System menu / Software menu item, find the Actions tab.

M 2 M -Pr04 Status =  System~  Senices +  Users = Metwork = Statistics = Logout

Software

Actions Configuration

Free space: 31% (1.09 MB)
[

Download and install package OK
Filter |al Find package

Status

Installed packages Available packages

Package name Version
Remaove arptables 2015-05-20-f4ab8f63-1
Remave base-files 185-r6395-6c19407
Important!

This feature is available only, when the public Internet is accessable by the SIM card and
the used APN.

Enter the name of the application, which you are attempted to install to the Download and
install package field (e.g. MC— which means the Midnight Commander application) if you are

exactly sure about the filename.

If you want to select the file, then use the Filter field and enter the program name you are

searching for.

When choosed the Download and install option, the software catalog file will be updated
from the repository with the list of the available applications.

The installed packages of the modem are listed lower at the Status part with its Version.
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Software

Actions Configuration

Installing mc (4.8.23-2) to root...

Downloading http://downleoads.lede-project.org/snapshots/packages/arm cortex-a7_neon—-vipvd/packages/mc 4.8.23-2_arm cortex-a7_neon-
vipwd.ipk

Configuring mc.

Free space: 32% (1.13 MB)
[

Download and install package: OK
Filter: |d Find package
Status
Installed packages Awvailable packages
Package name Version
Remave arptables 2015-05-20-f4ab8f63-1

Now you can use the installed Linux application / component which you were installed. Open
SSH terminal window to configure your new application or use it. E.g. about our example, enter

the ,mc” to start the Midnight Commander tool which you were installed from the repository.

6.7 Mount points (Flash memory)

The device is handling the connected and mounted file systems of the internal Flash and further
partitions.

Choose the System menu / Mount Points menu item for checking the mounted file systems and

partitions.

The Mounted file systems are listed the connected and mounted devices (such as USB and

internal Flash). These file systems will be attached under the /mnt directory in SSH.
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Mount Points

Global Settings

Generate Config

Anonymous Swap
Anonymous Mount
Automount Swap
Automount Filesystem

Check fileystems before
mount

Mounted file systems

Filesystem

Idewviroot

tmpfs
Idev/mtdblocks
overlayfs:foverlay

tmpfs

Mount Points

2 Generate Config

i@ Find all currently attached filesystems and swap and replace configuration with defaults based on what was detected

r @ Mount swap not specifically configured

r @ Mount filesystems not specifically configured
v @ Automatically mount swap on hotplug

¥ @ Automatically mount filesystems on hotplug

r @ Automnatically check filesystem for errors before mounting

Mount Point Available Used

from 0.00B/B.50 MB 100% (8.50 MB)
ftmp 121.34 MB/ 122,44 MB 1% (1.10 MB)
loverlay 320MB /356 MB 10% (368.00 KB)
I 320MB /356 MB 10% (368.00 KB)
Idev 51200 KB/512.00 KB 0% (0.00 B)

Mount Points define at which point a memory device will be attached to the filesystem

Enabled Device

Mount Point Filesystem Options Root

This section contains no values yet

i) Add

6.8 Statistics

6.8.1 View the statistics reports

Unmount

Check

In the Statistics menu / Graphs menu item, you can see the current and archive statistic graphs

of the modem’s perfomance.

Choose a tab (Processor, Interface, System Load, Memory) to check the stored QoS /resource

statistics.
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Processor Interfaces System Load Memary
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M2M-Prod j [@ Display Host || Thour j [@ Display timespan
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6.8.2 Configuring statistics reports
In the Statistics menu / Setup menu item, you can configure the current statistic settings for

collecting and evaluating modem’s performance data and the performance graph settings.

The main screen is the Collectd Settings, where you can define the Data collection interval

and the Linux-side settings.

When you have changed the configuration, push to the SEVERY.:]5])Y button.
The changes will be active in the next statistic cycle interval.



M2M-Pro4 Status 3

ystem Users Network

General plugins Network plugins Output plugins

Collectd Settings

Collectd is a small daemaon for collecting data from various sources through different plugins. On this page you can change general settings for the collectd

daemon.

Base Directory

Directory for sub-configurations

Directory for collectd plugins

Used PID file

Datasets definition file

Data collection interval

Mumber of threads for data

Mvar/run/collectd

letc/collectd/conf.d

fusrflib/collectd

Mvarfrun/collectd. pid

fusrfshare/collectd/types.db

30

@ Seconds

2

collection

Try to lookup fully qualified 7
hostname

— Additional Field — j Add

o

There are further tabs in the upper sub menu as General Plugins, Network Plugins, Output

plugins where you can enable the collected performance items, interfaces, etc.

For example, to the wireless network statistics settings, let's choose the Network tab, and there
the Wireless tab below.

Then allow the Enable this plugin and enable the wwan0 inteface too.

To performing the change of the new settings, you have push to the button.

The changes will be active in the next statistic cycle interval.

Then wait a couple of minutes and go to the Statistics menu / Graphs item and check the

Network tab, where the wwana0 interface will be now listed.



6.9 Custom commands
You can configure and initiate custom Linux commands on the rotuer at the System menu, Custom
Commands menu item.

By the A%

arguments (user can define the further parameters and arguments) and the Public access to

button you can define a Description for the Command and the Custom

any user.

This is useful for configuring a list of custom commands as a startup script to your device.
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Dashboard Configure

Custom Commands

This page allows you to configure custom shell commands which can be easily invoked from the web interface.

Description Command Custom arguments Public access
A short textual description of the Command line to execute Allow the user to provide Allow executing the command and
configured command additional command line downloading its output without prior
arguments authentication
r r ] Delete
] Add

When you have modified the settings, save them by the SE\ERY.Y:):1)Y button.

6.10 SSH access

You can access the device remotely according the current settings. Consider, the modem can access
devices or data due to the SIM card IP-segment possibilities. The same issue when you are
attempted to access the device remotely: your computer must be located in the same IP segment
or APN zone as the modem has. (In case of public internet access, there is no limit for that.)

The remote access is possible by SSH and FTP services.

SSH Connection
The modem can be accessed through SSH connection, when it is available on its IP address — by a
terminal utility (e.g. putty) — at the 192.168.10.1:22 (port nr. 22 - USB interface).



Accept (Yes) the Putty or other SSH x|
terminal’s Security Alert of the RSA2 key

|
of the device to allow and trust the The server's host key does not match the one PUTTY has
cached in the registry. This means that either the

- - server administrator has changed the host key, or you
con neCtlon - by secu I"Ity reasons. have actually connected to another computer pretending
to be the server,
The new rsa2 key fingerprint is:
ssh-rsa 2048 48:14:81:67:3d:89:82:d 1:2:80: ca:d6: 48:29: 1d:b4
. . If you were expecting this change and trust the new key,
SSH IOC]ln data . hit Yes to update PUTTY's cache and continue connecting.
If you want to carry on connecting but without updating
H Y the cache, hit Mo,
Logln : root If you want to abandon the connection completely, hit
Cancel. Hitting Cancel iz the OMLY guaranteed safe

Password: wmrpwdM2M choice.

WARNING - POTENTIAL SECURITY BREACH!

Igen Mem

Sigd |

Now you are logged in, at the OpenWrt®'s command line.

Here you can use Linux commands or using scripts on the device.

6.11 Using the UCI Command Line Interface

The operating system uses the embedded Micro uClinux, kernel 4.4 version, UCI Command line

interface — check command line compatibility before using the commands here.

The Unified Configuration Interface (UCI®) is an API of OpenWrt® which is also the utility to
intend and to centralize the whole configuration of a device running on OpenWrt®.

You can find the UCI command line interface options, setting parameters in the UCI® CLI document.



7. Troubleshooting

LED signals / LED activity
For understanding the LED activities, please check the Chapter 1.5 and Chapter 6.6.

Power supply
Connect a ~100-240V AC power supply according the hints of the following figure.
Then the modem must be powered on, and the MOC (Power) and WL (ON) LEDs must be lighting

and the device has been started, the boot process begins.

RS485 Wyijscie | Modem (RJ12)| Licznik (RJ12)
A B RS485 (A)|RN2(2) RIN2(3)
EI E{_{ RS485 (B) | RI2(3) RI12 (4)
L :S o . 12 3 56
v —
—
— = [
L[N]X]PE 1
[N]x] .@ SIM Reset 112[3]4]s]6
-100-240vAC| ~ MicroUsB RS485
ANTENA RJ12

M2M PRO4 MODEM

Removing the power supply

When you are removing the AC (or DC) power supply, the MOC (Power) LED will be blank and the
super-capacitor will activated inside the device, for granting temporary (internal) power supply for
the modem. This is possible for 5 seconds now by default settings — technically this can be setup
for 30-60 seconds also.

After 5 seconds, all connections will be closed and the file systems will be unmounted until you will
adding the power supply again to the modem. Then all connections will be reconnecting and the

mounting points will be accessable again.

USB connection
You can access the device on microUSB-to-USB cable, there you need to connect this cable to the
USBLAN interface of the modem. The other side of the USB cable must be connected to a computer.

Then the USB LED must be lighting when the cable was connected.

RS485 connection
You can make utility meter connection to the modem by connecting RS485 cable to the RJ12

connector (RS485 port) of the modem.



You also need to configure and enable the operation by the Serial Proxy menu and the IEC
scheduler settings (FTP, meter settings) menu.

When data traffic is performed through the cable, the RS485 Tx or the RS485 Rx LEDs will be
blinking during the communication — by signing the data exchange between the modem and the

meter(s).

SIM-card is not detected

Turn off the modem by remove the power plug (~100-240V AC) connection.

Check that a SIM card was inserted to the SIM holder and the proper orientation of the card. Insert
and push the SIM card to the holder. Start the device by reconnecting the AC power to the device.
If the problem is still occuring, ask you Mobile Operator about the SIM card is healthness and

activation, APN.

SIM/APN failure
Always check the Status / Overview menu first at the SIM ID field for the current status of the
SIM card. In normal case you have to see the SIM identifier there. But, in case of a problem, the
SIM error message will be shown, as:
e No SIM or SIM error — means: there is no SIM card presented, insert an active SIM card,
not inserted properly or the SIM card is wrong. Check the SIM and the insertion again.
¢ Not enough RSSI value — means: connect a proper 4G antenna to the ANTENA mount or
use a better gained antenna to the device for the better RSSI value (signal strength).
e No NW registration — means: APN name for the SIM card is not configured well or the
setting is wrong
e Check RSSI — antenna is not presented and/or the SIM card is not configured or wrong,

Check antenna and SIM again.

During the operation, when the 4G-WAN LED is not lighting for long, then the device cannot be
registered to the wireless network or the modem was not initiated properly. This could also caused
by a wrong APN setting.

When the APN setting is not right or the network registration was not made successfully, the SILA
SIGNALU bottom led blinking.

Please check SIM card insertion and orientation (after power off the modem). Power on the modem.
re-configure the APN and SIM settings on its local web user interface.

If the problem is still occuring, ask you Mobile Operator about the SIM card is condition and

activation status, correct APN name and configure the modem with the new SIM and SIM info.



Power outage — disconnecting the ports and data connection
In case of power/electricity network outage or maintain, the wireless and RS485 meter data
connection and session will be established if it was interrupted throug a way and it was later

estabilished, reconnected.

Power outage

In case of an unwanted power outage, 5 seconds after the outage, the device will disconnect all
sessions and connections. Then, after the estabilishment of the power source, the device is
automatically revert to enable data transmission, builds up the network connections and mounts

the data mounting points.

Cannot access the device on SSH / LuCi web interface

You tried a wrong IP address or you cannot connected to the device properly.

Check the IP address, ping the modem.

Reconfigure the IP address on you PC.

For accessing the modem’s web user interface we offer the Mozilla Firefox web browser only.
Try to access the modem on its USB interface by your browser: https://192.168.10.1
Ensure that the modem uses a SIM card and it's APN is already confifured and the 4G-WAN,
SILA SIGNALU leds are active or not.

Default login data:
e Username: root

e Password: wmrpwdM2M
e Push to the Login button to access the web UL.
e Allow the accessing of the device’s default IP address in your browser by pushing to the

Special button, then allow the safety exclusion into the pop-up window.


https://192.168.10.1/

8. Support

If you have any questions concerning the usage of the device, contact us at the following contact:

E-mail: iotsupport@wmsystems.hu Phone: +36 20 3331111

Online product support can be required here at our website:

https://www.m2mserver.com/en/support

For the proper identification of your device, use device’s glued sticker and its information, which

contains important information for the call center.

Due to the support questions, the product identifier is important for resolve your problem. Please,
when you are attempting to tell us an incident, please send us the IMEI and SN (serial humber)

information from the product warranty sticker (located on the front face of the product housing).

The documentation and software release for this product can be accessed via the following link:

https://www.m2mserver.com/en/products/m2m-pro4-modem

GNU/Linux license and open source code

The modem’s operating system and OpenWrt®/Luci open source code is available on our website

at the product site. The software of the device is under GNU/Linux licensing.

Product URL: https://www.m2mserver.com/en/products/m2m-pro4-modem

There at the Downloads tab at the middle on the modem’s website, at the Source Code part

you will found the source code of the device software and GNU/Linux license notice.


mailto:iotsupport@wmsystems.hu
https://www.m2mserver.com/en/support/
https://www.m2mserver.com/en/products/m2m-pro4-modem/
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9. Legal notice

©2020. WM Systems LLC.

The content of this documentation (all information, pictures, tests, descriptions, guides, logos) is
under copyright protection. Copying, using, distributing and publishing is only permitted with the

consent of WM Systems LLC., with clear indication of the source.

The pictures in the user guide are only for illustration purposes.

WM Systems LLC. does not confirm or accept responsibility for any mistakes in the information
contained in the user guide.

The published information in this document is subject to change without notice.

All data contained in the user guide is for information purposes only. For further information, please,

contact our colleagues.

Warning

Any errors occurring during the program update process may result in failure of the device.



