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1. Connecting to the device
1.1 Introduction

The WM-E Term® application is capable of configuring the WM-EXS smart
metering modems for receiving communication from the meter. The
configuration can be performed through RS232 compatible connection of the

modem, or by remote TCP connection.

After the configuration, the modem can initiate RS232/RS485 data connection

with the connected meter.

Please, follow the next steps for configuring the connection of the communication

modem (CM) and the meter system.

1.2 Preparing

1. The software can be used on Microsoft® Windows® 7 /8 /10 /11 operating systems.

2. Microsoft® .Net Framework v4 must be installed on your computer. In case of
missing this component, you have to install it after having downloaded it from the
manufacturer’'s website:

https://www.microsoft.com/en-us/download/details.aspx?id=30653

3. You have to own administrator privileges for the directory, where running the

program.

1.3 Start the WM-E Term application, connect to the device

1. Connect the optical head properly to the meter. Then connect it to the USB port

of the computer. Connect to the modem through the reqgiured interface.

2. Download WM-E Term Appendix document by the link, which can help the
configuration.

https://Mwww.m2mserver.com/m2m-downloads/WM-E-TERM_Appendix_V1_10.pdf
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3. Download the WM-E TERM® configuration software to your computer by using
this link:

https://Mww.m2mserver.com/m2m-downloads/WM-ETerm_v1_3_82.zip

4. Unpack the .zip file into a directory and execute the WM-ETerm.exe file and the

following application screen appears.

5. Define the login data to enter into the configuration software.

Default Username: Admin Default Password: 12345678

= WM-ETerm - O >

File Tools Operation Settings Help

Welcome. please login!

Login

u
o
3 . i
= 03 shon o
- v E
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g -
3 I Select Select Select Select
£
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E S ‘
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£ E [t
8 |

Select Select Select Select

AT interface

Please select a connection! -

Note, that you don’t have to enter the Password if you did not changed it. The
asterix characters are signing that the password was already filled in.

You can use the Show checkbox option to check the filled password.

6. Select the metering modem type for settings — according to the currently used

model.
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7. In the program window, you Will [ < wwerem-wwers

File  Admin  Operation Tools Settings  Help

find icons and menu items for a = I ==
H S AREREB-%

performing settings, operation.

AT interface % Communication %  Connection type » | Log off &® On the |eft side Of the screen, the

| Modem | TCP/ 1P [ Serial} Opical | navigation buttons will help you to

connect and check the communication.

At the bottom of the screen, on the lef hand side, you can connect with a pre-

configured profile to the modem (by selection). | Please select a connection! -

1.4 Setup the configuration connection

1. Configure the modem to the relevant interface. First you have to define at least
one connection profile. You can make four different types of connections: Optical,

Serial, TCP/IP, Modem.
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2. Choose the Connection type on the left side of the screen, then choose an
interface regarding the required type of connection (Modem / TCP-IP / Serial /
Optical).

Serial configuration profile:

1. Make serial RS232 connection between the modem and your computer (you
should use RS485-RS232 adapter also or in case of using in case of WM-E2S®
model RJ45 connection, you have to use the RJ45-USB adapter).

2. On the left-side of the screen click on the Connection type and choose the

Serial interface.

= WM-ETerm - WM-E15 B - *

File Admin  Operation Tools Settings Help
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Please select a connection! - Version 1.3.52

3. Add a name for the profile at the New connection field.

4. Push the Create button. In the next window connection settings will appear.

5. Inthe connection window you can define the connection profile parameters

as Connection Name.
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6. At Configuration settings part, you can add the IEC Password, the IEC

address of the SIM card, and you can require the communication to be

logged (Communication log).

i WM-ETerm - WM-E25

File  Admin Tools Operation Settings Help
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|EC password
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IMEI
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\
\,

»

| Save | Cancel

| [Rs232

| [ Show

[ Show|

-~

COME

5600

8N

[ Switch enable?

115200

| 7’

AES key ,

Please select a connection!

7. For newer modem firmware versions — such as v5.x version it is optional to

use the Configuration password for the modem configuration. The default

password is: WMEXS! You can check the written password by the Show

option at right.

(Note that you can change the configuration password of the modem

. . @=
anytime by choosing the icon from the menu.)

8. It is mandatory to setup the connection parameters: as COM port according

to the available serial/USB port, the dataspeed (Baud rate), and choosing the

proper Data format (e.g. 8N1, 7E]1, etc) from the dropdown list.
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9. You can Switch baud rate during the firmware by enabling the Switch
enable option and choosing a baud rate from the list. This will be valid for
the firmware update period.

10. You can define an AES key for the connection if you want. You can also
declare the IMElI number (metering modem’s module identifier) to
guarantee that the connection is valid only for the relevant hardware (the
modem which has the IMEI).

1. Click on Save button to save the connection profile.

12. When connecting by choosing the Parameters Read @ icon, then the
screen change to a different view with the Standard settings and the
modem will reading out parameter values from the modem after the
connection. Continue from the Chapter 1.5.

= WM-ETerm - WM-E25 — O =

File  Admin Tools Operation Settings Help

0B S BE R & -8

ication % Connectiontype % | Log off

ATi

Standard settings

,‘ Parameters readout i

I

§ wsop operaion [N _ _ _ _
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Optical configuration profile:

1. Make the optical connection between the meter and your computer (connect

the optical USB cable to your computer and the opto-head to the meter).

2. Click on the Connection type and choose the Optical interface — at left.

i WM-ETerm - WM-E25

File  Admin Tools Operation Settings Help

2B L AREREBe-%

=
bl

Connection name [type - optical]

logoﬂs.

Connection name ||Optica|

Configuration / Connection settings

|EC password |

| [ Show

|EC address
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[ Show

Connection type

Optical connection settings

COM port COM&
Baud rate 300

Data format TE1

[ Mways set transparent mode an

Communication

Delay between packet send [ms] 0,

AT interface
N\
N\

X

Please select a connection!

3. Add a name for the profile at the New connection field.

4. Push the Create button, and in the next window the connection settings will

appear — similar to what was described at the serial connection.

5. For modem firmware v5 versions it is optional to use the Configuration

password for the modem configuration. The default password is: WMEXS! You

can check the written password by the Show option at right.

(Note that you can change the configuration password of the modem anytime

&) o)
by choosing the C icon from the menu.)




Wi

SYSTEMS

6. If it is necessary to use a secured IEC connection, you can add IEC password
and the IEC address and a Configuration password.

(You can see and check the written password by the Show option.)

7. Choose COM port, Baud rate and Data format values — similar as for the serial

connection. Note that value of Data format is usually 7ET1 instead of 8NI.

8. You can enable Always set transparent mode by its check box — for performing

transparent communication between the IP address and the metering modem.

9. You can setup the Delay between package send [ms] where you can define

the time interval (pause) between packages - value in milliseconds.

= WM-ETerm - WM-E25 - o X
File  Admin Tools Operation Settings Help
- = | T =AY [ —
g T o | 0= — = LOG% @m % E
:@ Paanelerizingpagsﬁ;'d:
z 5 . Standard settings
e |[oo000000 |
-
&
=
§
2 []
g
[]
3 ]
.E '._
3
[}
E
=
i []
Y VR
Optical - : :

10. Then push the Save button to save the profile settings.

1. Fill the Parametrizing Password D according to the meter
50}

information, then push the OK button.
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12. Then push to the Parameters Read icon, then the screen change to a different
view with the Standard settings, and the modem will be reading out parameter

values from the modem after connecting. Continue from the Chapter 1.5.

TCP/IP configuration profile:

1. You need to know the IP address of the SIM card for connection and the pre-

configured port number to setup the TCP/IP settings.

2. On the left-side of the screen click on the Connection type and choose the
TCP/IP interface.

w5 WM-ETerm - WM-E25 - O *
File Admin Tools Operation Settings Help
a [ h = X1 [
\p @ ol H =6 :/ = LOG% @m
X =N | ARy | — = o e
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o
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Configuration password | |°"" , ||:| Show |
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g TCP / IP connection settings *'
[
3
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£
H o |

IMEI | |
[
5 | AESkey | |
[
i ’

,/
,l
’I
i e
,/
/,’
u /,
’l
o P4
- ’,’
i ’
2 ~
7’
’l
'/
,l
I"
/l
,I
K/
I Save I Cancel
Please select a connection! -

3. Add a name for the profile at the New connection field.

4. Push the Create button, and in another window the connection settings will

appear —similar to what was described at the serial connection.

13
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For modem firmware V5 versions it is optional to use the Configuration

password for the modem configuration. The default password is: WMEXS!

You can check the written password by the Show option at right.

(Note that you can change the configuration password of the modem anytime

(e} |
by choosing the C icon from the menu.)

Define the IP address to the connected SIM card and the Port for the

connection.

You can define an AES key for the connection if you want. You can also insert
the IMEI number (metering modem’s module identifier) to guarantee that the

connection is valid only for the relevant hardware (modem which has the IMEI).
Push then the Save button to save the profile settings.

Then push to the Parameters Read icon, then the screen change to a different
view with the Standard settings, and @, the modem will be reading out
parameter values from the modem after connecting. Continue from the

Chapter 1.5.

Modem configuration profile:

1.

On the left-side of the screen, click on the Connection type and choose the

Modem interface.

Define a name to the profile at the New connection field.

Push Create button, and in another window the connection settings will appear

—similar to what was described at the serial connection.

For modem firmware V5 versions it is optional to use the Configuration

password for the modem configuration. The default password is;: WMEXS!

14
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You can check the written password by the Show option at right.
(Note that you can change the configuration password of the modem anytime

O
by choosing the C icon from the menu.)

= WM-ETerm - WM-E25 - . %

File  Admin Tools Operation Settings Help

B AREGREB-% =,

4o | Connection name [type - modem]
E. Connection name IModem I
- 1
Configuration / Connection settings H
|EC password | 'l' ||:| Show
al
2 | IEC address v |
-E Corfiguration password sene |':| Show
T 7
£ 1
5 | Modem connection setiings | 4
L% ]
COM port COME& o
= | Baudrate 9600 ~
g
® | Dataformat 8N.1 hd
‘E
£ | Phone number | |353D123455? - | [1 Also not nmeric
E —
3 | Modemtype -7
—-_—=—
New | Edit Delete
u == -~
E Modem type deﬁrﬂtbnNN .
------------------------- 1
E Connection name " ~~a__ =|Modem1 | 1
iS .o 1
- Inicialization command ‘”ATH | :
1
Select bearer service type I| Default ~ | :
! 1
Dial command 1 ATD “ 1
(mmm————————— . e e e H
——
____________ L __Savemodemtpe I
| Save | Cancel
Please select a connection! -

Define then the COM port, the Baud rate values and select a Data format type.

Add the Phone number* of the modem (SIM card’s phone call number).
*The first part is the prefix — it is not obligatory to be used.
The phone number is the second part, which can contain special (command)

characters, if you enabled the Also not numeric option.

Create a New Modem type. Some new parameters will then be listed at the
bottom side of the screen. You can define the modems here (e.g. analog, ADSL,

etc.), or you can edit or delete a registered one.

15
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Fields:
e Add the Connection name and the modem Initialization command.
e Select bearer service type, and add the Dial command.
e Define the Initialization command for the connecting modem.
e Configure further modem types also, use a Bearer service and define the

Dial command.

8. For storing the Modem type parameters and the connection type, push the

Save modem type button.

9. When you have finished the settings, push the Save button to save the

connection profile.

10. Then push to the Parameters Read @), icon, then the screen change to a
different view with the Standard settings, and the modem will be reading out

parameter values from the modem after connecting.

1.5 Editing or deletion of a configuration profile

You can delete the unnecessary connection profiles by choosing the Connection

type button on left edge of the screen.

1. Choose an Existing connection at the connection selection part and the relevant

settings will be loaded to the right part of the screen.

2. Choose then Edit and you can modify the existing profile settings. (You can

Delete also a stored connection profile).

16
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= WM-ETerm - WM-E1S (LES10-EUT: 26, 4G / LTE) — O >
File  Admin  Operation Tools Settings Help
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o
B = | | Create
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) s Delete
H IS
] ? Common settings Value
iH =
E‘ B | |EC password
‘3‘ =
|7 | IEC address
> Communication password
E Serial connection settings
i COM port COM6
Baud rate 9600
[
Data format 8.N.1
Z Switch baud rate during firmware update ? False
* Switch baud rate 115200
R IMEI
&
AES key
Serial - Version 1.3.55

1.6 Connect to the modem - Choose a configuration profile

Previously you have created configuration profile(s). Note that the connection
profile will NOT be automatically selected. Therefore, you have to choose a profile
manually at the bottom of the screen to connect to the modem before readout or

configure the settings!

Y
| Please select a connection! vI Version 1.3.43

1. Once the connection profile has been chosen, then click on the Parameters

Read @ icon to readout parameter values from the modem.

2. Then the screen will change to a different view by listing Standard settings
with all parameter values which has been read out. The progress will be

signed by the indicator bar on the righ-bottom side of the screen.

17
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File  Admin Tools Operation Settings Help
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S :
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g
>
u
.
y ]
: 4
__________

3. Then confirm the parameter readout success by the OK button at the left

side of the screen.

4. Afterall, the most important modem parameter values will be listed on the

screen —in this Standard settings view.

5. If you want to configure further settings over the basics, then push to the

Advanced Settings button at the bottom side of the screen.

1.7 Configuration in Standard settings mode

Here in Standard settings mode, you can edit the parameter settings by the Edit
values button. Then the standard (basic) parameters will be editable on the screen
— as APN settings, GPRS settings, RS485- and port configuration, LastGASP

settings, LED configuration, etc.

18
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Advanced settings
R5232 -
= WM-ETerm - WM-E1S (LES10-EU: 2G, 3G, 4G / LTE) - O >
File  Admin Tools Operation Settings Help
= =Teir— E
< [ |Fg & ©=
Standard settings . Edi values

B .
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= r———————————————————————————..h —————————————————————————
> GPRS is always ON: :‘;ﬂ‘r‘;::_"g Eec 8888 Meaning of LED 1: GSM / GPRS status v

u &

e . Meter port baud rate 0
& DB nehflork All available access techr fortransparent mode |~ | 115200 e Meaning of LED 2: SIM status ( wrong PINfle

c technology: N 3
8 and meter readout): »
& Data fommat fix 8N1 for
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1
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1
|
1
1
1
1
1
DCD mode: Fix 0 w |
1
1
I
1
I
1
1
1
1
1

APN Password:

i N I
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PDP connection Port for transparent

ATinterface % Communication %

I
1
1
1
1
1
1
I
1
1
|| APN Usemame:
I
1
|
1
1
1
1
1
1
1

?nﬁ:rlishmem delay 3 lZI (IEC) meter readout: 1007 lZI
o ; Part for downloading
g:;t[w;;w oty 24 ) the config and 3001 =)
’ firmware:
Daily restart on a fix,
parametrised time 14:14
Format HH:MM] 1
| ok || cancel |
Advanced settings
RS232 -

1
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Left column parameters:

1.

GPRS is always ON - check in the field if it was empty (it will always be online)
—when enabling, it will connectto PDP only ifit'sin ,push” mode, in any other

case the GPRS part will be inactive (for FTP push or UDP/TCP push)

Mobile network technology - here

Cellular band:

ment setting is not changed
d d

you can define the mobile access

2G only
3G only
All availabl technology (def
technology algorhythm for network 14 2valable acoess fechnology (deau
3G with fallback to 2G
LTE with fallback to 2G
use (for 2G, 3G, LTE, Cat.M networks LTE wih falloack to 2
CAT-M
and for fallback* feature). See NB-oT

CAT-M1 and NB-loT

Chapter 3.3 for further details.

SIM PIN code - check in the field if the SIM card that you are using needs a
PIN code and fill in the code here

APN Name - here you have to add the APN zone name according to the

modem SIM card (ask your Mobile Operator).

If the SIM requires a APN username, add the APN Username according the

mobile operator hints of the SIM card.

Then fill the APN Password if the SIM card uses a password for the APN

access.

Important! If the SIM is not using APN Username or APN Password values,

then leave these fields blank.

If the modem restarts due to an incorrect configuration, it is possible to
access it with a CSD call. Its operation can be fine-tuned by setting the PDP
connection estabilishment delay [min] value, where you can add a delay
time (in minutes) used before the PDP activation —the parameter can be set
between 1 and 255 value. This PDP Delay feature can be disabled by using
the value 0). See Chapter 3.1 for further details.
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8. Wait time until modem reset [hours] - from the start of the modem, the

watchdog restarts the module at these hourly intervals. (This is true if the
following field is not filled. If the Daily Restart on a fix, parametrized time
field isfilled, then only the settings there will take effect, meaning the modem

will be restarted at a fixed time).

Daily restart on a fix, parameterised time [format HH:MM] - to schedule a
daily restart time for the device — use HH:MM time format. Or |leave the field

empty if you do not want the device to be restarted every day.

Note, that the scheduled restart will be executed in the exact time only ifthe
modem getting proper time information from the mobile network provider.
Verify that the received date/time info are correct. If not, NTP settings ont he
modem should be done. After getting date/time information from the NTP

server, check the values that they are okay or not.

Middle column parameters:

1.

Watchdog check IP address — add an IP address which can be accessed
from the IP zone of the SIM card. This will be used for continuous checking

of the network availability.

Meter port baud rate (for transparent mode and meter reading) E-meter
serial port speed (during readout) can be also configured — define the serial
data baud rate (baud) for the connection. The default and recommended

value is 9600 baud and 8,N,1 mode.

Data format for meters means data connection mode for the serial port of

E-meter. Select the proper value from dropdown list (e.g. 8N1, 7E]1, etc.)

4. *RS485 mode - select a wire mode to configure the RS485 operation.

e 2-wire — means half duplex 2-wire pinout

e 4-wire - means full duplex 4-wire pinout
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e Disable — RS485 will be used automatically (for modem versions
which are having only RS232 cable, it is recommended to configure

this mode).

*Important ! In case of E57C WM LTE modem, the RS485 mode is detected
automatically (will be set to Disabled (which means automatic)). Note, that
if you will override this setting (e.g. to 4-wire or 2-wire), then the modem will
not operating properly and cannot be accessed locally — will be accessible
only via TCP connection! Therefore, we suggest not to set or configure the

RS485 mode in case of this modem type.

*In case of firmware v2 this parameter is used automatically - controlled
by the current firmware. Only in case of firmware v5 can be used the

configured parameter setting.

If you need DCD mode (data carrier detection) in case of RS485 version, then
configure by choosing the DCD operation mode: Fix 0 / Fix 1/ Standard /

Inverted

LastGasp Event push address — here you can add the notification address
(SMS phone number / FTP or TCP/UDP (IP) address) for alarm notification
(e.g. in case of power lost, input status change, etc.). In case of SMS (phone

number), use the international format.

7. Here you can define the Port for the transparent (IEC) meter readout.

8. To define a different Port for downloading the config and firmware refresh.

Right column parameters:

1.

Meaning of LED 1...LEDG6 fields*, where you can change the LED operation
for each available LED. The LED operations are pre-programmed, but can be

changed if you want here.
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*In case of WM-EIS / WM-E2S, the modem has only 3 LEDs (LEDI.LED3),
however WM-E3S / AM322 has six reprogrammable LEDs (LEDI..LEDS).

2. Then the configured settings can be saved by the OK button.

3. In Advanced settings mode, you can change any available parameter by
choosing the required parameter group from the roll-down list and by
pushing the Edit values button the reconfiguration will be available for the

listed parameter fields and values.

4. Change the settings and push to the Save button to confirm settings. Note
that you still have to Write the settings to the modem to apply.

= WM-ETerm - WM-E25 (LES10-EUT: 2G, 4G / LTE) - O X

File Admin Tools Operation Settings Help

P AREGR B =,

Edit values

Parameter description Mobile network A
) R5485 meter interface
Event push SMS text notificat | Secondary transparert
1| Standard meter interface
LastGASP lost SMS text notifi  ransp/ NTA
Destination IF address or pho# Watchdog

El client usemame

El client password

ATinterface % Communication %  Connectiontype % | Log off s.

R5232 -

5. Later, if you want to go to the Standard settings mode, you can do it by

[
Jof
pushing the Parameters view * *’h icon at the menu.
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Important! In case of WM-E2S modem, before connecting to RS232 check that
the modem jumpers are configured for RS232 mode. If it is necessary, jumpering

the device and retry the connection.

1.8 Device Information

After connecting to the modem, you can check the device current status by the

E icon (or choose Operation / Device Information view menu item).

Here, the modem type and identifiers, modem firmware and device firmware

version as identifiers are listed.

The current connection settings are listed here, as modem and firmware
indentifiers, cellular network provider code and operator name, available network

and access technology.

= WM-ETerm Ir WM-E15 (LES10-EUT: 2G, 4G / LTE) : - O X

File  Admin  Operation Tools Settings Help

B ERCRBo-% &

L !
&5 | Device information
5
o :' = -R-SEI-_.-'-"I-dEn: mmmsssss ": Madem vendor: N/A Operating system revision and 1D: WM-E2S E25_STD_BL B2.60
m | 0
1 i Serial No. of the modem chip: 130154270000342434 Telit module and fimware version: LES10-EU1 20.00.413
1
b R : I
1 cesstechnology: 26~ | | mmemememmmmemememmemememmmmemm e e e ——————
Al : Firmware wersion: V244311 : IP address: 37234 247175 :
Bl 1 ——— —— —— —db — ]
& : : IMEI: 356611075541684 IMSI: NAA
! 1
E : : ICC: 8936200003250172672 LTE bands: NAA
g |1 1
J
i ! Engine ID: N/A
1 1
1 1
Z : : Cellular operator name: ;II-ISE‘?W Pannon/Telenor - Cellular network provider: 21601
s ! 1
E : : Access technology: GSM / EGPRS Network status: N/A
211 !
E | e 1 ECHO: N/A RSRQ: N/A
E
g RSRP: N/A SINR: N/A
) Transmitted power: MNAA Cell ID: MNAA
u
£
o
E
':t Battery voltage: MNAA Battery capacity: MNAA
IP address: NAA DHCP: NAA
Subnet mask: NAA MAC address: NAA
Gateway address: NAA
Serial - Version 1.3.35
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The celluar signal strength can be seen on left at the RSSI value and the Access

technology - as it is displayed by coloums.

If the IP address is filled, that means that the device is currently communicating
properly on the cellular network. There you can check the IP address is given by

the MO service provider for the SIM card.

Note that at top part of the screen the modem type will be also listed with the

available cellular network technologies by the modem.

1.9 Transparent mode (for Optical type connection)

In case of using Optical connection, there is an End Transparent mode button at
the bottom of the screen. You can switch this mode on/off and control the meter

to allow or disable the transparent mode for the connecting metering modem.

ptical_temp ansparent mode ersion 1.3.
Optical_te JI End tr tmode || | Version 1.3.19T
1

Important!
The WM-E Term will switch off the Transparent mode after 15 minutes, then the
button will disappear. If you cannot connect to the meter, try to reconnect again

and switch again the button.

1.10 Using fixed and dynamical IP addresses

The modem can receive dynamic IP addresses - which are given by the GPRS / 3G
/ 4G LTE / LTE Cat.M or Cat.NB network provider's DHCP service - and use them
thanks to the APN settings and is able to receive and transmit data through the
network. It can also use fixed public IP and fixed private IP addresses of the cellular

network services during data call, transmission and data exchange.

After performing the proper APN settings, you can check the given IP address of

the network provider, when connecting to the modem via the serial link.
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At the Log communication tab on the left edge of the screen you can see the log

for checking the current IP address or use the Operation menu / Device

Information LTLE‘o icon.
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Chapter 2. Configuration

2.1 Parameter readout (from the meter)

Open the Parameters read @ icon to read out the parameters from the

modem.

This will initiate the modem connection in the background via the used
connection profile. The program tries to readout the parameters, which can be
checked by the progress indicator on the righ-bottom side of the screen.

(If you want to cancel the readout and the connection you can Stop operation.)

You can check the connection any time by the Connection button on the left-
side. Then the current modem communication messages, commands and

answers will be listed on the left side of the screen.

WM-ETerm - WM-E25L - O X

File  Admin Operation Tools Settings Help

W8 L A EREe-% =)

;; :Pa'a'leler group: ‘.AM'M ({IEC) ~ I Edit values I
1 & =
-1
B ||Edited groups: .+ APN Y
& ([0 e,
> Paramet‘e!'d.escnption i 3 Parameter value =
u
g | Eventt push SMS natify 3
.5 .I_.astgasp lost SMS text : Power lost
g Destination |P address or phone number :
é El client usemame :
I E| client password :
> 1 I N
5 |1 awm geC) :
m () 1 e
‘£ |1 IP Address: | : Data push interval: |3’5"“:"D | Lastgasp lost SMS text: |P°W9F lost |
1 D
1 <
: Server port: 0 o : Data push host: | | Lastgasp retum SMS text: |P°W9F retum |
3|t ! o
’ | futo register: [ Auto register 1 Data push |EC address: | |
1
1 . V. g
y Pollinterval fast (not L Se. X
: : deployed): 30 > : Data pushnpj?fm_rt_ |15{H}D |
L : Poll interval slow (deployed): 30 3 : Data push max ret.ﬁésa.' |3 |'
= |1 I— .
« : El client TCP keep alive: |1u |= eventpush.addr |. ‘i |
1 Ze
1 v
1 El client usemame: | | : Event push SMS text: ||nPLﬂ chatge, |
1 o
1 -
: El client password: | |= Event push SMS ignore: &0 , =
1 Do
1 .
: El client authentication mode: | | 1 Event push SM5 notify: |Last gasp, Input changes | ey
1 .
1 .
1 Soo .
1 . .
Ok Cancel 1 .. ..
I
i SR - 4
R5232 - :Stop operation - _i Version 1.3.43
. .
4. Then the connection successful message appears. (In case of a connection

failure the error message will also appear here.)
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5. The WM-E Term then loads the listed and read out parameter values.
6. Confirm the readout process by pushing the OK button — on the left.
w5 WM-ETerm - WM-E25 (LES10-EUT: 26, 4G / LTE) — O >

File  Admin  Operation Tools Settings Help

5 Sender: Serial connection

_BT Message: Parameters were read out successfully!

W ot
| WY @ e
& T e

5

B e

s e

& o

[

£

]

3 o

i

i

u

L.

k-

&

Parameter group: | T — H, Edt |
Edited groups:, ..+ Mo edited groups
“Parameter description Parameter value ~

i

1

L]

1

1

1

1

:

Event push SMS text notification ] 1l
I

LastGASF lost SMS text notification [
I

Destination |P address or phone number :
El client usemame :
[

I

El cliert password

Serial -

Version 1.3.55

7. At the top of the settings, the available parameter groups and its listed

parameters can be seen. This is where you can choose another Parameter

group by its button.

The available parameter groups
depend on the currently used
metering modem model and the

used firmware.

AMM (IEC) v

AMMSDLMS

APM

M2M

Watchdog

Mobile network
Calendar

Standard meter interface
Transp./ NTA
Secondary transparent
RS485 meter interface

8. After loading the parameters at the top of the screen, you will then see the

readout parameters and its values - at the bottom.
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Available parameter groups:

AMM (IEC) - Data push, Event push (SMS messages*, LastGASP*) and El
client

AMM/DLMS - DLMS server settings

APN - APN zone settings (for the SIM card)

M2M - GPRS connection settings

Watchdog - GPRS watchdog- and modem restart settings

Mobile Network — Cellular network settings of the internet module / SIM
Calendar - Calendar settings and time zone (daylight) settings

Standard meter interface - Date format, identifiers, LED operation
settings

Transp./NTA - serial data transmitting settings (transparent mode, etc.)
RS485 meter interface - for RS485 meter connection settings — do not
use this group in case of E57C WM LTE® modem type.

Secondary transparent settings - configure a second communication
channel

Device Manager - for configuring the Device Manager® server
connection for monitoring and maintaining the modems remotely
M-Bus — M-Bus and channel, readout register settings —only available for
the WM-E3S MBUS® version

P1 Customer Interface — Customer interface settings (Load profile, meter
data, service list, register values) - available only for WM-E3S CI®
(customer interface) and WM-E3S CI R® (relay) versions!

Network Protocols - the SNMP parameter readout and settings for the
SNMP Manager compatibility (available for some WM-E2SL® (Landis &
Gyr® connected) type meters only)

Ethernet - Ethernet interface, available only for the WM-E3Q ETH® and

AM322° versjons!
Network protocols — in case of TLS firmware for SNMP, NTP settings

9. By pushing the Parameters readout E%, icon (menu item) you can repeat the

readout, anytime or even if you want to test the modified settings.
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11.

12.

13.

Parameter group.

w5 WM-ETerm - WM-E2S (LES10-EUN: 26, 4G / LTE) - O >
File  Admin  Operation Tools Settings
a [~ h ([ e XY [ —
\P ! | :Q :/ =g LOG% @m
LR = - = o [
‘@ Parameter group: AMM {IEC) v Edit values ]
5 7
o Edited groups: Mo edited groups I,
= /,
Parameter description Parameter value 'I "
[-Mll| Event push SMS text natification 0 I/
2 |[ LastGASP lost SMS text notfication //
S
E Destination |P address or phone number ,’
E El client usemame 'I'
L%
El cliert password ,’
/ v
_ | AMM {IEC) > :
- IP Address: | Data push interval [sec]: | | Event push address: | |i
: 1
Server port: 0 Data push periodic: ~ | Event push SMS text: |||7IZ'Ut change |=
. _ 1
3 Auto register: [ Auto register Data push host: | | E:Tt push SMS ignore until  [gp = :
) ’ 1
) [Pszllclllfrtenral flbeisinEd] 30 Data push prefix: | | Event push SMS notffication: | - |=
a : 1
Poll interval slow (deployed) . . LastGASP lost SMS text
L. toat 30 Data push timeout [msec]: |'I 5000 | notification: | |!
i . - . LastGASF retum SMS text !
':t El client TCP keep alive [min]: |‘I 0 | Data push max retries: |3 | notification: um | |:
- 1
El client usemame: | | Data push retry delay[s]: 60 - 1
1
El client password: | | Data push table mask: ~ :
4 1
’
El client amiaﬁcaﬁon mode: | | Data push |EC meter address: | | :
i Data push |EC readout [2400] ~
__9___| o] baudrate:
Serial - Version 1.3.55
. . .
10. To edit the parameters, push the Edit values button to the right from the

You will then see the parameter values listed, and you can modify them.

When you have modified the required parameters, push the OK button to

record the settings.

Note, that settings will NOT be saved /sended automatically to the modem!

To send/write parameters to the modem, push to Parameters write @ icon!

14. Then the whole parameter list and the values will then be sent to the modem.

The right bottom progress indicator will show the percentage of the writing.
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w5 WM-ETerm - WM-E2S (LES10-EUT: 26, 4G / LTE) — O >
File  Admin  Operation Tools Settings Help -
. M
08 B o= 03 5
fas. m =
‘@ Parameter group: AMM {IEC) Paran1eters'~,,vritei v | Edit values |
5
o Edited groups: No edited groups K
) Parameter description Parameter value [l
|| Event push SMS text notification 0
'? LastGASF lost SMS text notification
E Destination |P address or phone number
E El client usemame
9 El cliert password
v
Z AMM (IEC)
; IP Address: | Data push interval [sec]: | | Event push address: | |
Server port: 0 3 Data push periodic: ~ | Event push SMS text: |||7IZ'Ut change |
[ Auto register: [ Auto register Data push host: | ) | [E‘;ecli':t push SMSignore until (g -
) [P;;"ci]fnewal s caiavEd] 30 3 Data push prefix: | | Event push SMS notffication: | - |
k. [Pszllcilltrtenral slow (deployed) 0 2| Deta push fimeout fnsec: |‘I 5000 | r&;?g;is;!ost SMS text | |
i . o - ] LastGASP retum SMS text
':t El client TCP keep alive [min]: |‘I 0 | Data push max retries: |3 J notfication: um | |
El client usemame: | | Data push retry delay[s]: 60 = -
El client password: | | Data push table mask: ~
El client authentication mode: | | Data push |EC meter address: | |
Data push IEC readout [2200] v
2 o] bau?:lrpalt-l:: i
I--------‘- -------------- T
Serial - ILStop operation - :‘u‘ersion 1.3.55
‘= WM-ETerm - WM-E25L
File Admin Operation Tools Seftings Help
15. A success message will then appear. Push the OK button 2 3 s &j E C_—/l
L (= W -4 ;Q =
to continue. - ot S cornecion
£ Message:  Parameters wrie success! The
levice s rebocting. . DO NOT
CONNECT FOR 2 MINUTES!
Important! After parameter writing/sending, the |
modem will be automatically disconnected and |: o
rebooting. Afterall it will be operating with the new |:
. >
settings. The reboot process could take about 2-3 |;
g

minutes until the modem’s availability. During this you
cannot access to the meter. Wait, while the modem will

be available again!

2.2 Saving the parameters

R5232

Open the File menu Save item to save the currently modified configuration (into

a .CFG extension file).
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2.3 Loading the saved parameters

1. When you already have a previously saved and prepared configuration, you can
open it from the File menu by the Open item.
2. Browse the required configuration file (with .CFG extension) and push the Open
button.
3. The program will then load the parameters, and you can write the parameters
to the modem/meter as it was described before.
‘s WM-ETerm - Industrial R5485 modem (LE10C: 26, 3G, 4G / LTE) — O s

File Admin Tools Operation Settings  Help

ATinterface % Communication %  Connectiontype %  Log off r 4

..... o B .@.Qlf‘g H & 08

Parameter group: ||Mob||e T T v|| |_> Edit values I

Edited groups:

Parameter description s Parameter value

Mobile network technology All available access technology (default)

Type of incoming calls when no incoming bear\:—iis specified” Data

Delay of accepting call {ings) s 3

Password for CSD call

SIMPIN

Cellular network

o B

SIM PIN code: .:" |uu | Provider selection mode (rcanj'

Selection mode _.". Cellular network provider

Manual

Mabile netwark ted'mology;.'. |NI available access technology (de | .
s Manual / Autématic

: A
Number of rings befé Il =
(Custfr fings :e.foreacceptaca |3 lZ"

Type of call [Data v]

Answer |ncod'||ng voice calls as data

r

1

1

1

1

1

1

1

1

1

i 3
: Password for C5D cally | |
1

1

1

1

1

1

1

1

1

: calls (CSD].Tf set to.tfue lgnore voice
1

cals otheewisez,”
L
1 ok & cancel |
e
Please select a connection! -

For the editing, choose a Parameter Group from the drop-down menu, the

stored parameters will be listed automatically.

Click on the Edit values button and you can edit or change the stored modem

parameters.

Push the OK button after the modification.
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7. You can also save these settings to an another configuration file (.CFG).

Important!
Note that by saving or pushing OK, the modified parameters will not be
automatically saved or sent/written to the modem.

You have to send the parameters to the modem directly - choose the Parameters

write @ button for the sending of the parameters!
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Chapter 3. Parameter settings

Here you will find the minimal and recommmended settings of the meter device for
the proper data connection, mobile network communication and operation.

Read out the parameters of the modem with the Parameter Read @ icon.

When the readout process has been finished, choose a Parameter group by the
next listed hints and following steps. After this stage, you have to send the

parameters to the modem - see later.

3.1 APN settings
1. Choose the APN group.

2. Push the Edit values button, and the relevant parameters and their values

will be listed.

= WM-ETerm - WM-E25 (LES10C: 2G, 3G, 4G / LTE) - O X

File  Admin  Operation Tools Settings Help

B ARERB-% =,

Parameter group: ~ o Edit values I

logoﬂ&'

Edited groups: No edited groups 7

Parameter description Parameter value -’ ~

APN usemame R
APN password

Create APN usemame automatically No i

Connection type %

Create APN password automatically Mo -’

ation W
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
4

\
\

: APN Name: |intemet

|
T APN Usemame: | |
|

APN Password: |

e W

b: : Create APN password automatically: [ Create automatically

4
1 . .
1 PDP connection establishment del;f 3 -

1
1
1
1
i
Create APN usemame automatically: [ Create automatically :
1
1
1
1
 [min]: ’ H

ATint

Serial - Version 1.3.35
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3. At the bottom side of the screen fill in the following fields:
- APN Name - here you have to add the APN zone name according to the

modem SIM card (ask your Mobile Operator).

4. If the SIM requires a APN username, add the APN Username according the

mobile operator hints of the SIM card.

5. Then fill the APN Password if the SIM card uses a password for the APN

access.

Important!
If the SIM is not using APN Username or APN Password values, then leave
these fields blank.

Note that APN Username or APN Password fields’ content — if they are used
—these are replaced by substitute xxxxxxx characters by security reasons.

If you change one of these fields, always rewrite /refresh the field content,
never leave the characters on xxxxxxx when you are modify the APN

settings parameter group!

Important!
The PIN settings of the SIM can be configured in the Cellular network

parameter. Check the setting if your SIM uses a PIN code for authentication.

6. If the modem restarts due to an incorrect configuration, it may be possible
to access it due to a CSD call. This operation can be fine-tuned by setting the
PDP connection estabilishment delay value, where you can add a delay
time (in minutes) which will be used before the PDP activation. The PDP
parameter can be set between 1T and 255 (minutes) and by value O the delay
feature can be disabled).

You may need this function because it is possible that the modem did not

receive an |IP address the first time - in some cases not even several times,
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and in this case it waits for the specified time - to have a chance to connect,

so it can give the CSD connection more time than usual for modem.

Operation of PDP delay in case of v2.x firmware versions:

- The firmware tries to perform PDP activation three times - if it could not
connect to the network and did not receive an IP address.

- Waits a short time between attempts, then continues with the next attempt.
- If the 3x PDP activation fails, it waits the specified number of minutes until the
next attempt, based on the value specified in the PDP connection setup delay
field.

- After the PDP connection establishment delay value expires, it returns to the

first point.

Operation of PDP delay in case of v5.x firmware versions:

- The firmware tries to perform PDP activation three times - if it could not
connect to the network and did not receive an IP address.

- Take a T-minute break between each attempt, then continue with the next
attempt.

- If the PDP activation fails, the PDP waits for the specified number of minutes
until the next attempt, based on the value specified in the PDP connection
setup delay field.

- After the PDP connection establishment delay value expires, it returns to the

first point.

7. Push the OK button and continue with the next part.

3.2 Wireless settings

1. Choose the M2M group for the cellular communication settings (2G, 3G, 4G,

etc).

2. Push Edit values button, and relevant parameters and values will be listed.
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3. At the bottom side of the screen, fill in the following fields:
- GPRS is always ON - check in the field if it was empty (it will always be

online)

-when enabling, it will connect to PDP only ifit'sin ,push” mode, in any other

case the GPRS part will be inactive (for FTP push or UDP/TCP push)

- You can enable the Connection timer - only if you are not using the GPRS

always ON option (when it is disabled)

= WM-ETerm - WM-E25 (LES10C: 2G, 3G, 4G / LTE) - O X

File  Admin  Operation Tools Settings Help

B AREGREB-% =,

‘.; Parameter group: ’v,/r Edit values I
’
o Edited groups: No edited groups ’,’,
= R
’I
) Parameter description Parameter value ,¢’ ~
PRl GPRS is always ON Yes //
'E Connection timer"” No ’,”
S
E Start of GPRS connection [YYYYMMDDWWHHmmSS5] 00:00:00 ’,”
E Additional delay time [sec] D=ec ,/,
3 -,
Hold4ime of GPRS connection [sec] D=ec ,”
-, v
> v 1
= | M2M ‘/’ :
S ; )
E.. ‘Sgcorr‘i‘trm?:n S g Part for transparent (IEC) meter readout: 3000 = :
E : 3 1
E GPRS is always ON: onn for c.lownloadlng the config and 9001 =1
£ :g:azr:é key for downloading th :
-] A - ey for downloading the
J Connection timer: D : 2 b 1
config and fimware: | 1
2 | Stat GPRS connection [HH:MM:55]:  [00:00:00 Use AES-256 CBC encryption: O i
i 1
H - ) - Number of GPRS connection attempts rail |
E Additional delay time [sec]: 0 = il module readt- Pt 15 = :
E . . - Time between GPRS connection 1
g Hold time of GPRS connection [,sic]. 0 - attempts [sec: |1 5.15,300.15,15,300,15.15,3600 :
,’ Waiting time until next try [sec]: 1 =1
e e e o e e A e e e e e e e e e e e e e e e e e e e e e e e e e SEEEE s mEmm e m 1
,/
4
4
7
4
pmmm
I Ok : Cancel
Serial - Version 1.3.55

4. |In case of enable the Connection timer, the Start GPRS connection can be
defined for the modem’s GPRS connection / to push data (in HH:MM:SS
format / syntax) via cellular network. Note that it is usable only if the GPRS

Always ON parameter was disabled!

37




Wi

SYSTEMS

10.

11.

12.

Encryption password via MD5 algorithm - You can ask for encryption of the

password via MD5 algorithm. Values: O = false, 1 = true

Additional delay time interval (in seconds) - in case of using "push" to give

some delay before build-up the connection.

Hold time of GPRS connection - When there is no available GPRS
connection, after the defined time (in seconds) will try to reconnect the GPRS
connection. After alarm push, the PDP context will be deactivated and
disconnected after this defined interval. Will be valid only if the GPRS Always

ON parameter was set to ,disable”.

Note, that the modem uses the default nr. 9000 port for communication

and the port nr. 9001 for configuration and firmware refresh.

Here you can define the Port for the transparent (IEC) meter readout.

To define a different Port for downloading the config and firmware refresh.

Select the AES-256 CBC encryption if you want and the AES-256 key for

download config and firmware option.

You can also configure the Number of GPRS connection attempts until
module- reset - means the number of maximum GPRS (PDP) connection

attempts 'till module-restart.

There are presetend some refine settings to define as Time between GPRS
connection attempts (in seconds) - if the PDP context activation was not

successful, it will delay the reconnection according by the following:

From the value list e.g. ,15, 15, 300, 15, 15, 300, 15, 15, 3600" the last position —
the value ,3600" (seconds)- will be the first valid delay value. When that time

has elapsed, the three earlier position will be valid —the value in our example
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3.3

is , 300" (seconds) — after this time has elapsed, the the three earlier posititon
will be active — the value ,300".
13. The Waiting time until next try field — waiting time between connection
attempts. If the PDP context activation was not succesful, then it will wait
until for the defined interval to the re-activation. If that reached the end of
the time [secs] between GPRS connection attempts parameter value
timeout, it goes back to the list, otherwise it is not used. (The parameter is

not implemented yet.)

14. Push the OK button and continue with the next part.

Cellular network settings

Choose the Mobile network group for editing the cellular connection

parameters.

logoﬂa.

Connection type %

ication W

e W

ATi

File

2B ARER B-%

WM-ETerm - Industrial R5485 modem (LES10C: 26, 3G, 4G / LTE)

Admin  Tools Operation  Settings  Help

Parameter group: Mobile netwark

Edited groups:

Parameter description
Mobile network technology

Type of incoming calls when no incoming bearer is specified”
Delay of accepting call fings)

Password for CSD call

SIM PIN

Parameter value
All available access technology (default)

Data

Cellular network

SIM PIN code:

Provider selection mode {roaming):

Mobile network technology: |A|I available access technology (de |

Password for CSD call: | |

Mumber of rings before accept a call
(CSD):

Type of call:

Answer incoming voice calls as data
calls (C5D) if set to tryg. Ignore voice O
calls otherwise:‘f’

Selection mode

Manual

Manual / Automatic

£

Please select a connection!

39




Wi

SYSTEMS

2. Push the Edit values button, and the relevant parameters and their values

will be listed. Configure the parameters.

3. SIM PIN code - check in the field if the SIM card that you are using needs a
PIN code and fill in the code here

4. Mobile network technology - here you can define the mobile access
technology algorhythm for network use (for 2G, 3G, LTE, Cat.M networks and

for fallback* feature).

The useable network technology options of the current internet module are

listed on the top of the screen as it is marked on the next figure.

¢ WM-ETerm- WM-E1S (LES10-EU1: 26, 4G / LTE) | = O x

File Admin Operation Tools Settings Help

dE L ARERBo-%

Options:
Current settings is not changed —  casrband:

ment setting is not changed
iz not changed

the modem will trying to use the 2 onl
. All available access technology (defau
default  factory  settings  for LTE only
3G with fallback to 2G
. . . . LTE with fallback to 2G
connection. By using this option, LTE vithatback ta 3G
. . MNB-laT
the modem will try to register to the CAT-M1 and NB-loT

last succesfully used technology.
Note, that if you change the SIM card in the modem, we do not recommend

to use this option.

Note, that here you can always found only the modem related network
technology settings and cellular network combinations (e.g. only-modes,

fallback-modes, etc.).

All available access technology - usable only for the modules, which are

supporting the 4G and 3G and 2G networks!
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LTE with fallback to 2G / LTE with fallback to 3G — usable only for
modules, which are supporting fallback channels (etc. LTE module
with 3G/2G fallback). Fallback means, that in case of outage of the
primary selected network (e.g. LTE), the module will switch to the
fallback network (e.g. 2G or 3G) and will be operating further on that
channel. When the primary band will be available again, the modem
will switch back to the primary technology (to the LTE). It's a fail-safe
setting.

2G only, 3G only, Cat.M1, NB-IoT — the modem will be operating only
on the selected network type, if the internet module supports the
selected cellular network technology. If the technology cannot be
accessed temporary, the module won't be operating. It's not a fail safe

setting.

LTE only — in case of LTE and Cat.M modems, we suggest to choose

this option.

Cat-M1 and NB-IoT - usable only for Cat.M/NB modules. The available

network will be used automatically.

Cat.M / Cat.NB with 2G fallback — we suggest do not change the

value of the All available access technology field.

Further parameters here are for configuring the CSD:

- Add a Password for CSD call - login pass for call and SMS

- Number of rings before accept a call (CSD) - Waits for the defined number

of rings before accepting the data call (CSD)

- Type of call — here you can define Data, Fax or Voice mode for the barrier

type of incoming calls (CSD). We suggest you to use the Data option here.
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- Answer incoming voice calls as data calls (CSD) if set to true. Ingore
voice calls otherwise. Here you can enable the CSD transformation of voice

calls.

5. On the right side of the screen you can define the Provider selection mode
(roaming) - the cellular network provider change parameter. Fill, only if you
attempt to define a dedicated mobile network to use. The selection list is
provided by the international mobile operators.

The connection method can be Manual or Automatic.

Here you can also add, modify or delete the selection mode in the list.

6. Push the OK button and continue with the next part.

3.4 Watchdog settings (monitoring the modem operation and

scheduled modem restart)

The device is able to perform manual/auto reboot with the following options

configurable from both the configuration program (WM-E Term) and SNMP.

You can configure here the following reboot options:
e Auto reboot to be disabled (configurable)
e Manual reboot (caused by any configuration modification)
e Autoreboot will run periodically based on a configurable timer which can

be set up to 24 hours (configurable and can be scheduled)

The automatic restart monitors the "keep alive" message from the processor
through the watchdog timer at predetermined intervals. If the watchdog timer
stops receiving the "keep alive" message, it initiates a restart. The watchdog
function operates independently of the processor. The device is set with a
hardware watchdog, which continuously monitors the modem's operation, thus
during the GSM module startup, SIM card initialization, network registration, and

active communication.
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w5 WM-ETerm - WM-E2S (LE910-EL: 2G, 3G, 4G / LTE) - O >
File  Admin Tools Operation Settings Help
a [~ h ([ = f—
\P (e i =@ =4 Iz LOG% @m
LR = - = o [
‘@ Parameter group: ‘Watchdog ~ Il »  Edit values I
3 =
g | Edited groups: AMM (IEC) et
= e
) Parameter description Parameter value ,/' [l
| Seconds, GPRS connection closed and restored after this time [sec] o ,/’
»
'E Timeout at GPRS login fail [min] 30 minute(s) ,z,
S
E Daily restart on a fix, parametrised time [HH:MM] 1414 ,/
»
E Daily restart time window [min] o ,/,
L%}
Wait time until module reset [hours] 24 hour(s) ," v
x
R e e :
S\ 1
i : Watchdog check IP address: |3-3-3-3 | Device Service Session enabled: D :
£ ~ 1
1 MNumber of ping retries: 3 - APMN name for device services session: | | :
1
- ; ; 1
3 : T et 3000 = ::ePszli::.emame for device services | | i
1 ) ; ; 1
> : Ping wait time for next cycle) [secl: 120 = ::ePSZIig:.ssword fapEncecee. | | :
a1 . 1
L. : Timeout at GPRS login fail [sec]: 30 3 Server address, filename and path: | | :
0 1
= : Wait time until module reset [hours]: 24 - Retry count of FOTA process: |D | :
L4
| Daily restart on a fix, parametrised time X !
: Format HH:MM:] |14'14 Status of the update process: | | :
1 ; . X L’ - Cellular network access technology - z c 1
: Daily restart time window [,nyﬂ 0 =) selection (LTE.3G.2G mode) for FOTA: | available access technology (default) w :
: GPRS connection _wiII € closed and 0 = Reboot the device: O :
L restored after this tlm€ [sec]: 1
________ o ey ey Sy U Uy S S ————
T "ok T cancel
| Sepp——
RS232 -

If the GSM module startup, SIM card initialization, or modem network registration
fails, or access is not assured, then at specified intervals, the modem repeats these
tasks and attempts to set up and start the module, until the mobile network
connection and communication are established. In addition, communication

monitoring of the modem is also solved.

The following events can be set in the program regarding the operation of the
watchdog:

e module restart in case of RF module firmware shutdown

e network search restart in case of network outage

e RF module restart after several unsuccessful attempts

e RF module restart after multiple unsuccessful GPRS connection attempts

e fixed restart after a specified runtime

Management of the vital signs, GSM modem disconnection from the mobile

network, and its reconnection can also be configured in the program as follows.
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If the mobile network provider disconnects the modem from the mobile network
due to network inactivity, there are certain parameters available, which if set, then

the connection automatically and periodically rebuilds.

When the mobile service provider sends a message to the modem that the data
connection has been interrupted, the connection is automatically restored. If no
message is sent, set the pinging in the Watchdog parameter group, press the Edit

Values button, and configure the following parameters:
You can configure the ping parameters as these are listed below:

1. Watchdog check IP address — add an IP address which can be accessed
from the IP zone of the SIM card. This will be used for continuous checking

of the network availability.

2. Number of ping retries - connection attempts.

3. Ping wait time reply [sec] - it is a timeout of ping interval (for checking the

cellular network availability) — value in milliseconds.

4. Ping wait time (for next cycle) [sec] - it is an interval (wait time) between
ping cycles, time interval until the next ping sequence occuring (for checking
the cellular network availability). If there is no ping response, it reconnects to
the network after the specified time interval (in seconds), where the GPRS

connection will be closed and restored after spending the defined interval.

If there is no response to the ping request, the device is reconnected to the network
after the time interval specified in the GPRS login error timeout [sec] and the

device reconnecting to the cellular network.

Attention! |n case of frequent ping using, the data traffic will be higher, but the

chances are higher that the device will remain on the cellular network.
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Further settings:

5. Timeout at GPRS login fail [sec] - it is timeout when GPRS (PDP) login fail

accours - tolerance interval of PDP connection establishment error

6. Wait time until modem reset [hours] - from the start of the modem, the
watchdog restarts the module at these hourly intervals. (This is true if the
following field is not filled. If the Daily Restart on a fix, parametrized time
field isfilled, then only the settings there will take effect, meaning the modem

will be restarted at a fixed time).

7. Daily restart on a fix, parametrised time [format HH:MM:] - to schedule a
time for daily restart of the modem - set an exact time it in HH:MM time
format. Or leave the field empty if you do not wish to restart every day. (This
applies if the previous field - Wait Time until modem reset - is not filled. If it
is filled, then the settings there will take effect, meaning the timing starts
from the last restart of the modem, and upon the completion of the number

of hours set there, the device will be restarted).

8. Daily restart time window [minutes]: The use of this field allows for random
restarts. It works by specifying an interval here (in minutes) relative to the
previously set Daily Restart value, and the restart will occur within ,N”
minutes of the time specified in the previous field. For example, if you set the
Daily Restart to 10:00, and then set the Daily restart time window field to
120 (120 minutes, which is 2 hours), the modem will be randomly restarted

sometime between 10:00 and 12:00.

Important!

Note, that the scheduled restart will be executed properly if the date/time
information of the modem are exact. Therefore check that the modem is getting
proper values from the Mobile Network Operator. If not, the NTP settings modem
should be done on the modem for getting exact date/time information from the

NTP server. Verify that the received values are correct.
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9. GPRS connection closed and restored after this time - Waiting time (in

seconds) between establishing the PDP connection. This value is also used
for ping! (If ping is configured (Ping Waiting Time (for response)
parameter), then after the specified delay, it will automatically reconnect at
the specified interval/repetition time.)

Here you can specify how long the device should wait after the provider cuts
off the modem from the network before trying to reconnect to the mobile

network again. Ask your mobile service provider for recommended settings!

Attention! If there is less data traffic and there is no ping configured, the
device may not stay on the network for a long time. If you set this parameter
to a low value that can cause frequent network reconnections. Therefore,
according to the circumstances, should you set this value lower as your
mobile service provider recommends. (because there are some mobile
network providers that limit the number of the modem network connection
and registering attempts during the time (e.g. limit to four times per hour —

or similar used to configured by MOs).

Device Service Session settings (right side of the screen):

1.

Device Service Session enabled checkbox — here you can enable the remote

firmware refresh (FOTA) service.

Here you can define Device Session APN name and APN username, APN

password.

Server address, filename and path* is used for Telit module FTP OTA
support — an FTP server address and connection parameters (protocol, IP
address as user and password) to refresh the module'’s firmware. Leave it

empty if it is not used.

Syntax (ftp):
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FTP OTA parameters (FTP host, user/pass, path, filename)
<protocol>://<user>:<password>@<ip_address>/<directory>
Example (ftp): ftp://user:password@11.22.33.44/fw-upload/

*Note, that the Telit firmware update feature available only in case of WM-

E3S modems!

4. Retry count of FOTA process — this means the number of remote firmware

upgrade retries — in case of FOTA progress.

5. Status of the update process — here you can get a message for the device's

current FOTA status.

6. Cellular Network Access Technology selection (LTE, 3G, 2G mode) for
FOTA - the device has the ability to manually force to refresh the firmware
remotely (FOTA - FTP OTA) by selecting a network technology. E.g. LTE only,

etc.

7. Reboot the device checkbox -the immediate restart option is implemented

only in case of some special firmware versions — ask our Sales!

8. Push the OK button and continue with the next part.

3.5 Calendar settings

1. Choose the Calendar group and push the Edit values button, and the

relevant parameters and their values will be listed.

2. Here you can enable the Switching daylight saving time - if you wish to use
this feature (using the annual daylight saving time as standard - DST

date/time), then check the box, in any other cases leave it empty.
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3. You can also define the type of the time correction of the daylight saving by
choosing one of the possible radio buttons: EU standard, Standard time,

Daylight saving time.

If you select the Standard time or Daylight saving time option, further data
should be defined as Month, Day and Time. Then you shoudld have to push
to the Set date button.

w5 WM-ETerm - WM-E2S (LES10C: 26, 36, 4G / LTE) - | x

File  Admin  Operation Tools Settings Help

B ARCRE>% =,

Parameter group: Calendar w Edit values I

logoﬂ&'

Edited groups: M2M U

Parameter description Parameter value V2
Start daylight saving March last sunday 02:00:00:00 GMT +60 4
End of daylight saving October last sunday 03:00:00:00 GMT +120 ’

Switching between daylight saving / nomal time Yes ,'
(ffset daylight saving time [minutes] &0 min /,
Deviation of local time to GMT &0 min /l

Connection type %

Calendar
Switch daylight saving time // normal time

ication W

() EL standard
(® Standard time:
October last sunday 03:00:00:00 GMT +120 Day | Last - sunday w |

(O) Daylight saving time:
March last sunday 02:00:00:00 GMT +60

Month |Od0ber w |

~,

e W

Time [03:00 |

Deviation of local time to GMT [min]: 60 - Set date

ATi

(ffset daylight saving time [min]: &0 =

e

Serial - Version 1.3.55

4. You can also use Deviation of local time to GMT (in minutes) or Offset
daylight saving time (in minutes) for time DST synchronisation regarding

the needs and habits.

5. Push the OK button and continue with the next part.

48




Wi

SYSTEMS

3.6 Serial data transmission meter € - modem settings (Transp. /

NTA)
1. Choose the Transp./NTA group and push the Edit values button, and the

relevant parameters and their values will be listed.
2. You can choose the Multi utility mode (DLMS active) - here you can define
the Transparent mode (of data transmitting) or the Multi-utility mode (not

implemented yet). It activates the E-Meter LED

= WM-ETerm - WM-E15 (LE910-EU: 2G, 3G, 4G / LTE) - O *

File Admin Tools Operation Settings Help

2B L ARECRBo-% 1=

Parameter group: Transp./ NTA w I Edit values I

Edited groups: AMM (IEC) g

logoﬂs.

Parameter description Parameter value -’
Meter port baud rate for transparert mode meter reading) 115200 A
Data format fix 8N1 for meters, that fix on N1 8N1 7

Multi utility mode (DLMS active)

Transparent mode -’

Connection type %

T
I Transparent / NTA 27
1

lication W

1 Mult utiity mode (DLMS active):

:Me{er port baud rate for transparent
Imode and meter readout):

1 Data format fix 8N1 for meters, that fix
jon 8N1:

1
:Transparent mode TLS enable:

e W

:Transparent mode certificate bank
jselect:

HMransparent mode CA certificate bank
jselect:

ATil

Transparent mode -’
115200 e

8N1

|

0

0

I Transparent mode certificate N
1 fication: ot
jverfication:

3. Then the Meter port baud rate (for transparent mode and meter reading)
E-meter serial port speed (during readout) can be also configured — define
the serial data baud rate (baud) for the connection. The default and

recommended value is 9600 baud.

4. Data format fix 8N1 for meters, that fix on 8N1 - Data mode for emeter

serial port. You can select 8NI1 (if it is enabled) or 7E1 (if it is disabled).
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5. You can use TLS protocol encryption* (between the modem and the meter),

by choosing the Transparent mode at TLS enable option.

You can then insert the Transparent mode certificate bank number and

Transparent CA certificate bank number here.

The bank value ,,0" means the default certificate used by the firmware, or you
can choose the ,1” which means that the uploaded certificate will be used.
You can upload the certification file from the Tools menu, and choose the

CA certificate or normal certificate related menu item for the upload.

You can also configure the Transparent mode certificate verify mode

(Possible values: Not / Optional / Mandatory).

8. Push the OK button and continue with the next part.

3.7 IEC server settings (AMM IEC)

1.

Choose the AMM (IEC) group for meter connection settings.

Push the Edit values button, and the relevant parameters and their values

will be listed.

IP Address (AMM (IEC)) — here you can define the remote server’s IP address

where the data will be transmitted through the wireless network

Server port (AMM (IEC)) - AMM (ElServer) port (ftp client port), define the

port number of the server IP.

Auto register - Automatic registration to the address - checkbox. In case of

data push send automatically or not.
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= WM-ETerm - WM-E25 (LES10C: 2G, 3G, 4G / LTE)

File  Admin

Operation  Tools  Settings

08 IREREe-

logoﬂa'

on % | Connection type %

e W

ATi

- O X

=
b

Parameter group: AMM (IEC) ~ I Edit values I
’
Edited groups: M2M 7
,
4”
Parameter description Parameter value ,/' [l
>
Event push SMS text notfication 0 z’,
LastGASP lost SMS text notfication e
’
Destination |P address or phone number ,z'
>
El client usemame ,/'
7
El client password ‘,’
v
Mol bl o bl L e Dl e D e L e Dl e Dl el e LS e D D e e e b
JAMM (IEC) 1
1
1
= 1
: |P Address: | Data push interval [sec]: | | Event push address: |+352D123-455; ||
1
1
: Server port: 0 Data push periodic: |‘I minute ~ | Event push SMS text: |||7IZ'Ut change “
1
! ) ! Event push SMS i ntil -
: Auto register: [ Auto register Data push host: | | [s‘;ec]: pusl ignaore until 60 = i
1 i =
E‘;"c']rﬂemal fast ot deployed) |39 Data push prefix: | | Event push SMIS notfication: [ EETCESTANTREERRES ]!
H :
1 Poll interval slow {deployed) . . LastGASP lost SMS text I
: toat 30 Data push timeout [msec]: |15DDD | notification: |P0W9F lost |=
: - ) LastGASF retum SMS text I
i El client TCP keep alive [min]: |1D | Data push max retries: |3 | notffication: L0 |P0wer retum |=
- 1
: El client usemame: ’ | | Data push retry delay[s]: 60 - 1
7’ 1
1 4
: El client password: ,’ | | Data push table mask: | ~ | :
¢ 1
1 ’
I El client autheptfcation mode: | | Data push |EC meter address: | | _:
e e o s s e e s s s s e e e e
= ok |1 Cancel Data push EC readout [2400 ]

baudrate:

Version 1.3.55

6. Poll interval fast (not deployed) - Value of Poll interval fast (not deployed)

in seconds.

7. Poll-interval slow (deployed) - Value of Poll-interval slow (deployed) in

seconds.

8. Define the El client TCP keep alive — Keeps the El client connection alive for

the defined time range - value in minutes.

9. EI Client username for the connection IP address, and El Client password

is also also required, fill the fields, please.

10. El

client authentication mode means that a remote device cn be

configured and allowed to be connected to the modem and readout the

data — by selecting authentication mode. Values: N - no authentication, E - El

authetication: define the username and the password.
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Data push settings:

At the next coloumn at right, you can find the Data push parameters.

1.

Data push (ftp) parameters if you wish to use the FTP / data push service on

the modem.

Data push interval — Not available for all modem types. The interval of next
data / FTP push connection trying - the data push will be inactive until the
interval spent and then it will try again (if Data push max retries was not

exceeded) — value in seconds.

Data push periodic - For WM-E1S FTP data push mode. The interval of next
data / FTP push connection trying - the data push will be inactive until the
interval spent and then it will try again (if Data push max retries was not

exceeded). Select the period.

Fill the Data Push Host field - for defining the SMS phone number or / FTP

server or TCP/UDP server's IP address.

Syntax (ftp):
FTP OTA parameters (FTP host, user/pass, path, filename)

<protocol>://<user>:<password>@<ip_address>/<directory>

Example (ftp): ftp://user:password@11.22.33.44/fw-upload/

Syntax (TCP/UDP):
<protokoll>://<ip_address>:<port_number>
Example (TCP): tcp://11.22.33.44:8088
Example (UDP): udp://11.22.33.44:8088

Syntax (SMS):

<protokoll>://+<country_code><network_operator_code><call_number>
Example (SMS): sms://+43071234567 or similar
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5. Data push prefix - For WM-E1S FTP data push mode. File nam prefix e.g.
JWMEIS" can be used here

6. Add the Data push timeout - Interval of data/ FTP push connection wait - it
waits until the declared interval whether it was successful or not — value in
milliseconds.

7. Data push max retries means the number of retries of data push operation

in case of connection failure.

8. Data push retry delays means an applicable delay value, after the data push

until the next periodic data push will be initiated.

9. Data push table mask T1, T2, T3 (tariff) table readout selectable options.

Optional to use.
10. Data push IEC meter address — source meter address.
1. Data push IEC readout baudrate - source meter commmunication / readout

speed rate in baud.

Event push settings (LastGASP):

Important! Note, that this feature is NOT working with the E57C WM LTE modem
type.

1. Atright side of the screen, you will found the Event push settings.

2. The Event push feature is available only with the metering modem, which

contains a supercapacitor!
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Important! The following settings will be valid and useful only if there is a
supercapacitor on the relevant WM-E modem version, and if you requested the
compatible firmware version to configure the ,Last GASP” event push notification

alert.

3. Event push address — here you can add the notification address (SMS phone
number / FTP or TCP/UDP (IP) address) for alarm notification (e.g. in case of
power lost, input status change, etc.). In case of SMS (phone number), use

the international format.

4. Event push SMS text — the defined text will be sended in case of input signal
change detection (available only for WM-EIS 2IN® and WM-E3S CIR® type

modems).

5. Event push SMS text ignore until [sec] - for WM-EIS 2IN® modems, here
you can define the interval (in seconds) to ignore the triggering of the event

push (SMS notification) in case of input change.

6. *Event push SMS notification — notification  evert push SUS notfication: |Last GASP. Input changes |-
_ _ _ [T Last GASP
type options to select. Multiply selection: gg&changes
[] Debug

e Last GASP notification - quite useful for reporting an occurring and
unexpected power outage event. In case of power outage event, the
modem’s supercapacitor allows to futher operate the lodem for a limited
time (only for a couple of minutes).

When detecting this power loss of the mains/input power source, the
modem generates a “POWER LOST" event and the alert message will be
transmitted immediately as an SMS text to the pre-configured phone
number. In case the mains/power source is recovered, the modem
generates a newer, “POWER RETURN" message and will send it by SMS
text to the phone number which was configured.

Some firmware versions of the modem support the LastGASP feature —

ask our sales!
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a. INPUT changes - in case of input signhal change detection, SMS alert will

be sended.
On the modem version where 2-inputs are available, it is possible to
signaling the input status changes of the inputs as follows:

= NO - Normal Open - to detect relay switching

= NC - Normal Closed - to detect relay switching

» Tamper detection (detects the opening of the modem cover)

APPLICATION

The modem allows you to monitor and report certain security events
(tamper event, relay switching / tariff switching). Therefore, the device is
able to generate and send SMS notifications for input changes -

according to the given settings.

This feature only works properly if you are using a compatible firmware

version. Please ask our Sales!

b. C86X - meter messages will be notified by SMS

C.

Debug

7. *LastGASP lost SMS text notification field you can define a power outage

alarm/event message.

8. *LastGASP return SMS text notification field you can define a power outage

release/retu rn event message.
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*Check LastGasp, Input changes at next chapters for the proper settings.
The parameter modifications will not be overriden automatically on the
modem side. Therefore, push the OK button and then you have to push the

Parameters write @ icon to send the parameters to the meter.

3.8 RS485 / DCD meter interface settings

The RS485 meter interface parameter group is useful for configuring the RS485

meter connection settings.

= WM-ETerm - WM-E25 (LES10C: 2G, 3G, 4G / LTE) - O X
File  Admin  Operation Tools Settings Help
= h [ =AY [
\P . H :Q :/ =z LOG% @m
A 1 =N | A = o =
3@ Parameter group: RS5485 meter interface ~ || Edit values ||
5 PP
o Edited groups: Mmoo emT
= -
....
% || Parameter description Parametervaie  __-=""
-
|-l Camier detection mode 0 e
-
'E R5485 meter interfface mode ire_ o=
3 -
D .
S -
' ——”“’
A==
Z | RS485 Meter Interface 1
g
% [ DCD mode: |FIJ(D w
i
El
E I Rs485mode: , |2 v
| e
8 7"
,I
4
Z /,
] /
£ /
=
o I/
4
4
4
4
4
4
4
¥
------- T
L Ok 1 Cancel
Serial - Version 1.3.55

Important! The DCD (Data Carrier Detect) feature can be set up on the meter
based on its’user manual. This parameter can be used for defining the connection
type, i.e. which mode is used for the modem during communication: the modem
attempts to communicate online (transparent) or offline (not transparent) mode
with the connected meter. Some meters are using the DCD value 1as transparent,

some others are using the value 0.
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1. To configure it, choose the RS485 meter interface parameter group.

2. Push the Edit values button, and the relevant parameters and their values

will be listed.

3. Define DCD mode (data carrier detection). Configure by choosing the DCD
operation mode:
a. Fix 0 (logical ‘O’ value at meter's side, where it can be configured as
online or offline)
b. Fix 1 (logical 7" value at meter’s side, where it can be configured as
online or offline)
c. Standard (normal operation without changing the transparent
communication)
= T online
= O:offline
d. Inverted (opposite of the standard)
= 1. offline

= QO:online

4. *RS485 mode - select a wire mode to configure the RS485 operation.
a. 2-wire — means half duplex 2-wire pinout
b. 4-wire — means full duplex 4-wire pinout
c. Disable — RS485 will be used automatically (for modem versions
which are having only RS232 cable, it is recommended to configure

this mode).

*Important ! In case of E57C WM LTE modem, the RS485 mode is detected
automatically (will be set to Disabled (which means automatic)). Note, that
if you will override this setting (e.g. to 4-wire or 2-wire), then the modem will
not operating properly and cannot be accessed locally — will be accessible
only via TCP connection! Therefore, we suggest not to set or configure the

RS485 mode in case of this modem type.
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*In case of firmware v2 this parameter is used automatically - controlled
by the current firmware. Only in case of firmware v5 can be used the

configured parameter setting.

5. Push the Parameters write g’ icon to send the settings to the modem.

Important! This feature will only be effective, if you use a compatible firmware.

Ask our sales!

3.9

AMM/DLMS settings

Choosable in case of WM-E3S base or AM322 type modems only.

The AMM/DLMS parameter group is available here by compatibility reasons with
the Elster® AM100 modemes.

At left, you can see the DLMS connection settings, at right you will find the DLMS

connection status. The listed DLMS parameters can be used only with a DLMS /

COSEM compatible firmware of the modem.

At left side of the screen:

DLMS host address - You can define the DLMS AMM server's IP Address. This

is mainly used for compatibility with the Elster® AMT00 modems.

DLMS server port - You can define the port of DLMS AMM server.

DLMS password - define password / DLMS encryption key (AES) for the

connection.

Max. time in without DLMS communication (timeout) - You can define the
max. time interval without DLMS communication (timeout) — value in

seconds

Start DLMS session during the boot process - You can enable the start

DLMS session during the boot process.
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w5 WM-ETerm - WM-E35 (HES10: 3G) — O =
File  Admin Tools Operation Settings Help
| IR R Eoe =
o @ e = =4 |=£ LOG% (5) %
&5 | Parameter group- AMM/DLMS vI| . Edtvalues |
? Edited groups: Mo edited groups ’,a””
> Parameter description Parameter value ’,—" = [l
% Start DLMS session during the boot process No ‘,a”’
5 || DLMS AMM 1P address -
E DLMS server port 0 ’,a”’
é Max. time without DLMS communication [sec] ”¢"E’D SEC
DLMS password ’,"'
> "4’ W
E | AU LS e e e & 1
5 1 erver settings
. i DLMS host address: |1M'1D'3D'112 | : %léhrq\rilﬁcgical g 0 - Server NONE o
: DLMS server port: 4343 = : Server physical 0 < Server Password:
5 |1 : Server Client 0 <
1 EDLMSDE'“WW X | | DLMS Cliert settings
> :Max.time without DLMS communication [sec]: k0 3 : il 1 2| Client Authentication: |NONE ~
g0 j  Client physical 10 +] Client Password: 13333323
': : Start DLMS session during the boot process: [] DLMS start : Client address: 1 <] Client W-object list: 1.1.97.97.1.255:2.1.1.
i:‘ : List of possible DLMS/COSEM authentication methods: |1-5 | : DLMS Push settings
: < : Push logical address: |0 %+ Push Authentication:
: ‘aconnect reay cortrol: ¢ = : Push physical 0 +{ Push Password: l:l
: The visibility of the registers 1-0:1.8.0°255 and 1-0:2.8.0°255 : Push base logical
yin the pmfilg; "Daily E biling values" ﬂ-ﬂ_:B’B.Z.D'ZSE}and_ |Re isters are not visible v| y Push Cliert address: |0 - g
1 "Monthly billing values" (0-0;3840"255) is controlled by this 9 1
I parameter: _ :::: __________________________________ ‘l Push IP address: I:I Push Port: 0 5
L9 1 [ Cance
Please select a connection! -
e List of possible DLMS/COSEM authentication mechanisms - not used.
e Disconnect relay control - not implemented yet.
e The visibility of the registers ... of the profile - You can define the DLMS
Load Profile registers to be visible or not.
a. (1-0:1.8.0*255 and 1-0:2.8.0*255) in the profiles Daily E-billing values
b. (1-0:99.2.0*255) and Monthly billing values
c. (0-0:98.1.0%255) is controlled by this parameter
e At right side of the screen you can see the parameters and status of the

DLMS server€&-client connection for the DLMS server / DLMS Client / DLMS

push settings - as:
[}

Logical address

Physical address
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e Client address

¢ Authentication mode

e Password

e W. object list / Best logical name - available for DLMS push only
e |IP address - available for DLMS push only

e Port - available for DLMS push only

Important! Ask your sales about the appropriate firmware version.

w5 WM-ETerm - WM-E3S (HE910: 3G) - O >
File  Admin Tools Operation Settings Help
B [ h [ g XY [
\P @ ol i =@ :/ = LOG% @m
X = A = o [
‘@ Parameter group: AMM/DLMS - Edit values
£
£ .
8 | Edited groups: No edited groups
) Parameter description Parameter value L]
u
g Start DLMS session during the boot process Mo
& || DLMS AMM IP address
E DLMS server port 0
é Max. time without DLMS communication [sec] 60 sec
DLMS password v
>
e | AMM /DLMS = I
= 1 . 1
™ . DLMS Server settings
' DLMS host address: |1 §4.10:30.112 | i Server Iogicﬁl 0 <] Server NONE o :
DLMS server port: 4343 = 1 Server physical 0 < Server Password: :
3 I Server Client - 1
) DLMS password: |""' | : 0 T !
N 2 : 1 DLMS Client settings ]
i Max. time without DLMS communication [sec]: k0 3 : leent Ioglcfal 1 4| Client Authertication: |NONE ~ :
| Client physical 1D 4] Client Password: 33333333 1
': Start DLMS session during the boot process: [] DLMS start : Client address: 1 <] Client W-object list: 1.1.97.97.1.255:2.1.1. :
) 1 ] I
'Z |  List of possible DLMS/COSEM authentication methods: [15 | | PLE Renezir: ;
J I Pushlogical address: |0 % Push Authentication: |NONE w1
Disconnect relay contral: =L ) 1
The visibility of the registers 1-0:1.8.0°255 and 1-0:2.8.0°255 ____—" 1 Push base logical :
inthe profles "Daiy E biling values” (109920°255)and __ [ e ot vible 7] 1 Push Clentadess: 0 o Tusteeselegea 1077590255 i
"Manthly biling values" (0-0:38.1.0°255) is contrglhd.bfﬂ'w— 1 1
paramcter et L pushiaddese [ | Pwhper 0] Sl
------ n S
Lok _ v~"Gneel
Please select a connection! -

3.10 M-Bus settings

The M-Bus parameter group is only available for the WM-E3S MBUS® modem for

compatibility reasons with the M-Bus protocol.

1.

To configure it, choose the M-Bus parameter group.
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2. Push the Edit values button, while the related parameters and their values

will be listed.

3. Edit the required M-Bus settings and fields.

4. Configure the Readout time [sec] field (meter readout) and the Upload time

[min * monthly] regarding the data uploading requirements.

5. You can also define the Inactivity timeout (value in seconds).

= WM-ETerm - WM-E35 (LES10-EUG: 2G, 3G, 4G / LTE) - O X

File Admin  Operation Tools Settings Help

2P ARCRB-% =,

3@ Parameter group: M-Bus w Edit values I
5 7
o Edited groups: '/
- 4
X4
) Parameter description Parameter value ,/' ~
[ | Maximum of M-Bus devices 4 ’,’
'E M-Bus wired install mode duration 10 min ’,'
S
E DIFAVIF identifier M-Bus device 1 (edC13 //'
E DLMS scaling factors for M-Bus channel 1 -3,13 ,/'
L]
Readout period of M-Bus meter 1 18sec ,/'
v
> z
1 L Lo A :
g |1 " i o, -
5 : gg:i:::re = ihe i Hs Readout time [sec]: o0 & +| Activate address: 1.1.11 :
'E |1 Protocol version of M-B Upload ti in, s N =!
Ldovce: oy (300 2] nactivy tmeoutisecl: (600 =]}
1 MaxlmlTlm IR R 4 3| Installation timeout [min]: 25 % File encryption type: MD4 :
3 : meters: i
> 1 Number of monthly objects: 1 % Inactivity timeout [hours]: 10 o :
1
w |1 . . 1
d : Manufacturer SllFF / SI:_:Ie ggls Rd-nterval LP object M-Bus address Ejgﬁglg}ﬁeld RFID{mRID) Meter name i
I [
E |1 ~ o ~ 110 2 11.001.1.1.12001 |G :
= |1
« : ’ ~ o ~ 1 1 11.0.01.1.1.12.0.0.02 |EMB :
i i
I ~ ~
1 0 1
1 1
1 1
1 1
Cancel
Serial - Version 1.3.55

6. Set the File encryption type to MD4.

7. Add the Activate address — Mbus address.

8. Then define the M-Bus address of each meter, one by one.
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9. Here add the number of the Required field number(s) for every listed device.
10. Add the RFID (mRID) identifier according to the right syntax.

11. Add the Meter name info for each entry.

12. Then push to the OK button and the Parameters write @ icon to send

the settings to the modem.

Important! Ask your sales about the appropriate firmware version.

3.11 P1 Customer Interface settings

All parameters of the P1 Customer Interface group are only available for the WM-
E3S CI°® type of modem of electricity meters which are supporting the P71 Customer

Interface readout feature.
1. Toconfigureit,choose the P1 Customer Interface settings parameter group.

2. Push the Edit values button, while the related parameters and their values

will be listed.

3. Checkbox P1 active - here you can enable the P1 Customer interface to the

modem.
4. Interval time data output (in seconds).

5. Logout time - Optimization of customer interface logout time (hold or keep
alive the connection) for register reading customer interface. Value in

milliseconds.

6. Sum of added registers —- number of registers.

7. P1output - values: O=Default, 1=Output to DSMR 3.0, 2=Output to DSMR 5.0
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= WM-ETerm - WM-E35 (LES10-EUG: 2G, 3G, 4G / LTE) - O X

File  Admin  Operation Tools Settings Help

dE L ERCRBe-% &

‘@ Parameter group: P1 Customer Interface v Edit values |
5 =
= Edited groups: y 7
',,
) Parameter description Parameter value ,,’ [l
[l( F1 active Yes i
= "o
= || Output mode of customer interface Default i
o #
E Interval time data output 10sec ,/’
E Sum of not priorised register per reading 10 ,/,
L%} 7
Logout delay [sec] 1000 ms Vi
B SSS
g | j General settings :
= : P1 active 1
2l ) Delete last i
1 Interval time data output 10 2| sec H
1
L | L 1
: Logout time 1000 =] msec Source Description CQBIS Eqmeter CQBIS Pl-out Unit Priority :
o : display list |~ | Equipment identifier 0.0.0 0-0:96.1.1 1
] = H
> |1 Sumof added registers wE displaylist | | Meter Reading electricity delivered to client (... | 1.8.1 101,81 kWh i
o . - . 1
£ || PTouea Defaut displaylist | | Meter Reading electriciy deivered to ciient (.| 1.8.2 10182 KWh i
£ |} IEC address for P1interface: displaylist |~ | Meter Reading electricity delivered by client ... | 2.8.1 1-0:2.8.1 kWh !
E |y ) ) ]
] (||| 8] R Ty B e e displaylist | | Meter Reading electricity delivered by client .. |2.8.2 10282 kW !
1 A ]
: L] Readout from service fist fegisters) display st | | Actual electricity power deiivered (+P)in 1... | 1.7.0 10170 kW :
| |8 e T e e o R S T v displaylist | | Actual electriciy power received (F)in 1W... |2.7.0 10270 kW :
: Delay before send of load profile data 20 2| megn.—- 1
1 —=="" > | 1
1 Sum of measuring period entries per Load‘,ﬁ‘— = :
1 pipe-
| S =,—"_:______________________________________________________________________________I
------- -
o 437" Cancel
Serial - Version 1.3.55

8. IEC address for P1 interface - in |P address format.

9. Checkbox Readout from display list (registers) — allow display list registers

to be read out.

10. Checkbox Readout from service list (registers) — allow service registers to

be read out.

1. Checkbox Output of load profile data on customer interface - to enable

the output on CI.

12. P1 mapping - table to add, modify or delete P1 Customer Interface

device/service entries.

13. Push to Parameters write @ icon to send the settings to the modem.
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3.12 Secondary transparent settings

This feature you have to use the WM-E3S firmware.

1. Choose the Secondary Transparent parameter group. Here you can

configure a secondary channel for commmunication.

2. Push Edit values button, and the relevant parameters and their values will

be listed.
i WM-ETerm - WM-E3S (LE910C: 2G, 3G, 4G/ LTE) - O X
File Admin  Operation Tools Settings Help
=Y h e ir——
\p T ol 1 Ee} = Iz LOG% @m
! =N A = = o [
3@ Parameter group: Secondary transparent w " =" Edit values |I
'% -
-
E! Edited groups: - .-
‘f
) Parameter description Parameter value ’,"’
-
|-l Secondary transparent port 9002 ’,f"
-
'E Secondary transparent baud rate 2418 ",*'
a -
-1 ’f
g -
£ -
£ -
] -
[} -
a”‘
> —
£ e SeCoNdAn. T IH0SRARDT e o o o o o o o P ______________.i
“E Secondary transparent baud rate: |24DD ~ ||E‘E'I ~ :
‘E 1
E Secondary transparent port: 3002 3 :
E 1
6 Start transmission (TX) delay: 3 : 1
| ST e mmmmmmmmmmmm e
7
o
7
E /
- ll
7
7
4
4
7
7
/
s
_____ =
L__0Ok_ | Cancel
Serial - Version 1.3.55

3. The Secondary Transparent baud rate is 2400 bps by default — we
recommend to use this standard MBUS speed rate — but, if you want, you

can use different settings. The data flow operates at 8E1 only.

4. The default value of the Secondary Transparent port number is 9002.

You can use a different port, but please note that the port nr. 9000 is used
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by the modem’s transparent channel, and the port nr. 9001 is used for the

configuration.

5. Push then the Parameters write @ icon to send the settings to the

modem.

3.13 SNMP parameter settings

The SNMP parameter readout and settings for the SNMP Manager compatibility
are available for some WM-E2SL® (Landis & Gyr® connected) type meters only.

Over the classic readout and write of parameters through local serial link or TCP
connection, there is a possibility of readout the parameters via SNMP v3 protocol
and write some of them to the modem.

Only a few, limited numbers of SNMP parameters are supported here — due to the

Customer requirements. The following, listed values can be handled by the MIB file

(a description file, which can be imported) at the SNMP manager.

Please note, that SNMP vi, v2 are not supported, only the SNMP v3 is supported!

et
Param. | Name Rea)::l oID Name in mib file Remarks
Group Write
vendor RO 1.3.6.1.4.1.52174.1.1.1 wmeTEvendor
modelname RO 1.3.6.1.4.1.52174.1.1.2 | wmeTEmodelname
hwversion RO 1.3.6.1.4.1.52174.1.1.3 | wmeTEhwversion
softwareversion RO 1.3.6.1.4.1.52174.1.1.4 | wmeTEsoftwareversion
imei RO 1.3.6.1.4.1.52174.1.1.5 wmeTEimei
.. imsi RO 1.3.6.1.4.1.52174.1.1.6 wmeTEimsi
Device info
use the output form of
the LTE Module, list of
supported LTE bands,
separated by commas:
B<number>[(frequency)
1.
The definition of the
Iteband RO 1.3.6.1.4.1.52174.1.1.7 | wmeTElteband frequency is optional
reboot RW 1.3.6.1.4.1.52174.1.1.8 | wmeTEreboot cause instant reset
seconds, but minute
steps, Reading values
will be 0 or mulipies of
System . .
. 60. written values will
Information
be rounded down.
keepAliveDuratio wmeTEkeepAliveDuratio | Except less than 60 will
n RW 1.3.6.1.4.1.52174.1.2.1 n be 1, but 0 will be 0
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seconds, but hour
steps. Reading values
will be 0 or multiplies
of 3600. written values
will be rounded down.
Except less than 3600

autoreboot RW 1.3.6.1.4.1.52174.1.2.2 | wmeTEautoreboot will be 1, but 0 will be 0.
battVoltage RO 1.3.6.1.4.1.52174.1.2.3 | wmeTEbattVoltage in mv
0-100 (in percentage)
battCapacity RO 1.3.6.1.4.1.52174.1.2.4 | wmeTEbattCapacity e.g. 50 = 50%
usimstatus RO 1.3.6.1.4.1.52174.1.3.1 wmeTEusimstatus READY
0O notlLTE
network
1 LTE network
Itenetworkstatus | RO 1.3.6.1.4.1.52174.1.3.2 | wmeTEltenetworkstatus registartion
operator RO 1.3.6.1.4.1.52174.1.3.3 | wmeTEoperator
value 255 means Not
ecio RO 1.3.6.1.4.1.52174.1.3.4 | wmeTEecio Available.
value 255 means Not
Network | rsrp0 RO 1.3.6.1.4.1.52174.1.3.5 | wmeTErsrpO Available.
Information
value 255 means Not
rsrq RO 1.3.6.1.4.1.52174.1.3.6 | wmeTErsrq Available.
rssi RO 1.3.6.1.4.1.52174.1.3.7 | wmeTErssi
sinr RO 1.3.6.1.4.1.52174.1.3.8 | wmeTEsinr
txPower RO 1.3.6.1.4.1.52174.1.3.9 | wmeTEtxPower
pCID RO 1.3.6.1.4.1.52174.1.3.10 | wmeTEpCID
MCC RO 1.3.6.1.4.1.52174.1.3.11 | wmeTEMCC
MNC RO 1.3.6.1.4.1.52174.1.3.12 | wmeTEMNC
APN | apn RO 1.3.6.1.4.1.52174.1.4.1 | wmeTEapnName
pwshute-en RW 1.3.6.1.4.1.52174.1.5.1 wmeTEpwshute
Alarm
TRAP_pwshut RO 1.3.6.1.4.1.52174.3.0.1 | wmeTETrapPowerOff

Configure

the SNMP parameter readout and settings for the SNMP Manager

compatibility.

1. Readout the meter settings, then choose the Network Protocols group.

2. Choose the Edit values button to edit the settings.

3. Here you can configure the SNMP related settings and manager settings,

according to the SNMP Manager connection needs.

4. At the right side you can also setup the NTP server (network time server)

settings.

66



Wi

SYSTEMS

5. Push the OK button to save the values and push to the Parameters write

=

icon to send the settings to the modem.

Login a. i

Connection type

ication Vv

e % Cor

-

ATil

WM-ETerm - WM-E25 (LES10-EUT: 2G, 4G / LTE) - O X

File  Admin Tools Operation Settings Help

B ERCRBe-% &

Parameter group: Network protocols ~ I Edit values I
g
Edited groups: Mo edited groups Pt
r””
Parameter description Parameter value ’,”
SNMP trap if didn' receive DC power Yes ,¢”

—_— Ve A—————————
: Network protocols :
: SNMP trap i not receiving DC power: [ SNMP private algorithm: |N0 private algorithm ~ | i
E SNMP usemame: | | E
i SNMP authentication key: | | NTP server |P address: | | i
E SNMP private key: | | NTP server port: 0 3 E
i SNMP port in: 161 - [Elf]:senrer synchronization interval 500 - :
E SNMP manager IP- | | [El'f]:senrer synchronization timeout 80 - i
i SNMP manager port: 0 - i
E SNMP version: ,,/' |V3 V| i
LS_I\IEIEa_Lrt;e‘(EL:at’iBn_ algorthm: __| No authertication algorithm v | _______________________________________________ E
I
Please select a connection! -

3.14 Standard meter interface settings

1. Choose the Parameter readout @ icon, and select the Standard meter

interface parameter group, then push to the Edit Values button.
2. Date format for readout - |[EC date format for readout (Syntax: YYMMDD).
3. Relay control — Used only for WM-E3S CIR® modem for control the e-meter
relay (tarrif control). Values (selectable): T1, T2, T3, T4 — according to the four

types of tarrifs.

4. Configuration port settings - Configuration interface speed rate and

operation mode - *Available only on WM-E25L TNB® modem
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WM-ETerm - WM-E25L (LES10-EUT: 2G, 4G / LTE)

File  Admin  Operation Tools Settings Help

08 IREREe-8

logoﬂa.

on % | Connection type %

b

Parameter group: Standard meter interface MR Edit values 1
Edited groups: .

Parameter description Parameter value ~
Meaning of LED 1 5IM status ( wrong PIN flashing slow or w'rthatrl'SIM )]
Meaning of LED 2 E-meter status
Meaning of LED 3 GSM / GPRS status
Date format for readout YYMMDD

Meter interface init values

Standard Meter Interface

[ = = = o o e e e e e e e = === - .._n"._ ____________________
| : |S|M status | wrong PIN flashing v| |

Date format for readout: |WMMDD | A Meaning of LED 1:
: Relay control: |T‘I ~ | Meaning of LED Z:
| Configuration port settings: |EEDD ~ ||?N1 ~ | Meaning of LED 3:

Meaning of LED 4:
Meaning of LED 5:

.......... Meaning of LED &:

| E-meter status

v

|G5M / GPRS status

|

E-meter relay status
M-Bus status

Firmware status

Serial -

Version 1.3.55

5. Meaning of LED 1...LED6 fields*, where you can change the LED operation

for each available LED. The LED operations are pre-programmed, but can be

changed if you want here.

*In case of:

- WM-EIS /WM-E2S / E57C WM LTE modems have 3 LEDs (LEDI..LED3)
- WM-E3S /AM322 modems have 6 pcs LEDs (LEDI..LEDS).

The WM-E Term will always make editable only the available LEDs according

to the chosen modem type.

6. Save your settings by pushing the OK button.

7. You will need to push then the Parameter write @ icon to send it to the

modem.
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3.15 Device Manager settings
The Device Manager® is an optional remote management software (order option)
which can be used to maintain and to monitore the modems via cellular network

(TCP/IP connection).

The settings can be achieved by selection of the Device Manager parameter

group. The Device Manager® can be used with or without TLS encryption.

1. If you allow the Device Manager TLS enable option, mark the checkbox.

s WM-ETerm - WM-E3Q ETH (LES10-EUT: 2G, 4G / LTE) - O X
File  Admin  Operation Tools Settings Help
A = h = X1 [
\p @ o i =0 = Iz LOG% @m
X =N | ARy | — = o e
3@ Parameter group: Device Manager N | Edj values 1
3 _ —
o | Edited groups: -’
k- -
R
> Parameter description Parameter value ’,” ~
|-l Device Manager TLS enable Mo ’,’,
'E Device Manager server address ,”
2 —a
T || Device Manager server port 0 Pid
i -
g Device Manager push enable Mo ,/’
L] >
Device manager push interval 120 A
—»Z v
___________________________________________ rd
2 : Device Manager .i ’r’
= ’
5 : Device Manager TLS enable: O : ’/’,
2l 1 L’
: Device Manager push enable: O :’
H 1
[ : Device Manager server |P address: | | :
H 1
> : Device Manager server port: 0 = :
u 1 1
k- : Device Manager push interval [sec]: 120 o :
i : Device Manager certificate bank 0 = :
& |1 select: 1
: Device Manager CA certificate bank 0 = :
| select: 1
H 1
: Device Manager cert'rf,ioa(e verification: |NDt hat 1
1 Ve :
I Device Managef CRL usage: O 1
L —— 4
i~ ok ' Cancel
e e
Serial - Version 1.3.55

Important! By using this feature, the modem will further on be visible only from
the Device Manager software and cannot be used any more by the WM-E Term
configuration software for security reasons, due to the different and encrypted

communication protocol.
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2. Device Manager push enable - it allows the option for the modem to send
status messages (by configurable cycles/intervals) to the Device Manager®

software.
3. Device Manager server IP address required to build the connection.

4. Device manager server port (nr. 443 by default) must be added for the

connection.

5. Device Manager push interval is used to define the status message sending

cycle (in seconds).

Important! \When you have set all this, the DM connection will not
automatically be useable, you still need to configure the Device Manager®
side of the settings. You will find more information about the exact sequence

of the settings in the Device Manager® manual — ask our sales department.

6. The Device Manager certificate bank select and Device Manager CA
certificate bank select can be also configured here.
(The bank value ,0" means the default certificate used by the firmware, or
you can choose the ,1” which means that the uploaded certificate will be
used. You can upload the certification file from the Tools menu, and choose

the CA certificate or normal certificate related menu item for the upload.)

7. You have the option to use the Device Manager certificate verification

option as verification mode (Possible values: Not / Optional / Mandatory).

8. You can also use the Device Manager CRL usage option to apply the

uploaded CRL file. Then save your settings by pushing the OK button.

9. You have to push to the Parameter write E'% icon to send it to the modem.
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3.16 Ethernet interface settings
Note that this option can be used only for the WM-E3Q ETH® modem.

1. Choose the Parameter readout @ icon, and select the Ethernet

parameter group, Push then the Edit Values button.

2. Checkbox DHCP enable - You can enable the DHCP feature here (if you
enable, the device will getting the Ethernet interface IP address from the
network).

3. Fix IP address - |IP address in case if the DHCP option is disabled.

4. Subnet mask

5. Gateway address

= WM-ETerm - WM-E3Q ETH (GES10: 2G) - O X

File  Admin  Operation Tools Settings Help

2B L AREREB-%

% Connectiontype % | lLog off &'

e W

ATi

Parameter group:

Edited groups:

Ethemet

Parameter description
DHCP enable
Fix IP address
Subnet mask
Gateway address

Parameter value
Yes
0.0.00
0.000
0.0.00

DHCP enable:
Fix IP address:
Subnet mask:

Gateway address:

[10.80.140.13 |

[255.255.255 |

[10.80.140.251 |

1 Ok -: Cancel

Serial

Version 1.3.55
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6. Save your settings by pushing the OK button. You have to push then the

Parameter write @ icon to send it to the modem.

3.17 CSD connection

If the Client wants to access the modem only with a CSD call, but does not
configure the modem's APN settings, and the value of the Mobile Network
Technology parameter is "LTE with fallback to 2G" (technically 4G/2G) or "LTE
only" (4G), then the CSD connection is not working properly.

Symptoms:
» If the Mobile Network Technology parameter is "LTE only" (4G), the modem

will not be available with CSD calls at all, and the modem will restart from time
to time.

» If the Mobile Network Technology parameter is "LTE with fallback to 2G",
the modem sometimes restarts, while the modem cannot be reached with a

CSD call or is only very difficult to reach.

Solution:
If the Client want to access the modem only with a CSD call:
1. Ifthe modem has a firmware version lower than v5.1.30, update the firmware
to the latest version!
2. The Mobile Network Technology parameter cannot be "LTE only", since the
CSD service is only available on the 2G network, not on the LTE network.
3. The Mobile Network Technology parameter should be "2G only".
4. The "GPRS always enabled" option in the M2M parameter group must be
disabled (unchecked).

If the Client want to use the modem on an LTE network, but | want to reach it
with a CSD call:

1. The modem may only be used with active IP connection settings.
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2. Ifthe modem has a firmware version lower than v5.1.30, update it to the latest
version!

3. The Mobile Network Technology parameter must be "LTE with fallback to
2G".

4. The "GPRS always enabled" option in the M2M parameter group must be
enabled.

5. The APN settings must be made (APN name, APN username, APN

password)

If the Client want to use the modem on 4G as well as with CSD:
1. In addition to the above, it is also necessary to make the following settings.
2. The "PDP connection establishment delay (CSD)" parameter in the APN
parameter group must also be set to 3 minutes. This is necessary because if the
IP connection goes down, the modem restarts so quickly that it will not be

available on CSD.

The above changes must be made using the WM-E Term software.
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Chapter 4. Firmware updates
4.1 Single firmware update (IEC to IEC type)
1. Choose the Tools / Single Firmware = wwerem-wuest
. File  Admin  Operation | Tools | Settings Help
update Item from the menu. J = Mass configuration
-\P H % !ﬂ| Single firmware update
5 _ Mass firmware update
2. Push then the Browse button to select % R || Crov e vpuetiom FCLo DIMS
s Ve Mass firmware update from IEC to DLMS
the .DWL extension firmware file. e e
4 Mass Telit firmware update
? Single bootloader update
T
. il CA certificate handle
3. Push the Start firmware update button 3 R | . rce bl
. . . 2 CRL handle
for performing the singular firmware : | P
"‘g Status read
upload' E AES key import
5 Ping host
> Connection import
= WM-ETerm - WM-E25L - O >
File  Admin Operation Tools Settings Help
. IRERE z
g @ = | |= — = LOG% (o] %
4o Single firmware update
E“ |D:\DE‘u’ICES\WM_Szoﬂ\rerek\wM-E_TERM\Szoﬂ\rer\SMP_WME1S_V2_4_1B.de | | Browse  ...cecet HEEEEE"E‘EE_:@ET{ ::_‘!
&
H
5
i
>
;.
g
v
= . v EEEE

4. The progress of upload will be shown at the right-bottom progress indicator
bar. This can take in case of normal firmware version for 3-5 minutes, in case

of TLS firmware for 5-15 minutes.
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5. The firmware upload progress can be also checked in the left
Communication tab. The firmware refresh will be started from ,Firmware

sending” message and continues further with ,Sending packets ” sequence.

Erewse Start firmmare ol

6. At the end of the FW update, the a ,New firmware refresh has been
started..” message appears. Then soon the modem will be automatically
restarted with the new firmware — this could take 2-3 minutes to apply.

The LEDs will be also signing the reboot.

4.2 Single firmware update | = wweem-wues
from IEC to DLMS File Admin  Operation | Tools | Settings Help

Mass configuration

B .
1. Choose Tools / Single Firmware \P H By roecfmwareupdte

Mass firmware update

update from IEC to DLMS item from Mass update: [

Single firmware update from |EC to DLMS

Log off §*=

Mass file location: Mass firmware update from IEC to DLMS

the menu. > Single Telit firmware update
8 Select default modem profile; Mass Telit firmware update
'; Single bootloader update

2. Push then the Browse button to |§ _ CA certficate handle

. . . é Mazs updale details Certificate handle
select the .DWL extension firmware file e e e
. R . Z name C5R handle
to the IEC intermediate firmware |3 v|Bhemet-1g
1 E AES key import

field. :

3 Ping host

~
(%]
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3. Select the DLMS firmware file by the Browse button.

4. Push the Start firmware update buttom to perform the singular firmware

upload to change the IEC firmware to a DLMS compatible one.

5.The progress of upload will be shown at the right-bottom progress indicator bar.

6. At the end of the refresh process, the modem will be restarted and it will be using

the updated DLMS firmware version.

vication % Connection type »  Log off }=

B W

ATi

WM-ETerm - WM-E25

File  Admin  Operation Tools Settings Help

eB L ARERB-%

Single firmware update from IEC to DLMS

IEC intermediate fimware:

|D:'-.DEVICES'-.‘.‘\-'M_Szoﬂverek WWM-E_TERM"\Szoftver\V1_3_37\SMP_WMEL_STD_VZ2_3_0iwl |I Browse I

DLMS firmware: |
I~ " Star fimware update L&

Install steps

Read fimware version: N/A

Write intermediate 1EC fimware: N/A

Wait restart: N/A

Read intermadiete fimware version: N/A

Write DLMS firmware: N/A

Wait restart: N/A

DLMS connection check: N/A

Result MNone

4
Rs232 i ! Version 1.3.37

4.3 Single Telit firmware update

Warning! This menu is only useful for WM-E35® modem type.
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Telit® modem firmware update can be initiated for a singular device. In this case,

there is no need of using ftp [« wuererm- wi-ezs

COhheCtiOh File  Admin  Operation | Tools | Settings Help

Mass configuration

\9 B "' - Single firmware update
LB i 7:

Mass firrmware update

1. Choose the Tools / Single Telit _
/ g Mass update: Single firmware update from IEC to DLM5

Mass firmware update from IEC to DLMS

Log off A=

firmware update from the menu.

Mass file location:

Single Telit firmware update

Select default modem profile: Mass Telit firmware update

Single bootloader update

2. Push then the Browse button to
4 certificate handle

select the .BIN extension of the Teljt® Mass update details Cottone
mOdem ﬁrmwa re*- DLMS firmware name CRUhandle
C5R handle

OpticalConnections bin |~ Status read

*Provided by modem manufacturer.
AES key import

Communication % | Connection type %

Ping host

3. Push the Start Telit Firmware
update button to begin the singular modem firmware upload process. The update

will be valid for the current modem.

= WM-ETerm - WM-E25 - O *
File  Admin  Operation Tools Settings Help
Pal I (= ==

VP I Rg B &=

X : S| = = o e
2] Single Telit firmware update
B ] ——
>

g
2

[
]
T

g

£

a
]
>

[
]
w
o

£

=2

E

E

-]
]
>
o
]
£
o
E
&

v
Rs232 - T T T T enion 13,7
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Attention! Please note, that the Telit® firmware update will only be available once

the fw upload process has been finished! It takes about 4-5 minutes.

4. The progress bar (at bottom) will show the current status of the upload/refresh

process.

5. At the end of the refresh process, the modem will restart and will use the

updated Telit® firmware version.

4.4 Single bootloader update

There is an option for bootloader update (.DWL extension file). For this, choose the

Tools / Single bootloader update menu.

Important! Ask your sales for the appropriate update file before updating.

4.5 About the certification files

The certification files can be generated by a PKI software. The CSR (Certificate
Signing Request) file should be generated and the further CERT or PEM extension,
CA Certification and normal Certification files and CRL files will be created

automatically.

In the WM-E Term program, you will found a few menus, where you can upload

each certification file and you can set up them for the operation of the modem.

4.6 CA certificate handle

Here you can upload the TLS encrypted CA certification file (with .PEM or .CERT

extension) to the modem.
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1.

Choose the Tools / CA certificate

handle item from the menu.

2. Push then the Browse button to

3. Push

select the CA certification file

(.PEM or .CERT extension file).

CA

to

then the Start

certificate upload button
begin the certification file upload.
The modem will then use the TLS
encryption effectively during the

communication.

= WM-ETerm - WIM-E25

Tools | Settings

Help

Mass configuration

Single firmware update

Mass firmware update

Single firmware update from IEC to DLMS
Mass firmware update from IEC to DLMS
Single Telit firmware update

Mass Telit firmware update

Mass Telit firmware update via FTP

Single bootloader update

CA certificate handle

File  Admin  Operation

) B

LD N
9
B
=
=
&
X
5
=
T
o
£
£
S
]
£
.2
"
o
E
=
E
E
o
]
>
u
(Y]

Certificate handle
CRL handle
CSR handle

Status readout

AES key import

Ping host

Connection import

4. You can Read CA certificate from the device by the relevant button and check

the uploaded file.

= WM-ETerm - WM-E25

File  Admin  Operation Tools Settings Help

0B ARERB-%

2
% | CA Cerificate upload
E
- — ] H o LT
>| | I It CA otcate woad |
u
-
2 i/
[ -
2 | CA certificate read ,'
T 1
c 1
£ I
6 Read CA cerificate ’l
/]
> H
!
= !
i ]
]
]
-] ]
g ,’
]
> 1
a ’l
: /
1 !
2 k
]
]
]
]
]
]
I
I
]
]
I
/]
i ¢ H -
‘I Version 1.3.37

R5232 -
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Important!

This feature will be only effective, if you use TLS- compatible firmware version on
the modem! Please, ask your sales product manager about the useful and
appropriate firmware version before configuring this feature or updating the

current firmware of the device.

4.7 TLS certificate handle

Here you can upload the TLS encrypted certification file (with .PEM or .CERT

extension) to the modem.

1. Choose the Tools / Certificate handle item from the menu.

2. Push then the Browse button [ . uemem- whezs
to Se|eCt the Certlﬂcatlon flle File  Admin  Operation | Tools | Settings Help
. | = Mass configuration
(.PEM or .CERT extension file). \P H @ !ﬁ" e
i : Mass firmware update
é@ Single firmware update from IEC to DLMS
3 Push the Start certificate o Mass firmware update from IEC to DLMS
. Single Telit firmware update
upload bUtton to begln the g Mass Telit firmware update
oo . . 5 Mass Telit i date via FTP
certification file upload. § s IR Timware update via
Z Single bootloader update
E CA certificate handle
The modem will then be using Certificate handle
CRL handle
the TLS encryption effectively s CSR handle
. . . . E Status readout
durmg Its communication. 3
E AES key import
; Ping host
4. Read certificate of the device | Connection import

by this button to readout and check certification.

Important!

This feature will be only effective, if you use TLS- compatible firmware version on
the modem! Please, ask your sales product manager about the useful and
appropriate firmware version before configuring this feature or updating the

current firmware of the device.
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= WM-ETerm - WM-E25

File Admin  Operation Tools Settings Help

2P L ARG R EB-%

- O X

Ceriificate upload

Log off A=

AT interface % Communication v  Connection type

fm— e
- — | -
Wse ar c Cale uploa
Bro P> Start certficate upload |
—
————
—————
—
- ————
Certificate read -
———
-
—‘——
___________ —
| 1 Read cerificate
- - 1
\,
x;
\
N
\
N\
N\,
\
\
\
\
N\
\,
N\,
\
N\
\
N\
\,
N\,
\
Y
N\,
N\
\,
Y
\
Y
\
\
N\,
Y
N\
Y
N\
\
\
Y
N\
Y
\
X

R5232 -
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4.8 CRL handle

Here you can define a CRL file (Certificate Revocation List) for the revoked modems

(which don't have right or their right

was already revoked).

With this you can handle these
devices as exceptions when using

certifications.

1. Choose the Tools / CRL handle item

from the menu.

2. Push then the Browse button to

select the revocation file (.CRL).

=5 WM-ETerm - WM-E25

File  Admin  Operation

@B

Tools | Settings

Mass configuration

Help

Single firmware update

loguﬂa'

Connection type

ice % Communication

Mass firmware update

Single firmware update from IEC to DLMS
Mass firmware update from |EC to DLMS

Single Telit firmware update
Mass Telit firmware update

Mass Telit firmware update via FTP
Single bootloader update

CA certificate handle
Certificate handle
CRL handle

C5R handle

Status readout

AES key import

Ping host

Connection import

0o
=
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3. Push the Start CRL upload button to begin the certification file upload.

4., The modem will then use the TLS encryption effectively during its

communication.

5. You can also Read CRL (certification revoke list) from the device by this button

and check the uploaded revoke file.

= WM-ETerm - WM-E25 = o x
File  Admin  Operation Tools Settings Help
= J = h e XY [ —
0 g B Fe B o=
X - £5) = = 0 —
2
% | CRL upload
g
| | Bowse ===—|-dp. StatCRLupoad |
> L ke - i
" a
-9
2 1
cE ]
-% CRL read !
1
u 1
g 1
=] Read CRL ’l
1
2 | [0000000D FF FFFF FF FF FFFF FF FF FF FEFF FFFFFFEF yyimsminsiinny H "
£ | |00000010 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PR yyyyyyyyiiivinyy ]
5 | [00000020 FF FF FF FF FF FF FFFF FF FF FF FF FFFF FFFF Syyyyyysyivavyy !
& [ |0DD0O030 FF FF FF FF FF FF FF FF FF FF FF FFFFFFFFFF J
00000040 FF FF FF FF FF FF FF FF FF FF FF FF FFFFFFFF yyyyyy 1
00000050 FF FF FF FF FF FF FF FF FF FF FF FFFFFFFFFF yyyyyy !
0000000 FF FF FF FF FF FF FF FF FF FF FF FF FFFFFFFF yyyyyy A
U | |0DD0O07O0 FF FF FF FF FF FF FF FF FF FF FF FFFFFFFFFF vy I}
00000080 FF FF FF FF FF FF FF FF FF FF FF FF FF FEFFFF yyyyyyyivivvviy I
> | |o00000S0 FF FF FF FF FF FF FF FF FF FF FF FF FFFF FFFF yimyysyiyyyminy i
@ | |00ODDOAD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF I
& | |ooD0COBO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 1
& | |oDDDOOCO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF !
£ [ |0DD0OODO FF FF FF FF FF FF FF FF FFFFFFFFFFFFFFFF i H
= | |0ODDOOED FF FF FF FF FF FF FF FF FF FF FF FF FF FFFFFF 3y I
00DOOOFD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF yyyyyy !
00000100 FF FF FF FF FF FFFF FF FFFFFFFFFFFFFFFF yyymyy i
00000110 FF FF FF FF FF FF FF FF FF FF FF FF FFFFFFFF yyyyyy 1
00000120 FF FF FF FF FF FF FF FF FF FF FF FFFFFFFFFF yyyyyy !
00000130 FF FF FF FF FF FF FF FF FF FF FF FF FEFFFFFF yyyyyy A
00000140 FF FF FF FF FF FF FF FF FF FF FF FF FEFEFFFF yyyyyy ]
00000150 FF FF FF FF FF FF FF FF FF FF FF FFFEFFFFFF yyyyyy ]
00000160 FF FF FF FF FF FF FF FF FF FF FF FF FFFFFFFF yyyyyy g
00000170 FF FF FF FF FF FF FF FF FF FF FF FF FFFFFFFF yyyyyy 1
00000180 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ] v
nnnnn1an FEFEFEFEFFFEEEFFE FEFFFEFEFEFE FEFE Wnnn nnnr I
....... Yo,
RS232 - : | Version 1.3.37
H

4.8 CSR handle
Here you can check the CSR file (Certificate Signing Request) of the PKI

certification. Therefore here you can handle the CSR contents of the used

certifications.

1. Choose the Tools / CSR handle item from the menu.
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2. The CSR read (no PK generate) can
be read and checked by the Read
CSR button, which will show the
request file content of the generated

key.

== WM-ETerm - WM-E25

File  Admin

Tools | Settings

Mass configuration

Operation

@B

Help

Single firmware update

Mass firmware update

Single firmware update from IEC te DLMS
Mass firmware update from IEC te DLMS

Log off &

Single Telit firmware update
Mase Telit firmware update

Mass Telit firmware update via FTP
Single bootloader update

CA certificate handle

Certificate handle

CRL handle
C5R handle

Connection type

Status readout

AES key import

Ping host

e % Communication

Connection import

= WM-ETerm - WM-E25

File  Admin  Operation Tools Settings Help

B ARPRE

@w O

CSR read (ne PK generate)

Log off §=

Read CSR

—BEGIN CERTIFICATE REQUEST—

MDBZMBMGByqGSM43AgEGCCaGSM43AwEHADIABP RgwaSAwlgsOAKYsk /qlo0Tylc
AFGTC/YlgBolSwP Keh NkOKMPVWOmGtab Y KEV /oG 1 MiNigubWs YIPt U3pWEaM TAv
BakghkiGSw0BCQ4xljAgMAsGA1UdDwQ EAwIB/jARBalghkaBhvhCAGEEBAMCAPcw
DAYIKoZIzj0EAwIFAANIADBFAIAeFYNGCNw 1Nt 5An 1270C0o5aQ0pPGOk/620ssY
BOM4IAIhAlwygsinScy+aWNJgsfzLwgy 1258t SCYZe 40 5EBp 4k 3

—END CERTIFICATE REQUEST—

CSR read (PK generate)

MIIBQzCB6AIBADBYMOswCOYDVAQAGEWIVTEQMALGATUECBMHSHVUZ2Fye TEXMBUG
ATUEChMOVD0gL AzdGVicy BMTEM«GzAZBg NVBAMTE] Aw MD Aw MD Aw MD Aw MD Aw MD Aw

Read CSR

—BEGIN CERTIFICATE REQUEST—

MDBZMBMGByqGSM4SAgEGCCqGSMASAWEHADIABCsh 7y 7AAEPGIDL DF42wE T A3
Zuf6L/ TXNi+2V 2%/ GBWU7EWQVOCEIM/J6pEe 22w SFy WG WayACZkOakugMTAv
BakghkiGSw0BCQ4xljAgMAsGA1UdDwQ EAw|B/jARBalghkaBhvhCAGEEBAMCAPcw
DAYIKoZIzj0EAwIFAANIADBFAIBL/+8iwScsAXzCne 3+BUwNNgNs+22L hrlERCS/
/CERZQIhAJXCWvuFDEWR43B.JaQHWRKpIRa+Gf)5gW4a2Qa3A0iN

—END CERTIFICATE REQUEST—

ATinterface v Communication v | Connection type v

MIIBQzCB6AIBADBYMOswCOYDVAQAGEWIVTEQMALGATUECBMHSHVUZ2Fye TEXMBUG
ATUEChMOVD0gL3zdGVicy BMTEM«GzAZBg NVBAMTE] Aw MD Aw MD Aw MD Aw MD Aw MD Aw

R5232 -

Version 1.3.37

3. The CSR read (PK generate) can be read and checked by the Read CSR button,

which will show the request file contents of the Private Key generated.
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4.9 Status read [ wmt-Ererm - wir-e2s
In the Status readout menu you can | fie fdmn Opertion
get current status of the modem - as ,\l_) B {5
current firmware version, OS version -;e

(modem model release), current {%

signal strength of the cellular &

network (RSSI), used APN settings, IP g

address), the serial number / IMEI of E

the modem, ICC of the SIM card. This >

is useful for checking the modem “

status and the configuration settings E

(as IP address, SIM / APN, etc.). >

Tools | Settings  Help

Mass configuration

Single firmware update

Mass firmware update

Single firmware update from |[EC to DLMS
Mass firmware update from [EC to DLMS

Single Telit firmware update
Mass Telit firmware update

Mass Telit firmware update via FTP
Single bootleader update

CA certificate handle
Certificate handle
CRL handle

CSR handle

Status readeut

AES key import
Ping host

Connection import

= WM-ETerm - WM-E25L

File Admin Operation Tools Settings Help

vB % ARERBe-08

Sender: Serial connection

Log off A=

Message: Parameters read success!

Status readout

Readout status

led1 =1
led2 =6
led3 =4
smp.nta_mode = 1

Connection type

AT interface v Communication

smp.always_on = 1
smp.connect_on_timer = 0
smp.connect_start = FFFFFFFFFFO00000
smp.connect_interval = 0
smp.disconnect_delay =0
tm_server port = 5000
fw_server port = 5001

conn max_retries = 15

conn retry_delay_rewind = 1
conn.at_wmbs = 30

conn.cich = 0

conm.apn_name = intemet
COMM 3PN _USEr = X000
CONM.EpN_pass = X000
conn.auto_user = 0
conn.auto_pass =0
conn.encrypt_pass =0

conn rings = 3

conn retry_delay = 15,15,300,15,15,300,15,15,3600
conn ping_host =

conn ping_max_retries = 3
conn ping_timeout = 15000
conn ping_interval = 86400
conn no_network_timeout = 30
smp.bos_timeout = 24

smp restart_time =
smp.dims_on_boot =0

dims host =

W

Version 1.3.43
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4.10 AES key import

Here you can define a list of devices, which will be using AES-256 encrypted

communication during their configuration and firmware update process.

defined AES keys will be used for the

listed modems.

1. Choose the Tools / AES key

import item from the menu.

2. Push then the Browse button to
select the .CSV extension list file of
the certification.

3. Modify the IMEI identifiers of the

modems if necessary, the IP

address of the modems’ SIM card

= WM-ETerm - WIM-E25

File  Admin

=

Operation

i f
L

The

Teols | Settings Help

Mass configuration

Single firmware update

Mass firmware update

ce % Communication | Connection type % | Log off r

Single firmware update from IEC to DLMS
Mass firrmware update from [EC to DLMS

Single Telit firmware update
Mass Telit firmware update
Mass Telit firmware update via FTP

Single bootloader update

CA certificate handle
Certificate handle
CRL handle

C5R handle

Status readout

AES key import |

Ping host

Connection import

and the relevant AES key of the modems' encrypted communication.

= WM-ETerm - WM-E25

Fichier ~Admin  Opération Tools Réglages Aide
B ARER B g
- [
s _fE_s_kiy:rfo_d:____________l_ _________________________________ P = ::i::%l
IMEL 4 mmm——— P S === AES key -i
N,

IMEI IP address

AES key

8y/B?E(H+MbQeThWmZgtbwIzSCAFN @

176.226 63.9

8y/B?E(H+MbQeThWmZgtbwIzSCAFN @

R5232 -

: Version 1.3.36
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4. Push then the Export to database button to begin the AES-256 encrypted

configuration.

The modem will then be able to use the AES key effectively during the further

configuration and firmware upload processes.

Important!

This feature will only be effective, if you use AES-compatible firmware version on

the modem. Ask our sales!

4.11 Connection import

Here you can load a CSV file with a list of connection profiles. These will be imported

into the WM-E Term and later selectable by one-click at the left bottom of the

screen as a direct connection profile.

1. Choose the Tools / Connection

import item from the menu.

2. Push then the Browse button
to select the .CSV extension list

file of the connection profiles.

3. The list will be loaded and you

can modify the data if you want.

4, Push the Import to WM-E
TERM button for importing the

connection profiles.

== WM-ETerm - WM-E25

File  Admin  Operation

@ B <

Log off a‘

Conneclion type

ce % Communication

Tools | Settings  Help

Mass configuration

Single firmware update

Mass firmware update

Single firmware update from |[EC to DLMS

Mass firmware update from IEC to DLMS

Single Telit firmware update

Mass Telit firmware update

Mass Telit firmware update via FTP
Single bootloader update

CA certificate handle

Certificate handle

CRL handle

CSR handle

Status readout

AES key import

Ping host

Connection import
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= WM-ETerm - WM-E25L

File  Admin  Operation

w8

nication W | Connection type | Log off r

B W

AT interf

Tools  Settings Help

ARER

B o= 8

Connection import

File: location:

|Optical Serial TCP/IP:Modem
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Chapter 5. Other features

5.1 User Management

1. Choose the Admin menu, Manage users menu item.

2. There you can Add a new user or Modify, Delete an existing one.

5 WM-ETerm - WII-E25 - o x

File  Admin Operation Tools Settings Help

2E L ARER B-%

=
bl

User management

& Add new user

Admin ﬁ f

Edit user profile

Usemame: Admin

Password:

| [ Show

Role: Admin

Save

ATinterface % Communication %  Connectiontype % | Log off a.

Cancel

Change
U password

Serial -

Version 1.3.53

3.To change the currently used / existing password, push the Edit (pencil icon) and

add the new Password and Save it. The new password will be valid from the next

WM-E Term® start when you will attempt to login.

5.2 Event log

You can check the events of operation and modem interaction, communication by

the Event log item.

i
1. Open the icon for listing the previously recorded log entries (or choose the
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Operation / Log view menu item).

2. Choose a saved log file from the list and push the Load button.

3. The program will list all recorded entries of the log file (as communication

messages, failures and system messages).

s WM-ETerm - WM-E25 - O >
File  Admin  Operation Tools Settings Help
" r= -
= Ju h BA =R E
@ [ Q =4 0 2 @-\T\l
L ﬂ F__ A W |
& | select logfile: e
E“ M-ETerm log_20220110_101651.L0G "\Jjﬂl Load |
N Type Date Thread Data e ~
> P 3
u
o
=
£
]
T
u
£
£
]
]
Z Request 2022.01.10. 10:36:16 0 #799999959!<CR><LF>
.% Response 2022.01.10. 10:36:17 0 2F 45 4C 53 35 5C 33 20 56 32 2E 34 2E 34 33 2E 31 31 0D 0A 00 00 00 00 00 00 00 00 00 Of
[
E Response 2022.01.10. 10:36:17 0 /ELS5\3 V2.4 43.11<CR><LF>
E
]
L%}
> Request 2022.01.10. 10:36:17 0 <ACK>059<CR=<LF>
E Response 2022.01.10. 10:36:17 0 06 30 35 35 0D 0A 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
=
u
E Response 2022.01.10. 10:36:17 0 <ACK>059<CR=<LF>
=
o
v
< >
Serial - Version 1.3.55

5.3 Check modem communication

You can check the current activity of the modem by choosing the Communication
button (on the left side of the screen), where the incoming messages will be listed.
There you can filter the message types by the Type filter and Thread filter field

options by selecting the required items.

The Log Folder and Open buttons help you open the stored, previous log files to

analyze.
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= WM-ETerm - WM-E25L - [m} X
File Admin Operation Tools Settings Help
B ARE G o= E
= 0 o=
o
;_f‘ Log folder: Open | Device information
o y
Z RSSI. 67 dBm Modem vendor: NAA 0
Type filter: |Ermr. Information, Request, Response, FTP ‘
> Serial No. of the modem chip 130154270000342434 Te
w | Thread fiter | ~ ‘ Access technology: 2G
g Fimmware version: V2441 IR
c || Type Date Thread Data &
2 IMEI: 356611075541684 1
B 1| Request 2020.09.22. .. 1 181670000272
E Response 20200922 .. 1 q.<STX>5,15,3600<C ICC: 8936200003250172672 L1
|| Information
T‘ Request 20200922 . 1 181670000373 Engine ID: N/A
Response 20200522 .. 1 [g.<ETX>Ims lls_secret H P, /Tel -
é Information - Cellular operator name 2;"‘83?” annon/ telenor C
. | Request ..20W005.22 .. 1 1816700004 74 i
§ § Responte 20200822 1 g [E070300000078<C e o EEERE £
£ { ifomation EC-I0: N/A R
3 § Request 20200922 . 1 181670000575
T‘ Response  2020.03.22 1 i = 0<CR><LF>smiin RSRP N/A 8
w || Information )
_:H Request  2020.08.22... 1 1816 70 00 06 76 Transmitted power: N/A C
E Response  2020.08.22 .. 1 [g.<ACK>t_cops = <CF
i || Information
<
Request 20200922 . 1 1816700007 77 Battery voltage: N/A B
Response 20200922 1 (g [er = <CR=<L F>pdpl
Information
Request 2020.09.22. .. 1 1816700008 73
Response  2020.09.22. .. 1 I frsion = V2.4.41<CR IP address: N/A D
Information
Information Subnet mask N/A M
Informati W
ermation Gateway address: MAA

R5232 -

Version 1.3.43

5.4 Ping host

You can ping a remote host IP address by the Tools menu, Ping host item.

= WM-ETerm - WM-E25L [m] >
File Admin Operation Tools Settings Help
b
2
% | Ping host
o
=
» | IP address: 192.155.31.1&3‘ Fing H
4
=
c
19
T
a
£
£
&
(=)
>
£
1o
"
o
£
3
E
E
&
(=)
>
u
]
b=
a
E
=
R5232 - Version 1.3.43
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Enter the IP address you want to check to ping and push to the Ping button.

5.5 AT commands

Select the AT interface tab on the left side of the screen.

Here you can use the AT commands on the modem’s wireless module, by filling
the command at the AT interface and by pushing the Send button.

You can check the ,/r" option for the carrier handling if you want.

= WM-ETerm - WM-E25L - O X

File  Admin Operation Tools Settings Help
a = h [ e XY [ —

\P o T & | :Q :/ =g LOG% @m

X = A = o [
o | AT interface
£ Ping host

=]
]
> | [Céffmand: ATI & IP address: 1592.155.31.133 Fing
u RE'sponse:WM-EZSVZ.BB

o]
'E Status : TimedOut  Time : Oms Address :

3
ks

o

£

£

S
]
>

£
]
k]
5]

E

3

E

E |

e |
& |F
<]

o

a
‘=

o
E
'.E

R5232 - Version 1.3.43

5.6 Print

You can print the current parameter settings of the modem.

After choosing the log period (by selecting the Log icon and a logged interval),

=
push the =% icon from the menu (or choose File / Print item from the menu).
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The print view of the parameter configuration will then appear. Now you can print

the current configuration.

5.7 General settings

The general program settings can be done by this menu item.

1. Choose the 08 Settings icon from the menu (or choose the Settings / Edit

settings menu item).

2.If needed, you can change the General tab settings (as language, Date format,

Window size, Print font type or hide the password).

= WM-ETerm - WM-E25L - . x

File Admin  Operation Tools Settings Help

FP——-

Configuration
Desktop language
<]
Date format
frvyyMdd_HHmmss |

[ Edit password hidden
Parallel update {mass update)
2 =

Window size
() Nommal
(® Full screen

AT interfface » Communication %  Connectiontype v  Log off }=

Print

Prirtt forit

Browse

I_ ia"i _ 1 Cancel

R5232 - Version 1.3.43

3. Save your settings when you have modified the configuration.
On the Files tab you can define the path/directory for the configuration files,

firmware, log.

4. Save your settings when you have modified the configuration.
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Important! The WM-E Term software will store the changed settings and when

you start the WM-E Term® tool next time, they will automatically be loaded.

5.8 Apply Password usage

1. Choose the Communication Password Settings ©“' icon from the menu.

Note, that the Communication password field should be empty!

2. At Select connection choose the configuration profile name, which you

want to change its password.

3. Ensure that Enabled option was selected at Usage of configuration

password? field.

4. Then push to the Apply password usage button. The modem will setup the

password usage, which can be seen on the progress bar indicator at right

bottom side of the screen.

Log off

Connection type

Communication

AT interface

WM-ETerm - WM-E25 (LES10-EU: 2G, 3G, 4G / LTE)

File  Admin Tools Operation Settings Help

@8 & EEE O 08

Configuration password change
o ————— - -l. ----------------------
Select connection: ! R5232 F - :
Usage of configuration passwond? : O Enabled :
1| Disabled ™., :
‘ 3 Apply password usage i
Curent configuration password: | | [ Show
MNew configuration password | | [ Show
Confirm configuration password: | | 1 Show
Change password
R5232 ¢ Stop operation -

93




Wi

SYSTEMS

5.9 Password change

For modem firmware v5x or newer versions it is possible to use the
Communication password for the modem configuration — for each connection
type (optical, serial, TCP, etc).

Important! Only modem firmware v5 and newer versions can use a password.
Note, that v5 versions has a default password. The default password is: WMEXS!
This password can be changed, but before doing this, you have to connect with the
default password to the configuration profile — by following the steps of Chapter

5.8 (Allow Password usage).

1. Open the left-side Connection type tab, choose the currently used

configuration profile and Edit the settings.

2. Fill the default password (or the last known password to the Configuration

password field.

= WM-ETerm - WM-E25 (LE910-EU: 2G, 3G, 4G / LTE) - O *

File Admin Tools Operation Settings Help

2B L ERERBo-% 1=

M . - .
j Serial connection settings
1

&> | Connection name [type - senial]

E. Connection name |R5232 |

8
] Configuration / Connection settings
: I |EC password | ||:| Shaw
| I |EC address
1 1 1
: I Configuration password | Li.eeeesed seseee ] Show
i B
1
1
L

| Connection type

== COM port \eoms >
£ | Baud rate 5600 b
H -
E Data format a.N.1 v
E Switch baud rate [ Switch enable?
E . 115200
] -
IMEI | |
o | AESkey | |
g .
b=
u
E
&
| S

I Save : Cancel
[

3. Push to the Save button.
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4. Choose the Communication Password Settings ©“' icon from the menu.

5. At the Select connection field, choose the configuration profile, which you

want to choose the password belonging to the profile.

6. Fill the current Current configuration password — where you can check it

by enabling the Show option.

7. Then define a New configuration password, then Confirm configuration

password also.

= WM-ETerm - WM-E25 (LES10-EU: 2G, 3G, 4G / LTE) - O X

File  Admin Tools Operation Settings Help

k8 S - =]

Log off

Connection type

ATi

Configuration password change

Select connection: R5232 w |
Usage of configuration password? O Enabled
() Disabled

Apply password usage

Curmrent configuration password:

Mew configuration password

Confirm configuration password:

Change password

“a

R5232 A Stop operation -

Important! The password length can be between 1 and 16 characters. Only
alphanumerical characters (lower case and upper case letters and
numbers) and the ,!"” sign (exclamation mark) can be set here.

Note, that the password characters are substituted by asterix characters

during the password fill in — by security reasons.
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8. Then push to the Change password button to perform a password change.

Important! After configuring this, you have to disconnect the connection
with the WM-E Term software and you have to login again. Then you have
to reconfigure the Configuration password at the connection profile - to the
newly configured password - do it at the same place as it was showed in
step nr. 1. Afterall, you should connect with the profile again to the modem

(with the new password).

5.10 Modem restart

There i no direct option for immediate modem restart in the WM-E Term software.
But it is very easy to push the modem to be restarted by doing the following
sequence:

1. Choose any parameter from the read out values.
Change a parameter value
Push to the Save button.
Send the settings by Parameters Write icon to the modem.

At the end of the writing process, the modem will be restarted.

o A WN

The restart of the device is signed by its LED signals.

If you wish to restart the modem later, you can schedule the time by using the

Watchdog settings (see Chapter 3.4 for more).
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Chapter 6. Parameter description

The detailed description of the parameters can be found on the website of the

required modem product at the Downloads part!

WM-EIS (Honeywell/Elster): https://m2mserver.com/en/product/wm-els/

WM-EISI (Itron type): https://m2mserver.com/en/product/wm-elsi/

WM-EISL (Landis+Gyr type): https://m2mserver.com/en/product/wm-elsl/

WM-E2S (Itron type): https://m2mserver.com/en/product/wm-e2s/

WM-E2SL (Landis+Gyr type): https://m2mserver.com/en/product/wm-e2sl/

WM-E3S* (Honeywell type): https://m2mserver.com/en/product/wm-e3s/

WM-E3S MBUS (Honeywell): https://m2mserver.com/en/product/wm-e3s-mbus/

WM-E8S (universal): https://m2mserver.com/en/product/wm-e8s/

Universal / Industrial RS485 Modem:

https://m2mserver.com/en/product/industrial-rs485-modem/

IMPORTANT!
The ,TLS"” related parameters can be used only with a TLS-compatible firmware,

and configured TLS encryption.

*The ,,DLMS” related parameters can be used in case of WM-E3S based modems,
only when using DLMS-compatible firmware. Ask our sales!
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Chapter 7. Support

If you have a technical question regarding the usage You can find us on the following

contact possibilities:

Email: support@m?2mserver.com
Phone: +36 20 333-1111
Product page:  https//m2mserver.com/en/product/wm-e-term/

Online support:  https://www.m2mserver.com/en/support/

98


mailto:support@m2mserver.com
https://m2mserver.com/en/product/wm-e-term/
https://www.m2mserver.com/en/support/

Wi

SYSTEMS

Chapter 8. Legal notice

©2024. WM Systems LLC.

The text of and illustrations presented in this document are under copyright.
Copying, usage, replication or publication of the original document or its’ parts are

possible with the agreement and permission of the WM Systems LLC. only.

The figures in this document are illustrations, those can be different from the real

appearance.

The WM Systems LLC doesn't take any responsibility for text inaccuracy in this

document.

The presented information can be changed without any notice.
The printed information in this document are informative only. For further details

contact us.

Warning
Any fault or upcoming error during the software upload/refresh can lead to the

device breakdown. When this situation happens call our specialists.
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